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Executive Summary

Enterprises today increasingly turn to array-based snapshots to augment or replace legacy data protection
solutions that have been overwhelmed by exponential data growth. Management and automation are an
integral part of being able effectively leverage this technology. Efficient and integrated use of array-based
snapshots are key requirements to protecting virtualized applications.

Pure Storage FlashArray snapshots are an intrinsic part of the way the Purity Operating Environment
reduces complexity and maintains efficiency. FlashArray snapshots delivers superior space efficiency, high
scalability, and simplicity of management. FlashArray snapshots are always thin provisioned with no
dedicated space allocated upon creation. As new or changed data is written to the source volume, new
capacity is assigned to the newly-written or overwritten blocks while unchanged blocks are shared
between snapshots and volumes. Additionally, the Purity Operating Environment data structures allow
snapshots to preserve the granular data reduction efficiencies of volumes through global deduplication and
compression, thus volume snapshots require minimal physical capacity on flash drives. Since FlashArray
snapshots are entirely metadata constructs, they can be created from a volume in a matter of milliseconds
regardless to the size or written capacity of the source volume.

Commvault adds orchestration and functional value on top of the Pure Storage FlashArray snapshot
technology with the IntelliSnap technology snapshot management feature set. IntelliSnap technology
streamlines and simplifies snapshot management by centralizing snapshot management across one or
many storage arrays; automating object, application and database recovery; and linking snapshots to
backup processes. The tight coupling of managed snapshots along side of data protection and recovery
operations enables Commvault software to provide a complete view into data across applications, devices,
operating systems and locations, cutting administrative overhead and improving access, availability and IT
efficiency.

Goals and Objectives

This paper provides an overview of the IntelliSnap technology’s technical capabilities in a VMware vSphere
environment. Initial configuration of the FlashArray object in Commvault and a walkthrough of various
recovery option use cases and their workflows.

In-depth instructions on the configuration, setup and use of the Commvault IntelliSnap technology and
Simpana software is beyond the scope of this paper. For additional details, please refer to Commvault
documentation.

Audience

This paper is written for VMware, storage or backup administrators interested in Commvault IntelliSnap
technology integration with the Pure Storage FlashArray snapshot technology. Familiarity with VMware
vSphere and Commvault is recommended.

© Pure Storage 2015 |3
o PURES TORAGE



http://documentation.commvault.com/commvault/
http://documentation.commvault.com/commvault/

© 2015 Pure Storage, Inc. All rights reserved. Pure Storage, the "P" Logo, and Purel are trademarks or
registered trademarks of Pure Storage, Inc. in the U.S. and other countries. Simpana and IntelliSnap are
registered trademarks of Commvault in the U.S. and other countries. ESXi, vCenter and vSphere are
registered trademarks of VMware in the U.S. and other countries. The Pure Storage product described in
this documentation is distributed under a license agreement and may be used only in accordance with the
terms of the agreement. The license agreement restricts its use, copying, distribution, decompilation, and
reverse engineering. No part of this documentation may be reproduced in any form by any means without
prior written authorization from Pure Storage, Inc. and its licensors, if any.

THE DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED

CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT ARE DISCLAIMED,
EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID. PURE
STORAGE SHALL NOT BE LIABLE FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES IN CONNECTION
WITH THE FURNISHING, PERFORMANCE, OR USE OF THIS DOCUMENTATION. THE INFORMATION
CONTAINED IN THIS DOCUMENTATION IS SUBJECT TO CHANGE WITHOUT NOTICE.

Pure Storage, Inc. 650 Castro Street, Mountain View, CA 94041
http://www.purestorage.com

© Pure Storage 2015 |4
o PURES TORAGE



http://www.purestorage.com/

Pure Storage Overview

Who knew that moving to all-flash storage could help reduce the cost of IT? FlashArray//m makes server
and workload investments more productive, while also lowering storage spend. With FlashArray//m,

the cloud.

FlashArray//m’s performance can also make your business
smarter by unleashing the power of real-time analytics, driving
customer loyalty, and creating new, innovative customer
experiences that simply weren’t possible with disk. All by
Transforming Your Storage with FlashArray//m.

organizations can dramatically reduce the complexity of storage
to make IT more agile and efficient, accelerating your journey to

FlashArray//m enables you to transform your data center, cloud,

or entire business with an affordable all-flash array capable of consolidating and accelerating all your key
applications.

Mini Size —Reduce power, space and complexity by 90%
e 3U base chassis with 15-120+ TBs usable
e "“KkW of power
e 6 cables
Mighty Performance —Transform your datacenter, cloud, or entire business
e Upto 300,000 32K IOPS
e Upto 9 GB/s bandwidth
e <Ims average latency
Modular Scale —Scale FlashArray//m inside and outside of the chassis for generations
e Expandable to "2 PB usable via expansion shelves
e Upgrade controllers and drives to expand performance and/or capacity
Meaningful Simplicity —Appliance-like deployment with worry-free operations
e Plug-and-go deployment that takes minutes, not days
e Non-disruptive upgrades and hot-swap everything

e Less parts = more reliability

o PURESTORAGE




The FlashArray//m expands upon the FlashArray’s modular, stateless architecture, designed to enable
expandability and upgradability for generations. The FlashArray//m leverages a chassis-based design with
customizable modules, enabling both capacity and performance to be independently improved over time
with advances in compute and flash, to meet your business’ needs today and tomorrow.

The Pure Storage FlashArray is ideal for:

Accelerating Databases and Applications Speed transactions by 10x with consistent low latency, enable
online data analytics across wide datasets, and mix production, analytics, dev/test, and backup workloads
without fear.

Virtualizing and Consolidating Workloads Easily accommodate the most IO-hungry Tier 1 workloads,
increase consolidation rates (thereby reducing servers), simplify VI administration, and accelerate common
administrative tasks.

Delivering the Ultimate Virtual Desktop Experience Support demanding users with better performance than
physical desktops, scale without disruption from pilot to >1000’s of users, and experience all-flash
performance for under $100/desktop.

Protecting and Recovering Vital Data Assets Provide an always-on protection for business-critical data,
maintain performance even under failure conditions, and recover instantly with FlashRecover.

Pure Storage FlashArray sets the benchmark for all-flash enterprise storage arrays. It delivers:

Consistent Performance FlashArray delivers consistent <Ims average latency. Performance is optimized for
the real-world applications workloads that are dominated by I/O sizes of 32K or larger vs. 4K/8K hero
performance benchmarks. Full performance is maintained even under failures/updates.

Less Cost than Disk Inline de-duplication and compression deliver 5 — 10x space savings across a broad
set of I/O workloads including Databases, Virtual Machines and Virtual Desktop Infrastructure.

Mission-Critical Resiliency FlashArray delivers >99.999% proven availability, as measured across the Pure
Storage installed base and does so with non-disruptive everything without performance impact.

Disaster Recovery Built-In FlashArray offers native, fully-integrated, data reduction-optimized backup and
disaster recovery at no additional cost. Setup disaster recovery with policy-based automation within
minutes. And, recover instantly from local, space-efficient snapshots or remote replicas.

Simplicity Built-In FlashArray offers game-changing management simplicity that makes storage installation,
configuration, provisioning and migration a snap. No more managing performance, RAID, tiers or caching.
Achieve optimal application performance without any tuning at any layer. Manage the FlashArray the way
you like it: Web-based GUI, CLI, VMware vCenter, Rest API, or OpenStack.

© Pure Storage 2015 |6
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//m70
Up to 400 TBs in 11U

300,000 32K IOPS
//m50

Up to 250 TBs in 7U

//m20 220,000 32K 10PS

15-120 TBs in 3U
150,000 32K IOPS

Table 1. Pure Storage FlashArray//m Series.

FlashArray//m Specifications

//m20 //m50 //m70
Capacity - Up to 120+ TBs effective capacity* « Up to 250+ TBs effective capacity* - Up to 400+ TBs effective capacity*
+ 5 - 40TBs raw capacity « 30 — 88TBs raw capacity (w/shelves) « 44 —136TBs raw capacity
(base chassis) (w/shelves)
Performance « Up to 150,000 32K 10PS** - Up to 220,000 32KIOPS** - Up to 300,000 32K IOPS**

Connectivity

Physical

« <Ims average latency
- Up to 5 GB/s bandwidth

+ 8 Gb/s Fibre Channel
+10 Gb/s EthernetiSCSI
- Management and Replication ports

-3U

« 742 Watts (nominal draw)

« 10 Ibs. (49.9 kg) fully loaded

+5.12” x18.94” x 29.72”
FlashArray//m chassis

« <Ims average latency
« Up to 7 GB/s bandwidth

« 16 Gb/s Fibre Channel
+10 Gb/s EthernetiSCSI
- Management and Replication ports

-3U-7U

«1007 - 1447 Watts (nominal draw)

- 110 Ibs. (49.9 kg) fully loaded + 44
Ibs. per expansion shelf

+ 5127 x18.94” x 29.72”
FlashArray//m chassis

- <Ims average latency
« Up to 9 GB/s bandwidth

«16 Gb/s Fibre Channel
«10 Gb/s EthernetiSCSI
- Management and Replication ports

- 5U-11U

+ 1439 — 2099 Watts (nominal draw)

- 110 Ibs. (49.9 kg) fully loaded + 44
Ibs. per expansion shelf

+5.12” x18.94” x 29.72”
FlashArray//m chassis

* Effective capacity assumes HA, RAID, and metadata overhead, GB-to-GiB conversion, and includes the benefit of data
reduction with always-on inline deduplication,compression, and pattern removal. Average data reduction is calculated at 5-to-1,

below the global average of the FlashArray user base.

** Why does Pure Storage quote 32K, not 4K IOPS? The industry commonly markets 4K IOPS, but real-world environments are dominated by
10 sizes of 32K or larger.FlashArray//m adapts automatically to 512B-32KB |0 for superior performance, scalability, and data reduction.

Purity Operating Environment

Purity implements advanced data reduction, storage management and flash management features, and all
features of Purity are included in the base cost of the FlashArray//m.

Storage Software Built for Flash—The FlashCare technology virtualizes the entire pool of flash within the
FlashArray, and allows Purity to both extend the life and ensure the maximum performance of consumer-
grade MLC flash.

Granular and Adaptive—Purity Core is based upon a 512-byte variable block size metadata layer. This
fine-grain metadata enables all of Purity’s data and flash management services to operate at the highest

efficiency.

o PURESTORAGE




Best Data Reduction Available —FlashReduce implements five forms of inline and post-process data
reduction to offer the most complete data reduction in the industry. Data reduction operates at a 512-byte
aligned variable block size, to enable effective reduction across a wide range of mixed workloads without
tuning.

Highly Available and Resilient—FlashProtect implements high availability, dual-parity RAID-3D, non-
disruptive upgrades, and encryption, all of which are designed to deliver full performance to the FlashArray
during any failure or maintenance event.

Backup and Disaster Recovery Built In—FlashRecover combines space-saving snapshots, replication,
and protection policies into an end-to-end data protection and recovery solution that protects data against
loss locally and globally. All FlashProtect services are fully-integrated in the FlashArray and leverage the
native data reduction capabilities.

Purel Ci})

Purel Manage —By combining local web-based management with cloud-based monitoring, Pure1 Manage
allows you to manage your FlashArray wherever you are — with just a web browser.

Purel Connect—A rich set of APIs, plugin-is, application connectors, and automation toolkits enable you to
connect FlashArray//m to all your data center and cloud monitoring, management, and orchestration tools.

Purel Support—FlashArray//m is constantly cloud- connected, enabling Pure Storage to deliver the most
proactive support experience possible. Highly trained staff combined with big data analytics help resolve
problems before they start.

Purel Collaborate —Extend your development and support experience online, leveraging the Pure?
Collaborate community to get peer-based support, and to share tips, tricks, and scripts.

Experience Evergreen Storage

Tired of the 3-5 year array replacement merry-go-round? The move to FlashArray//m can be
your last data migration. Purchase and deploy storage once and once only — then expand
0 capacity and performance incrementally in conjunction with your business needs and without
downtime. Pure Storage’s vision for Evergreen Storage is delivered by a combination of the
FlashArray’s stateless, modular architecture and the ForeverFlash business model, enabling you
to extend the lifecycle of storage from 3-5 years to a decade or more.

© Pure Storage 2015 |8
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Commvault IntelliSnap Technology Overview

Commvault IntelliSnap technology integrates with native storage array snapshot engines to provide
consistent point-in-time recovery copies for large data sets and enterprise applications. IntelliSnap
technology quiesces applications or file systems, triggers the storage array-based snapshot, and returns
the system to a fully operational state within minutes. By incorporating and linking snapshots with backup
and archive operations, software makes more online and offline copies available for recovery while
reducing data protection’s impact on production systems. IntelliSnap technology harnesses the power of
array-based snapshots to accelerate backup and recovery.

b @ 0L & f

ANALYZE DISCOVER SEARCH ACCESS RECOVER RETAIN

IntelliSnap technology integrates with array-specific APIs in order to execute snapshot management
functions. These functions include configure, create, retire, mount, mine, dismount, monitor, retain, revert
and restore — and are managed and executed in the same way regardless of hardware platform. Thus,
IntelliSnap technology can consolidate and standardize snapshot management and snapshot-based
recovery across nearly all leading storage platforms.

IntelliSnap technology enables a modernized approach to data protection by merging storage system
hardware snapshots directly into the data protection process. IntelliSnap technology integrates tightly with
both host applications and with the system software specific to each hardware array. As the central
orchestration point between the two, the IntelliSnap feature drives snapshot creation, indexes the contents
and can then push application-consistent and deduplicated backup, archive or DR copies to secondary
storage, tape or cloud. IntelliSnap technology normalizes snapshot operations so they look the same and
operate the same way regardless of application or storage platform. For longer-term retention copies,
Commvault software offloads deduplication, backup and encryption to a separate (proxy) host to minimize
impact to production systems. By automatically integrating application intelligence with hardware
snapshots, Commvault software is able to reach through the application and file systems into the storage
array, discover volume/disk configurations for the snapshot operations, and coordinate these operations
with proper application awareness and log management, minimizing administrative configuration and
eliminating any scripting requirements.

The Commvault snapshot menu enables granular retention options, such as hourly snapshots retained for a
day or daily snapshots retained for a week. The snapshot menu is also enabled with an option to retain a
set number of snapshots, which can help eliminate the days/cycles conversation with storage and
application administrators. These indexing and retention changes help align storage snapshot retention
with standard data protection operations, and are available for all applications and storage platforms. Smart
use of IntelliSnap technology to manage native snapshots should ensure the creation of more recovery
points for fast recovery without adding complexity.

© Pure Storage 2015 19
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Simpana Software Overview

The Simpana software platform is an enterprise level, integrated data and information management
solution, built from the ground up on a single platform and unified code base. All functions share the same
back-end technologies to deliver the unparalleled advantages and benefits of a truly holistic approach to
protecting, managing, and accessing data. The Simpana software platform contains modules to protect and
archive, analyze, replicate, and search your data, which all share a common set of back-end services and
advanced capabilities, seamlessly interacting with one another. The Simpana software platform addresses
all aspects of data management in the enterprise, while providing infinite scalability and unprecedented
control of data and information.

Data and Information Access Alerting, Reporting and Analytics
&
EH E k\ n/_i ¢ EI E
pr—
Files, Email messages, and documents can be located and Alerts about events that require attention, reports
recovered or retrieved seamlessly from mobile devices, with detalled information about operations, and
web pages and native application tools. detailed analytics of your data provide a complete
. assessment of the CommCell.
Indexing
Storage Common Administration
- e =
— Engine - —
Protected data can be stored on disk, tape, All administrative tasks are

and cloud storage lecations, Advanced Data Protecti
features such as deduplication to disk and ata Frotection

tape, job and object retention, and Data protection methods including
independent multiple copy management backup, archiving, snapshots and

can be used to meet all DR and compliance  "ePlication is supported on all major -
requirements. operating systems and applications,

é O EE il B ==

centrally managed through
a single administrative
interface. Tasks can also be
performed from mobhile
devices and web pages.

Figure 1. Commvault Simpana
Commvault IntelliSnap Technology and VMware vSphere

IntelliSnap technology offers multiple different recovery capabilities in virtualized environments, including
full volume revert, as well as full VM and file-level recovery. In addition, Commvault software includes an
automated restore option that allows select critical VMs to be automatically recovered to an alternate
location. This option can be used for DR or to provide a sandboxed environment outside production
systems. Commvault software can also enable registered VM owners to view snapshot and backup details
and recover files from their own VMs. This empowers end-users and shifts the burden of recovery from
administrators.

Key benefits in virtualized environments are:

e Granular indexing within snapshots, enabling wildcard search and restore of files within VMs within
a snapshot

110
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e Auto-discovery of new VMs and datastores, and automatic protection under existing protection
policies

e Leveraging snapshots to create retention copies to off-production and/or off-site media, and
maintaining application understanding for application-consistent recovery back to the original
source from any copy

e Automation of all snapshot management functions to eliminate snapshot-based scripts
0 Protection policies and workflows created in the Commvault GUI for virtualized databases
can be captured as scripts that DBAs can run for themselves, preserving DBA

independence while still consolidating protection operations under the Commvault umbrella

e Reduced administrative overhead by enabling VM owners and end-users to perform their own file
and VM recoveries and test/dev snapshot management

© Pure Storage 2015 |1
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System Requirements

The following requirements exist in order to use Commvault IntelliSnap technology integration with the
Pure Storage FlashArray:

e FlashArray 400 series or FlashArray//m
e  Purity v4.1.1 (or higher)
e REST API: v1.4 (found in Purity v4.x and higher)

e Array Licensing: Pure Storage arrays require no additional licensing for IntelliSnap software
functionality.

e Protocol Support: Fibre Channel or iSCSI

o Commvault Simpana version 10 service pack 12 or later




FlashArray Configuration for IntelliSnap Technology

The Pure Storage FlashArray includes everything required to perform IntelliSnap software operations —
there is no special licensing, configuration or management appliance needed. A minimal amount of
configuration is required inside of Commvault to add and authorize a FlashArray. The following section
describes how to register and configure a FlashArray object into the IntelliSnap software.

Please note that this is a one-time per-array configuration that will enable the use of the Pure Storage
FlashArray within the Commvault environment.

1. Determine the proper user account to authorize the FlashArray. The user account must have
“storage admin” priviledges or higher. To add a FlashArray object into the IntelliSnap software,
you must know the username and the APl token. If an APl token for the user account does not
exist, it must be created. The token can be created by logging into the FlashArray GUI with the
target account and then navigating to the System tab then Users > Me. Hover to the right of the
username with your mouse and click on the gear icon and choose “Create API Token”.

SYSTEM
System Health B || Me
Configuration USERNAME PUBLIC KEY
commyvault
Connected Arrays —e
Set Password
HostEonnechons Update Public Key

Remave Public Key

Create API Token

Remove APl Token

Show APl Token

Local Users

Fublic Keys

APl Tokens

Figure 2. Creating a FlashArray APl token

2. Now copy the token to your clipboard.

API Token

feai785-b7a5-b7dd-957c-8474b1044d .
opy

oK Search Google for 'cfeaf785-b7a5-b7dd-957c-8474b 1044404

Print... Ctrl+P

Inspect element Ctrl+Shift+I

Figure 3. Copy API token
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3. Login to the Commvault Simpana software.

Home: Tools

Storags

Configuration

Reports iew Suppart

o O NN &0 % D @

Commcell Event

& @

commuvault

Iob Alet  Scheduler Contral  What's  Getting web
Contreller Viewer - Panel new? Started  Console ) Fl 2
View Configure Featured

CommCedl Browser n = Getting Started X rﬁ commvaulk % ru Job Controller > r M Event Viewsr x r% YhMware &% commvault 4
&commvau\t &% commvault > 7

B Client: Computer Groups

ghenttCDmputers ! a 5 e ] '.h Li o‘.
. S:Eu" YR Clignt Clignt Security Storage Policies Reports Cankent wWarkFlows
orage Resources Compuber Complters Resources Director
L3 Policies Groups

+ 85 Reports
{4 Content Director
A, Workflaws

Figure 4. Navigate Commvault Simpana interface
4. In the “Storage” tab, select the Array Management button in the top panel.

Horne Tools Storage Caonfiguration Reports View Support
P A :
~ B (220 Sl g—
Library and Meadia Hardware Array
Cirive Management Maintenance Management
Storage
CommCell Browser n

=) Getting Started X r& commyault < r 3 10b Cont
&% commyault >

m carnriyault

! Client Computer Groups
% Client Computers

= & &«

=] Securit . ) .

ﬁ o ¥ R Client Client Security Storage

: qrége ESOUNCES Compuker Computers Resources
B-L & Policies Groups

--’} Reports
|4k Content Directar
F-o, warkflows

Figure 5. Locate array management in Simpana
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5. Click the “Add” button to add a new FlashArray.

Marne Cankral Hosk User Marne Snap ¥endo... Type Description

csg-Fa405-1.csgvmw.Jocal pureuser PURE Storage  Array

Lisk Snaps

oK || Cancel || Help |

Figure 6. Add FlashArray to Simpana

6. Inthe “Snap Vendor” drop-down, choose “PURE Storage™'.

zeneral | Security

Snap Yendor -
LSI
it
ame ative
Metapp

Conkrol Hosk
Mimble Storage

COracle ZF5 Storage

Credentials:

User Account

Descripkion

Figure 7. Select Pure Storage as the snapshot provider

PURE Stu:uraée

7. Inthe “Name” field, enter in the IP or FQDN of the FlashArray. This must be resolvable by the
Commvault server. Then click “Change” under the “Credential” section. Enter in the username
into the “user name” field and the token into the “password” field that appears. DO NOT use
the username’s actual password —the password will not work for this. The security token does

'If Pure Storage is not an option, the Simpana software is not at the correct release level. It must be version 10 SP 12
or later. Version 10 SP 11 with a special patch also provides Pure Storage functionality.

© Pure Storage 2015 [15
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not expire, but can be deleted, so if IntelliSnap technology functionality fails ensure that the
token is still present.

General | anap Configuration | Security |

Snap Yendaor |PURE Storage LI

Marne |csg—Fa42IJ—1 \csgvrm. lacal | ‘

Control Host | |

Credentials:

Lser Account |commvault |

(oo ]

Description
Flashérray 4210

Figure 8. Configuring a FlashArray in Simpana

ser Mame: ||:|:|mmvau|t |

Password: |||-|--------------------------------- |

Confirm Password: |lu“ullllunlnlu“--ll------------------------ |

Figure 9. Add API user to Simpana FlashArray configuration

8. Optionally, enter in a description for the FlashArray to provide more detail on the specific array.
Now click on the “Snap Configuration” tab. This tab provides the user with advanced settings
for the behavior of IntelliSnap technology and FlashArray interaction. Pure Storage and
Commvault recommend leaving all of these settings at the default.

© Pure Storage 2015 |16
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- Snap Configuration Security

Configuration

Mounk Retry Interval seconds ﬂ
Mount Retry Count ﬂ

Conneck ko a Hosk Group ]
Use Host if Hast Group is nat avalable ]

Enable Diagnostic Logging 1

Figure 10. FlashArray and Commvault behavior advanced settings

Leave all advanced settings at the default values—these settings should only be changed on an
as-needed basis ideally at the functional level only (please note that these settings can be
overridden for specific operations).

Snap Configuration | Security

Override Configuration

1 Mount Retry Interval seconds

Mounk Retry Count

Caonnect ko a Hosk Group

IUse Host if Host Group is not available [

Enable Diagnostic Logging

Maoke: **The modification in Snap configuration values are specific to this Copy

| (a4 || Cancel || BSavensScript || Help |

Figure 11. Advanced setting overrides for Commvault FlashArrays
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Commvault and VMware vSphere IntelliSnap Technology
Functions

Commvault Simpana software in combination with the IntelliSnap technology and Pure Storage FlashArray
integration offer an extensive feature set with rich controls and behaviors. The following section will outline
main features of IntelliSnap technology integration with the Pure Storage FlashArray. For detailed
information concerning setup and use of the Commvault IntelliSnap software please refer to Commvault
documentation.

The following functions are the main operations directly involved with IntelliSnap technology for VMware
vSphere:

1. Taking a VM-consistent array-based snapshot

2. Mounting a VMFS snapshot copy

3. Recovering a virtual machine

4. Recovering a virtual machine virtual disk or a file on a virtual disk

The subsequent use cases are not meant to be an exhaustive list of features but instead is meant to
demonstrate common backup and recovery workflows for Commvault IntelliSnap technology and VMware
vSphere environments.

Use Case 1: Taking a VM-consistent array-based snapshot

1. For this example, a virtual machine named “File Server” is residing on a VMFS volume named
“CommVaultDS”. Using the Pure Storage Web Client Plugin it can be seen that the VMFS is on
a volume named “CommVaultDS” on a FlashArray named csg-fa405-1.

© Pure Storage 2015 118
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vmware® vSphere Web Client

fi=

Navigator X

@Fﬁe&enﬂer | Actions -

k)

4 Home

Getting Started  Summary

i) 8

+ [3 goku-vcenter cagumw.local

v [l Earth
~ [l infrastructure

@ csg-vmw-esx1.csgum..
[ csgvmw-esx2.cagumw...

» & SRM
» & VFork
Wi File Server > I

» vegeta-vcenter.csgvmw local

& @ @ HE B | gActons ~

Name

E CommVaultDs

HNavigator

vmware® vSphere Web Client

Status

fit=

] CommVaultDs | Actions
=

Monitor  Wanage | Related Objects

Ty

4 Home

ko)

Getting Started  Summary  Monitor  Manage Related Objects | Pure Storage

g B [ 8| &

Capacity

(&) goku-vcenter.cs gvmw.local
- [z Earth

E codyfriday

= CommVaultDS
[ datastore1

E datastore1 (1)
H Infrastructure
B SRMPlaceholder

E VMForkDatastore

¥ () vegeta-vcenter.csgumw.local

Figure 12. Identifying FlashArray volumes in vSphere

DATASTORE: CommVaultD$

22.5-to-1 DATA REDUCTION

PURESTORAGE

— VOLUME: CommVaultDS

FLASHARRAY NAME: csg-fa405-1

Performance

2. Inthe Commvault Simpana software, it can also be noted that the “File Server” virtual machine
is configured for protection in a subclient named “VMware”.

Encryption | nteliSnap Cperations

| WM Manag

General

erment |

Advanced Options | Backup Options

Content | Filers |

Pre/Post Pracess

Security

Storage Device Activity Contkrol

Contents of subclient:

Tvpe

[ virtual Machine

Marne

File Server

Figure 13. Verifying virtual machine protection in Simpana

3. The subclient has been enabled for IntelliSnap technology operations using the snap engine

Browse

B3 3

|GG

Edit

Delete

Prewview

called “PURE Storage Snap” and an ESXi host has been selected for recovery/mounting

operations. Mounting behavior, when necessary, can be overridden by clicking the “Manage

Array” button.
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General iters | PrefPost Process I Security I Storage Device I Activity Control
Ercrypion InteliSnap Cperations | Y1 Management | Advanced Options | Backup Options

Available Snap Engines  |PURE Storage Snap ;l

Manage Array |

Proxy ESx Server

Yirkual Center | ESY Server ||;|Dku-vcenter.csg\-'mw.II:u:aI |

Select ES¥ server for snap mounk |

Hosk |csg-vmw-esx1 Jcsgvmw, local |

Figure 14. Enabling IntelliSnap technology protection

4. To create a snap, right-click the subclient and choose “Backup” in the menu. Choose a backup
type and when you would you like the snap to be created (now or at a scheduled point in the
future). Note that the backup type (full, incremental, etc.) does not effect or change how the
snapshot is created on the FlashArray —it is always the same operation regardless. The
difference is in how Commvault indexes information for the VMs being snapped.
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Figure 15. Taking a backup of a subclient

Backup Options

Select Backup Type Job Initiation

() Full @ Immediate
® Incremental Fun this job now

() Differential () schedule

() Synthetic Ful Configure Schedule Pattern

Run Incremental Backup

(®) Before Synthetic Ful

() Afker Synthetic Full

| gOK || Cancel || Advanced || gSaveAsScript || Help |

Figure 16. Choosing the backup type of a Commvault subclient

5. Click on the “Job Controller” tab to follow the progress. The snapshot will be created on the
FlashArray for the CommVaultDS VMFS datastore volume.
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Figure 17. Watching the operation progress in Simpana

6. Inthe vSphere Web Client, it can be seen that the “File Server” VM has been quiesced via the
VMware-snapshot functionality. A VMware snapshot has been created and removed for that
virtual machine, and the “Quiesce Guest OS File System” option has been used—this is default
behavior that can be overrided if desired. Furthermore, Commvault will edit a custom value on
the VM indicating the last backup time.

Navigator  § Task Console

4 Hosts and Clusters LO) — =
Task Name Target Status Initiator Queued For
{2} Home
i Setvirtual machine custom value G File Server + Completed CSGVMWcody in

[54 vCenter Inventory Lists >

Remove snapshot G File Server +  Completed CSGVMWWcody 18n
] Hosts and Clusters >

Create virtual machine snapshot Gh File Server +  Completed CSGVMWicody 13n
WMs and Templates > _

Maove into resource nonol @& VMFork v Comnleted CSGEVMWIen dv 0 n
E Storage > M
€9 Networking > -

Setvirtual machine custom value
Policies and Profiles >
Q Hybrid Cloud Manager > Status: " Completed
o \Realizs Orchestratar > Initiator:  CSGEVMWcody
) Target: B File Server

E? 1 R > Server.  goku-vcenter.csgvmw.local
&% Administration >
[© Log Browser @ 10/5/2015 4:02:33 P Changed custom field Last Backup on File Server in Earth to 10/5/2015 4:02:33 PM
EE Events (% 10/5/2015 4:02:33 PM Task: Setvirtual machine custom value

Figure 18. vSphere operations for snapshot mounting

7. When the operation is complete, the snapshot will appear in the FlashArray GUI for the
respective volume. The snapshot name will consist of the following items:

0 Primary Name of the Volume
0 CommCell ID # (SP-x)
0 Job ID (xxxx)

0 Epoch Time (XXXXXXXXXX)
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Figure 19. Snapshot suffix on the Pure Storage FlashArray

Use Case 2: Mounting a VMFS Snapshot

SNAPSHOTS CREATED

1438 MB 2015-10-05 16:02:21

6.30MB 2015-10-0218:01:11

1. To list available snaps, right-click the subclient and choose “List Snaps”. The snaps will then be

listed in @ new window. They can be seen from the volume view or the disk view. The disk view
is shown below and includes the Pure Storage-specific information.
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Figure 20. Listing available snapshots
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Refresh | | Close | | Help

Figure 21. Seeing array information of available snapshots

2. To mount one of these snapshots, choose the “Volume View” tab and then right-click on the
snapshot that you would like to mount. Choose “Mount”.

Volume Yiew | Disk View

Source Client  Source Path Mount Hast  Mount Path Application...  Jab ID

connmault C5g-4mit-g] hdaunt

commy ault CSg-VTN-E

Unrmount

oy ault CSO-YTN-E

commyvault  csg-vmne-g Farce Unmount

commyault CSO-HITI-E Use hardware revert capability if awvailable
commvault  Csg-vmie-g

Delete
cornrnvault C5g-WTI-&

cornrvault £50-Ymi-g| Detail..,
conmyault CEg-wMN-25, ., virtual Server
commyault CEg-YITIW-85, ,, Wirtual Server

conmmyvault CEQ-¥MW-85,., Wirkual Server
commyvault C5Q-¥MW-B5,., Wirtual Server
commyvault C5Q-¥MW-B5,,, Wirtual Server
connmyault C5g-wm-gs, ., virtual Server

| Refresh || Close

Figure 22. Initiating a snapshot mount operation
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3. A window will appear confirming the host that it will be mounted to. Click “OK” to initiate the
operation.

ESx Server Mount Options

[ ] Dwerride Default Selectior:

Wirtual Center [ ESs Server | goky-veenter . csgwrmi. lacal |

Server logon account IJser Account ||:|:u:|y | | Change |

| Select ES¥ server for snap mounk |

|csg-vmw-esx1 LCsgvrmeJocal |

| | Cancel | |

Figure 23. Mount options for snapshots

4. The Simpana software will wait for the operation to complete and return success with a dialog
box:

Figure 24. Mount successful dialog
5. The following operations will occur on the FlashArray and in vCenter:
0 Commvault will create a new volume and the snapshot metadata will be copied to the
volume. The volume will be named “CV_xxxxxxx” with the X’s representing a unique
identifier.

0 The new volume will be connected to the proper host on the FlashArray.

0 The ESXiserver's HBAs will be rescanned and the VMFS datastore will be resignatured
and mounted.
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0 The VMFS will be renamed to have a suffix of the original datastore’s name and a suffix
of “_GX_BACKUP_xxxx_x_xxxx".

o PURESTORAGE
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Figure 25. Mounted volume information in the FlashArray GUI
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Figure 26. vSphere operations for mounting a snapshot
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Figure 27. Mounted snapshot volume in the vSphere Web Client

6. Toremove the mounted snapshot, simply right-click the snapshot again in the subclient list and
choose “Unmount”. This will gracefully remove the snapshot VMFS from the ESXi server and
then destroy the volume on the FlashArray. The snapshot will persist.

Yalume View | Disk Wiew

Source Client  Source Path Mounk Host Mount Path Application...  Job ID
Cog-wmi-es. .. [commeyault 50V Lo IYiFEL r 2117
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Figure 28. Unmounting a snapshot
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Use Case 3: Recovering a virtual machine

This section will outline recovering a full virtual machine after it was deleted or corrupted. In this specific
scenario, the protected VM “File Server” has accidentally been deleted and needs to be recovered.

1. To recover a virtual machine, identify the correct subclient, right-click it and choose “Browse

and Restore”.

Haome Tools Storage Configuration Reporks ie Support

X2 T = ;.

Library and Media Hardware Array
Dirive Management Maintenance Management
Storage
CommiCell Browser 2 =) Getting Started < rﬁ comrmault 3 ru Job Controller < r W Evenl
a}cnmmvault &% commyadlt > "B Client Computers > B9 Goku wCenter > L[] Virtual Server
! Client Computer Groups
=P8 Client Computers Subclient Name Storage Palicy

[ 42 commyaulk )
: [ default Mok Assigned
=M Goku vCerter _

=L virtual Server

EE& Wimare Backup
Lo defaultBackupset Live Sync 4
[]"'I% Security Browse and Restore |
[]--ﬁ Storage Resources )
=] @ Policies List Snaps
% Marnitoring Policies Find

Replication Policies Backup Hist
EL Schedule Policies ackup Histary
=5 storage Policies Schedules
[2§ Subclient: Policies

— - Delete
WaulkTracker Policies
WM Lifecycle Policies

B

[]"'f Reports Praperties
[+#-{ g Content Director
—

- TR

Operation Window

Figure 29. Virtual machine restore

2. Choose the “Full Virtual Machine” option.

Virtual Server | Time Range | Advanced Options |

Type of Intended Restore

® Full ¥irtual Machine
Restore a complete virkual machineds) directly to the datastore of an ES¥ host

0O Yirtual Machine files
Restore virtual machine configuration and YMDE files to the file system of the proxy,

O Attach Disk to Existing ¥™
Restore individual YMDE files to the datastare of an ES¥ host and attach the ¥MDE to an existing virtual machine,

0O Guest Files and Folders
Restores files existing inside the guest virtual machine to be restored ko the File system of the proxy or other client,

Figure 30. Restore choice
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3. By default, Commvault will recover from the latest snapshot, if you click on the “Time Range” tab
you can select an older time frame. Commvault will then use the last snapshot it finds in the
selected time range.

-\-'irtual Server | Time Range | Advanced Options

Show Objects to Restare using Following criteria

(®) Latest Backup ) Time Range

(®) Absolute Time

Time Zone: [tUTC-08:00) Pacific Time (US & Canada) -
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|5undav, Qctober 4, 2015 || - | |Monda5-', Qchober 5, 2015 || - |

| 5 O3FM |:’ | 5 O3FM |:’

() Relative Time

Last il |ﬂ |Days v

Figure 31. Restore point selection

4. Click “View Content” when the recovery type and time frame has been selected. Select the
virtual machine to be recovered and choose “Recover All Selected”.
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Figure 32. Recover virtual machine confirmation
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5. The window that pops up allows the user to configure how the VM will be recovered —will it be
put back to the original datastore (default), what host, virtual disk type, when/if it should be
powered-on etc. Choose your options and click “OK” to initiate the restore. The default

behavior will be to restore in-place. At a high level the steps will be as follows (note that most of
these steps are configurable):

0 Finds the last valid snapshot, copies it to a new volume and connects the volume to the
host

0 Rescans the ESXi server and mounts and resignatures the datastore

0 Registers the virtual machine and then moves it to the original datastore

General | 1oh Initiation

wCenter Clignt  |Goku wCenter | Destination clisnt

vCenter Instance Details

wiZenter:  goku-veoenter.csgumw, local

Lser: cody

VIR
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[] Powser OM virtual Machine after restore
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Disk Provisioning | Original W
*
_ tarly Helease Feature
Transport Mode: | Auta v Early Release Feature

Dielary migrakion m hris)

| gOK || Cancel || Advanced || B'SaveAsScript || Help |

Figure 33. Restore location
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Use Case 4: Recover a file/folder on a virtual disk

This last use case will walk through recovering a directory in a Windows 2012 R2 NTFS volume to the
original virtual machine.

1. To recover a virtual machine directory, identify the correct subclient, right-click it and choose
“Browse and Restore”.

Home Tools Storage Configuration Reports Yiew Suppoart
@=
X m =

Library and Media Hardware Array
Drive Management Maintenance Management
Storage
CommCell Browser n = Getting Starked X r& commyvault = ru Job Contraller = r H Evenl
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Figure 34. File restore option
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2. Choose “Files and Folders” to recover a directory.

Wirtual Server | Time Range | Advanced Options |

Type of Intended Restore

O Full ¥irtual Machine
Restore a complete virtual machine(s) directly to the datastore of an ES¥ host,

¥irtual Machine files
Restore virkual machine configuration and ¥MOK files to the file syskem of the prosey.

0O Attach Disk to Existing ¥M
Restore individual YMDK files to the datastore of an ESX host and atkach the WMDK to an existing virbual machine.

® Guest Files and Folders
Restores Files existing inside the guest wirkual machine ko be restored to the File svskem of the proxy or other client.:

Figure 35. File restore choice

3. By default, Commvault will recover from the latest snapshot, if you click on the “Time Range” tab
you can select an older time frame. Commvault will use the last snapshot it finds in the selected
time range.

-\-'irtual Server | Time Range | Advanced Options

Show Objects to Restore using Following criteria

() Latest Backup ) Time Range
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Figure 36. Recovery point selection

© Pure Storage 2015 |32
o PURESTORAGE




4. Click “View Content” when the recovery type and time frame has been selected. The virtual
machine will appear and the filesystem will be displayed. Note that this can take several
minutes if the “Enable Granular Recovery” option was not selected in earlier configuration.
Choose the folder that you would like to recover and click “Recover All Selected”.
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Figure 37. Directory recovery choice

5. The next screen allows you to choose where the files should be recovered to. You can recover
them to the original virtual machine, another virtual machine or another machine with the same
OS type. In this example, they will be recovered to a sub-folder on the original virtual machine
so that they can be copied/moved by the VM owner.
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Figure 38. Directory recovery location
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Figure 39. Directory choice
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6. After the restore process has completed, the original virtual machine now has that entire
directory copied to the specified location.
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1} Favorites

B Desktop
j Downloads
5l Recent places

18 This PC

f' Metwark

20 iterms

Figure 40. Directory recovery
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Summary

The combination of the Commvault IntelliSnap platform and the Pure Storage FlashArray snapshot
technology makes for a powerful and flexible backup mechanism for any VMware vSphere environment.
The deployment process of development/test environments and virtual machine/file backup and recovery
is simplified and fully-integrated in Commvault providing a complete enterprise-class backup solution.




http://documentation.commvault.com/commvault/v10/article?p=new_features/service_pack_12.htm

http://documentation.commvault.com/commvault/v10/article?p=features/snap_backup/pure/overview.htm

https://community.purestorage.com/

Cody Hosterman is a VMware-focused Solutions Architect at Pure Storage
since 2014. His primary responsibility is overseeing, testing, documenting, and
demonstrating VMware-based integration with the Pure Storage FlashArray
platform. Cody has been working in vendor enterprise storage/VMware
integration roles since 2008.

Cody graduated from the Pennsylvania State University with a bachelors
degreee in Information Sciences & Technology in 2008. Special areas of focus
include core ESXi, vRealize, Site Recovery Manager and PowerCLI. Cody has
been named a VMware vExpert from 2013 through 2015.

Blog: http://www.codyhosterman.com

Twitter: @codyhosterman
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