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About this Guide
o PURESTORAGE Organization of this Guide

About this Guide

The Pure Storage FlashBlade User Guide is written for array administrators who view and manage the
Pure Storage FlashBlade storage system. FlashBlade arrays are administered through the Purity for
FlashBlade (Purity//FB) graphical user interface (GUI) or command line interface (CLI). Users should be
familiar with system, storage, and networking concepts, and have a working knowledge of Windows or
UNIX.

Organization of this Guide

This guide is organized into the following major sections:
Part 1, “Purity//FB Overview” [7] - Defines FlashBlade array naming and numbering conventions.

Part 2, “Using the Purity//FB GUI to Administer a FlashBlade Array ” [11] - Describes the use of
the browser-based Purity//FB graphical user interface (GUI) to administer a FlashBlade array.

Part 3, “Using the Purity//[FB CLI to Administer a FlashBlade Array” [85] - Describes the Purity//
FB command line interface (CLI) and its use in FlashBlade array administration.

Part 4, “Appendices” [223] - Provides a quick reference for exporting file systems and creating alert
watchers, as well as information about related FlashBlade documentation and how to contact Pure
Storage.

A Note on Format and Content

FlashBlade technology is evolving rapidly. As with all advanced information technologies, once basic
architecture is in place, implementation develops at different rates in its different facets, each preceded
by feature-by-feature detailed design.

This edition of the guide describes the properties and behavior of arrays that run the latest Purity//FB
release. It may include information about planned capabilities whose external form has been specified
at the time of the release. Such material is included to provide users of this release with information
for design planning purposes, and is subject to change as new functionality is implemented. Material
relating to not-yet-implemented functionality is identified as such in the text.
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Overview

o PURESTORAGE Purity//FB Conventions

Chapter 1. Overview

Purity for FlashBlade (Purity//FB) is the operating environment that queries and manages the
FlashBlade hardware, networking, and storage components. The Purity//FB software is distributed with
the FlashBlade array.

Purity//FB provides two ways to administer the FlashBlade array: through the browser-based graphical
user interface (Purity//FB GUI), and through the command line interface (Purity//FB CLI).

This chapter covers Purity//FB conventions and troubleshooting issues that may arise.

Purity//FB Conventions

Purity//FB follows certain conventions.

Object Names

Valid characters are letters (A-Z and a-z), digits (0-9), and the hyphen (-) character. File system
names can also include the underscore (_) character. The first and last characters of a name must be
alphanumeric, and a name must contain at least one letter.

Most objects in Purity//FB that can be named, including file systems, data vips, and subnets can be
1-63 characters in length.

Array names can be 1-56 characters in length. The array name length is limited to 56 characters so that
the names of the individual controllers, which are assigned by Purity//FB based on the array name, do
not exceed the maximum allowed by DNS.

Purity allows the use of lowercase and uppercase in names and preserves capitalization in command
output. However, duplicate naming with different capitalization is not allowed. Additionally, search
ignores capitalization differences.

Array and File System Sizes

Array and file system sizes are specified as integers followed by one of the suffix letters K, M G T, P,
representing Ki B, M B, G B, Ti B, and Pi B, respectively, where "Ki " denotes 2210, "M " denotes 220,
and so on.

Time Zones

Purity//FB GUI dates and times are displayed in the user's local time zone, which is determined by the
browser's local time. The user's local time zone appears at the bottom of the navigation pane of the
Purity//FB GUI.

Purity//FB CLI dates and times are displayed in the time zone of the array, which is set during
FlashBlade installation. The array time zone appears in the Time panel of the System > Settings page.
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o PURESTORAGE IP Addresses

IP Addresses

FlashBlade supports two versions of the Internet Protocol: IP Version 4 (IPv4) and IP Version 6 (IPv6).
IPv4 and IPv6 addresses follow the addressing architecture set by the Internet Engineering Task Force.

An IPv4 address consists of 32 bits and is entered in the form ddd. ddd. ddd. ddd, where ddd is a
number ranging from 0 to 255 representing a group of 8 bits. Here are some examples:

puredns setattr --domain nydomain.com --naneservers 192.0. 2. 10
purenetwork setattr --address 192.0.2.0 DataVi pO01
pur esubnet create --prefix 192.0.2.0/24 --vlan 100 SubO1l

An IPv6 address consists of 128 bits and is written in in the form

XXXX T XXXXT XXXXT XXXX: XXXX: XXXX: XXXX: XXXX, where xxxXx is a hexadecimal number
representing a group of 16 bits. Colons separate each 16-bit field. Leading zeros can be omitted in
each field. Furthermore, consecutive fields of zeros can be shortened by replacing the zeros with a
double colon (: : ). For example, IPv6 address 2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334
becomes 2001: db8: 85a3: : 8a2e: 370: 7334.

To use an IPv6 address in a URL or URI, enclose the entire address in square brackets ([ ] ). When
specifying a URL or URI with a port number, append the port number after the end of the entire
address. Here are some examples:

puredns setattr --domain nmydomai n.com --naneservers 2001: db8: 85a3: : 8a2e: 370: 7334
purenetwork setattr --address 2001: db8: 85a3: : 8a2e: 370: 7334 Dat aVi p01
pur esubnet create --prefix 2001: db8: 85a3::/64 --vlan 100 Sub01

Troubleshooting

Help! Who do | contact about problems with the FlashBlade Array?

Contact a member of your Pure Storage account team, visit us at http://support.purestorage.com, or
email Pure Storage Support at <suppor t @ur est or age. conp.

If you are contacting Pure Storage Support about a technical issue, they may ask you to open an RA
session so that they can help you diagnose the issue.

Error Messages

The following error messages may appear when you perform operations through the Purity//FB GUI or
CLI:

Service Temporarily Unavailable
An internal service is currently unavailable. This is a temporary issue. Wait a few minutes and
then try the Purity//FB GUI or CLI operation again. If you still get the error message, contact Pure
Storage Support at <support @ur est or age. conp.

Unexpected Error
The Purity//FB GUI or CLI operation that you performed generated an unexpected error. Contact
Pure Storage Support at <support @ur est or age. conp.

Page 10



Part 2:
Using the Purity//FB GUI to
Administer a FlashBlade Array
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Chapter 2. Purity//[FB GUI Overview

The Purity//FB graphical user interface (GUI) is a browser-based system used to view and administer
the FlashBlade array.

The screens of the Purity//FB GUI differ slightly depending upon if your FlashBlade array is a single-
chassis or is a multi-chassis configuration. The following figure displays the GUI for a single-chassis
configuration.

Figure 2.1: Purity//FB GUI
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The Purity//FB GUI contains the following pages:

Dashboard
Represents a graphical overview of the array, including hardware status, recent alerts, storage
capacity, and input/output (1/0) performance metrics.

Storage
Displays a list of file systems on the array and its attributes, including provisioned size, capacity
usage details, and export rules, as well as object store accounts, buckets, and users.

Health
Displays array health including alerts, hardware status, and parity.

Analysis
Displays historical array information, including space and I/O performance metrics, from various
viewpoints.
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( PURESTORAGE Purity/FB GUI Navigation

Settings
Displays array-wide system and network settings. Manage array-wide components, including
network interfaces, system time, connectivity and connection configurations, directory services,
support settings, SSL certificates, and alert settings.

Purity//FB GUI Navigation

The dark gray navigation pane that appears along the left side of the Purity//FB GUI contains links to
the Purity//FB GUI pages.

Figure 2.2: Purity//FB GUI - Navigation Pane

Navigation Show/Hide
Pane Button

PURESTORAGE Dashboard

Dashboard

Capacity

37«

Purity//FB _
GUI Links

All Latency

Click a link in the navigation pane to analyze or configure the information that appears in the page to its
right. For example, click the Storage link to view information about the FlashBlade file systems.

Click the show/hide button to toggle between the expanded and collapsed views of the navigation
pane. The show/hide button appears to the right of the Pure Storage logo and resembles three
horizontal lines.

The navigation pane also includes links to the following external sites:

Help
Launches the FlashBlade user guide, REST API guide, community and support websites.

Terms
Launches the Pure Storage End User Agreement page.

Log Out
Logs the current user out of the Purity//FB GUI.

The bottom of the navigation pane displays FlashBlade array name and Purity//FB version information,
the name of the user who is currently logged into the Purity//FB GUI, and the user's local time zone.
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The dates and times that appear in the Purity//FB GUI are based on the user's local time zone, which is
determined by the browser's local time.
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Purity//FB GUI Overview
( PURESTORAGE Purity/FB GUI Navigation

The page to the right of the navigation pane displays the information and configuration options for the
selected Purity//FB GUI link. The information on each page is organized into panels, charts, and lists.

Figure 2.3: Purity//FB GUI - Page and Buttons
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The alert icons that appear to the far right of the title bar indicate the number of open Warning and
Critical alerts. Alerts in the open and cl osi ng states are included in the alert count displayed by the
icons.

When an alert is in the cl osi ng state, it is still considered open. If after 24 hours there is no
recurrence or increase in severity, the alert will close. However, if there is a recurrence or increase in
severity, the alert will move from the cl osi ng state back to the open state. To analyze alerts in more
detail, click the Health link.

Various panels, such as Storage > File Systems and Health > Alerts, contain lists of information. The
total number of rows in a list output is displayed in the upper-right corner of the list. Some lists can be
very large, extending beyond hundreds of rows.

File Systems 160i6 <> |4

Name - Size Used % Used Data Reduction Physical  Protocols

D 1006 000 0% 000

Bl &

D 15.00T 0.00 0% 000 NFS

(] 20007 0.00 0% 000 NFS

El

D 2000 T 000 0% 000 SMB

Bl &

D 25.00P 0.00 0% 000 HTTP

N § & & {§ &

El

(] 10006 0.00 0% 000  NFS,SMB, HTTP

Pagination divides a large list output into discrete pages. Pagination is in effect if the number of lines in
the list output exceeds 25 rows for tabs displaying a single table, or 10 rows for tabs displaying multiple
tables. To move through a paginated list, click < to go to the previous page, or click > to go to the next
page.
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( PURESTORAGE Purity/FB GUI Login

Purity//FB GUI Login

Logging in to the Purity//FB GUI requires a virtual IP address or fully-qualified domain name (FQDN)
and an Purity//FB login username and password; this information is provided during the FlashBlade
installation.

FlashBlade is installed with one administrative account with the username pur euser . The initial
password for the account is pur euser . The password can be changed any time through the
pur eadni n CLI command.

Pure Storage tests the Purity//FB GUI with the most recent version of the following web browsers:
*  Apple Safari
*  Google Chrome

Mozilla Firefox

To launch the Purity//FB GUI login screen, open a browser and type the virtual IP address or FQDN into
the address bar, and press Enter.

Figure 2.4: Purity//FB GUI - Login Screen

{ PurESTORAGE

Logging in to the Purity//FB GUI
Log in to the Purity//FB GUI to view and administer the FlashBlade array.
To log in to the Purity//FB GUI:

1. Open a web browser.

2. Type the virtual IP address or fully-qualified domain name of the FlashBlade in the address bar
and press Enter. The Purity//FB GUI login screen appears.

3. Inthe Username field, type the FlashBlade user name. For example, pur euser .
4. In the Password field, type the password for the FlashBlade user. For example, pur euser .

5. Click Log In to log in to the Purity//FB GUI.
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Chapter 3. Dashboard

The Dashboard page displays a running graphical overview of the array's storage capacity,
performance, and hardware status.

Figure 3.1: Dashboard
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The Dashboard page contains the following panels and charts:
* Hardware Health
+ Capacity
* Recent Alerts

« Performance Charts
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o PURESTORAGE Hardware Health

Hardware Health

The Hardware Health panel displays the operational state of the FlashBlade array chassis, blades, and
fabric modules. Hover over the image to view the component details.

Depending on the configuration of your array, the Hardware Health panel displays either a single or
multi-chassis FlashBlade graphic.

Figure 3.2: Hardware Health Panel - Single chassis

Hardware Health

Figure 3.3: Hardware Health Panel - Multi-chassis

Hardware Health

To analyze the hardware components in more detail, click the Health link.
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Capacity

The Capacity panel displays array size and storage consumption details. All capacity values are
rounded to two decimal places.

The capacity wheel displays the percentage of array space occupied by file system data. The
percentage value in the center of the wheel is calculated as Used capacity/Total capacity.

The capacity data is broken down into the following components:

File Systems
Amount of space that the written data occupies on the array's file systems after reduction via

data compression.

Object Store
Amount of space that the written data occupies on the array's buckets after reduction via data

compression.

Snapshots
Amount of space that the array's snapshots occupy after data compression.

Empty
Unused space.

Used
Amount of space that the written data occupies on the array after reduction via data

compression.

Total
Total usable capacity of the array.

Data Reduction
Ratio of the size of the written data (i.e. Used) versus the amount of space the data occupies

after data compression (i.e. Physical).

Recent Alerts

The Recent Alerts panel displays a list of alerts that Purity//FB saw that is both flagged and not in
the closed state. The list contains recent alerts of all severity levels. If no alerts are logged, the panel
displays No recent alerts.

To view the details of an alert, click the alert message.

To remove an alert from the Recent Alerts panel, click the clear flag (X) button. The alert will no longer
be displayed in the Recent Alerts panel, but will still appear on the Health page.

To view a list of all alerts, including ones that are in no longer open, go to the Health page.
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Performance

The performance panel displays latency, IOPS, and bandwidth values in real time.

Figure 3.4: Dashboard - Performance Charts

All Latency IOPS Bandwidth
—
Latency 10 ms n )
W A Af
" o rﬂv"l .“V\,\,\‘,J\."'r\.lr‘-v\_f-"1 w\,_.l \J"u"“'\‘l'\{‘l. /J{\' Jv ‘I_F\.,\.'\---I /f ™ I"‘.V‘,\JI\M/-J’; N, A \/ “J'J'.,‘,‘n UN\fII Py J\f'.m|
w 0 s || |
et AN N NN,
o 0-87 ms ",':"_7 — _’T—,—.'_"'_"_T_-'L_H_.\_,-""__);:-"__-;:-L__'—__'—'__L'.:; -
15:21:30 15:22:00 15:22:30 15:23:00 15:23:30 15:24:00 15:24:30 15:25:00
10PS 30K
R 0 |F/M—'V\,/v—\-'w\f‘\—/v -..J'._ml r e A e '—mﬂf—x—/‘—ﬁl (—-wv-\.ru—u—-_n——-—\,\nl
! |/
w 0 | | |
o 252 K -_—-\-.-_/_'“—""—'"—'—'f'll_______ B I _________I\.\_,\_\_,__,_,_\__,_».v_\__—\_/
’ 15:21:00  15:21:30 15:22:00 15:22:30 15:23:00 15:23:30 15:24:00 15:24:30 15:25:00

Bandwidth 400 KB/s
R 0 ) .

VY AN ANV P s AL SR

iy V\NI:'(-H.,-\',1:_\)-"",\5~._A:'/-, ARG _‘_}u—i:(.%ﬂ"mf\_‘?\j\ﬂ;Mﬁh‘\’,‘\jﬂ%\/\jﬁ’\f\f-}WH
w 0 ! L

15:21:30 15:22:00 15:22:30 15:23:00 15:23:30 15:24:00 15:24:30 15:25:00

The performance metrics are displayed along a scrolling graph; incoming data appears along the right
side of each graph every second as older data drops off the left side after 5 minutes. Each performance
chart includes R, W, and O (if applicable) values, representing the most recent data samples.

Hover over any of the charts to display metrics for a specific point in time. The values that appear in the
point-in-time tooltips are rounded to two decimal places.

The performance panel includes Latency, IOPS, and Bandwidth charts. The All chart displays all three
performance charts in one view.

Latency
The Latency chart displays the average latency times for various operations.

* Read Latency (R) - Average arrival-to-completion time, measured in milliseconds, for a read
operation.

+  Write Latency (W) - Average arrival-to-completion time, measured in milliseconds, for a write
operation.

» Other Latency (O) - Average arrival-to-completion time, measured in milliseconds, for all
other metadata operations.

IOPS
The IOPS (Input/output Operations Per Second) chart displays I/O requests processed per
second by the array. This metric counts requests per second, regardless of how much or how
little data is transferred in each.

+ Read IOPS (R) - Number of read requests processed per second.
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*  Write IOPS (W) - Number of write requests processed per second.
+ Other IOPS (O) - Number of metadata operations processed per second.

* Average IO Size - Average I/O size per request processed. Requests include reads and
writes.

Bandwidth
The Bandwidth chart displays the number of bytes transferred per second to and from the
array (both file systems and buckets). The data is counted in its expanded form rather than the
reduced form stored in the array to truly reflect what is transferred over the storage network.
Metadata bandwidth is not included in these numbers.

+ Read Bandwidth (R) - Number of bytes read per second.
*  Write Bandwidth (W) - Number of bytes written per second.

By default, the performance charts display performance metrics for the past 5 minutes. To display more
than 5 minutes of historical data, select Analysis > Performance.

Note about the Performance Charts

The Dashboard and Analysis pages display the same latency, IOPS, and bandwidth performance
charts, but the information is presented differently between the two pages.

In the Dashboard page:
*  The performance charts are updated once every second.

* The performance charts display up to 5 minutes of historical data.

In the Analysis page:

* Atits shortest range (5m), the performance charts are updated once every second. As the range
increases, the update frequency (and resolution) decreases.

* The performance charts display up to 1 year of historical data.

»  The performance charts can be filtered to display metrics by protocol.
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Chapter 4. Storage

The Storage page displays and manages the array's file systems and object store accounts, which
contain users and buckets.

Accessing a file system or bucket requires at least one valid data virtual IP address (data vip). Data
vips are configured through the Settings > Network page.

Figure 4.1: File System Storage
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File Systems

The File Systems page displays information for file systems and snapshots. The File Systems and
File Systems Snapshots panels display configured file system and snapshot information while the
Destroyed File Systems and Destroyed Snapshots panels display destroyed file systems and
snapshots that are pending eradication.

File Systems Panel

Each file system in the list includes the following information:

+ Name: File system name. Clicking a file system name displays any snapshots belonging to that
file system, and also provides the option of creating snapshots.

- Size: Provisioned size of the file system. If not set, the provisioned size is unlimited.
+ Used: Total amount of pre-compressed data written to the file system.

* % Used: Percentage of provisioned size occupied by uncompressed system data. The
percentage value is calculated as Used/ Si ze.

- Data Reduction: Ratio of the size of the written data (i.e. Used) versus the amount of space the
data occupies after data compression (i.e. Physical).
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+ Physical: Amount of space that the written data occupies on the array after reduction via data
compression.

+ Snapshots: Amount of space occupied by snapshots after reduction from data compression.

* Protocols: One or more protocols configured for the file system. A dash (-) means the file
system has no protocols assigned.

The size, rules, and protocols of each file system can be configured.

You can search the file systems list by entering search criteria in the search box under each column
name.

File System Snapshots Panel
The file system snapshot list includes the following information:
+ Name: The snapshot name.

* Created: The snapshot creation date and time.

You can search the file system snapshots list by entering search criteria in the search boxes under the
Name and Policy columns.

Destroyed File Systems and Destroyed Snapshots Panels

The panels display a list of destroyed file systems and snapshots and are located directly beneath the
File Systems and File System Snapshots panels. By default, they are minimized. Clicking the arrow
beside the Destroyed heading expands the panel. Once a file system or snapshot has been destroyed,
they are moved to the Destroyed panels making them inaccessible to clients. This is also known as an
eradication pending period. During this period the file system and snapshot is left intact for 24 hours.

If the destroyed file systems and snapshots are not recovered within the 24-hour period, they will be
eradicated and their space will be reclaimed by the array. If you need to reclaim space before the 24
hour expiration, file systems and snapshots can be manually eradicated.

* Name: File system or snapshot name.

- Time Remaining: Indicates the file systems or snapshots expiration period in the eradication
pending period. Time is represented in hours (h) and minutes (m). When time expires the file
systems and snapshots will be eradicated and their space will be reclaimed by the array.

If a file system is destroyed, its snapshots are also destroyed and will appear in the Destroyed
Snapshots panel. Those snapshots cannot be recovered unless the file system is recovered.

About Creating and Exporting File Systems

Creating and exporting a file system involves creating the file system and enabling protocol support for
the file system. FlashBlade file systems support the Hypertext Transfer Protocol (HTTP), the Network
File System (NFS), and Server Message Block (SMB) protocols.

Exporting a file system requires at least one data virtual IP address (data vip). The data vip can be
created before or after creating the file system. Data vips are managed through the the Settings >
Network page. For more information about data vips, refer to Chapter 7, Settings [65].
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For more information about using directory services with file system protocols, refer to Chapter 7,
Settings [65].

When creating a file system, consider which protocol(s) you want to configure:

NFS. File sharing over NFS requires that you configure the NFS export rules and then enable the
protocol. Per NFS limitations, each user can belong to a maximum of 16 groups. If users belong
to more than 16 groups and a directory service contains the group information, configure file
sharing over NFS with a directory service.

Follow these steps to set up file sharing over NFS without a directory service:

1. Create the data vip. Data vips are managed through the Settings > Network page.
2. Create the file system. Optionally set a provisioned size for the file system.

3. Define the NFS export rules.

4. Enable the NFS protocaol.

NFS with a directory service. For file sharing over NFS where a user might belong to more than
16 groups, configure the FlashBlade directory service to integrate with a directory server. This
assumes that you already have a directory service, such as OpenLDAP or Active Directory set

up.
Follow these steps to set up file sharing over NFS with a directory service:

1. Configure the directory service for protocol support. The directory service is managed
through the Settings > Users page.

2. Create the data vip. Data vips are managed through the Settings > Network page.
3. Create the file system. Optionally set a provisioned size for the file system.

4. Define the NFS export rules.

5. Enable the NFS protocol.

SMB with Active Directory. FlashBlade offers the following SMB authentication modes:

« AD RFC2307. Recommended for customers where the same data needs to be accessed over
SMB and NFS, and where access control is required. For more information, refer to the RFC
2307 specifications set by the Internet Engineering Task Force.

» AD Auto. Recommended for customers with SMB-only clients or when SMB and NFS clients
never access the same file systems.

Before you enable the SMB protocol adapter, consider the following limitations:

*  Due to the nature of the SMB protocol, disruptions occur when a blade is added or removed,
an upgrade is performed, or the system encounters network connectivity issues. Therefore,
your applications must be able to tolerate I/O errors and disruptions.

» File system permissions default to traditional UNIX-like permissions with an option to select
the nat i ve ACL mode to include support for Windows ACLs. The SMB Access Control List
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(ACL) is restricted to the following three entries: the file owner, the primary group to which the
file owner belongs, and others.

For file sharing over SMB, the FlashBlade array must be integrated with an Active Directory
service. Before creating the file system, configure the directory service. For more information
about the directory service, refer to Chapter 7, Settings [65].

For more information about these and other limitations related to the SMB
protocol, refer to the FlashBlade SMB - Limitations in Purity//FB 2.x KB article at
<https://support. purestorage. conl Fl ashBl ade/ Purity//// FB>.

The default SMB authentication mode is AD RFC2307. To configure file sharing over SMB in
other authentication modes, such as AD Auto mode, contact Pure Storage Support.

Follow these steps to set up file sharing over SMB in AD RFC2307 mode:

1.

4.
5.

Prepare Active Directory for multi-protocol support.

Prepare Active Directory for multi-protocol support by setting the gi dNunber and

ui dNunber attributes for each domain user and group that will be accessing the SMB
shares. The gi dNunber and ui dNunber attributes can be set through the Microsoft Identity
Management for UNIX service or PowerShell.

Configure the directory service for protocol support.

The FlashBlade array must be integrated with an Active Directory service. The directory
service is managed through the Settings > System page. For more information about the
directory service, refer to Chapter 7, Settings [65].

Create the data vip.
Data vips are managed through the Settings > Network page.

Create the file system. Optionally set a provisioned size for the file system.

Enable the embedded SMB protocol adapter.

*  HTTP access. Enabling the HTTP protocol turns on HTTP and HTTPS access to a file system.
Before you enable the HTTP protocol, consider the following access control limitations:

All HTTP APIs by default are executed on behalf of a root user.

Certain HTTP APIs provide the ability to specify a user by specifying the UID as part of the
request.

Access checking in HTTP is based solely on the client's crafted request. Any user can read,
modify, and delete any files on a file system when HTTP is enabled.

The use of HTTP connections, as opposed to HTTPS connections, potentially gives
unauthenticated users access to the file system. Anyone with network access to the data vip
has access to the file system.

Follow these steps to set up file system for HTTP access:

1.

Create the data vip. Data vips are managed through the Settings > Network page.
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2. Create the file system. Optionally set a provisioned size for the file system.

3. Enable the HTTP protocol.

File System Size

File system size represents the provisioned size allocated to a file system. The size is a quota of space
that is set to help gauge the fullness of a file system.

When the amount of data written to the file system reaches a certain percentage of its quota, alerts
are generated notifying administrators of the threshold reached. For example, Purity//FB generates

a WARNI NG alert when the amount of data written to the file system reaches 90% and then 100% of
its provisioned size. This behavior differs slightly if a hard limit is set on the file system. When the file
system usage reaches 90% of its provisioned size, the system generates a WARNI NG alert. When the
file system usage reaches 100% of its provisioned size, the system generates a CRI TI CAL alert. See
File System Usage Limits for more information. To view alert details, select Health > Alerts.

The file system size can be blank or set to any value between 0 and 8191 petabytes. If the field is left
blank or set to 0, the provisioned size will default to an unlimited size.

Purity//FB does not enforce any restrictions nor does it take any further action when space consumption
reaches or exceeds the provisioned size. To address the issue, decrease the percentage of storage
space used by either deleting files or increasing the size of the file system. In contrast, if a hard limit

is set for the file system, all writes are halted once the provisioned size is reached. See File System
Usage Limits for details.

File system sizes can be changed at any time.

File System Usage Limits

Important note! File system hard limits cannot be set for file systems with unlimited sizes.

To help manage resource usage, a hard limit can be enabled on the provisioned size of a file system.
Enabling a hard limit effectively limits writes of the file system to its provisioned size. The hard limit can
be enabled when creating or editing a file system.

When the system detects the file system has exceeded its provisioned size, all future writes are halted
until usage decreases below the provisioned size. This occurs within minutes of the provisioned size
being reached. Note that the provisioned size can be exceeded during this detection period when a
hard limit is enabled. For example, a 5G write is in-process for a file system whose provisioned size is
10G and current usage is 9G. When the system halts the write, the file system’s provisioned size will
be slightly exceeded. Data writes only resume after data has been managed (deleted or truncated) to
below the file system's provisioned size.

A hard limit cannot be enabled if the file system usage has already exceeded its provisioned size
unless forced. You can force the hard limit by using the Edit File System dialog box from the File
Systems screen

Additionally, if a hard limit is enabled, the file system’s size cannot be reduced to a value less than its
current space usage. You can force shrink the file system’s size by using the Edit File System dialog
box from the File Systems screen.
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You can disable a hard limit from the Edit File System dialog box on the File Systems screen.

User and Group Usage Limits

Similar to file system hard limits, hard limits (quotas) can be set for users and groups on a per-file
system basis to help manage file system resource usage.

When the system detects that a user or group has exceeded its quota, all future writes to the file
system are halted until usage decreases below the set quota size via deletion or truncation of that user
or group's data from the file system. Note that a quota can be exceeded during this detection period.
For example, if a user is writing a large file that causes them to exceed the quota, their write will fail, but
their total usage may have slightly exceed their set quota.

During file system creation, a default group quota and/or user quota can be set, which is applied to all
users and/or groups in the file system. Additionally, once a file system has been created, quotas can
be set per individual user ID or group ID (quotas can be set explicitly) for that file system. Note that
explicit quotas take priority over default quotas. For example, if a file system was created with default
user or group quota and then an explicit quota was set for a specific group or user of that file system,
the explicit quota is used. If that explicit quota is later deleted, the default quota then takes effect.

User and group quotas are displayed on the Details, User Quotas, and Group Quotas panels from
a file system's detail screen. To access the detail screen, from the File Systems panel, click the file
system whose details you wish to view.

NFS Export Rules

The NFS export rules define the access rights and privileges that an NFS client has to the file system.
An NFS client's access rights and privileges include rules for users and groups. Any NFS export rule
changes will be synchronously applied to all currently mounted clients. Note that NFS rules apply to
both NFSv3 and NFSv4.1. The NFS export rules of a file system can be changed at any time.

Note that User and Group IDs that are zero (0) have root privilege and IDs that are non-zero do not
have root privilege.

The default export rules will be applied to NFS clients if none are specified:
° ro
* root_squash
* no_all _squash
« no_fileid 32bit
* anonui d=65534
* anongi d=65534

Rules are applied in the form of host (opti ons), where host is an IP address or netmask and
opti ons are export rules enclosed in parenthesis.

The RULES argument represents the export rules that apply to the file system. Options can be applied
to a single or multiple IP addresses, Netmasks, or LDAP group. See the syntax examples:
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* Options applied to a single client: ' host (opti ons)"

» Options applied to multiple clients: ' - opti ons host1 host2...'

* Represent all clients with an asterisk: *

The host parameter must belong to one of the following categories:

¢ |Pv4 IP address: ddd. ddd. ddd. ddd
IPv4 Netmask: ddd. ddd. ddd. ddd/ dd

° [PVv6 IP address: X XXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX
IPVv6 Netmask: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX/ ddd

Valid export rules are listed below:

Export Rule Rules Description

ro Read-Only grants an NFS client and their users or groups the privilege to
read the file system.

rw Read-Write grants an NFS client and their users or groups the privilege to
read and write to the file system.

fileid 32bit Allows 32-bit inode support for clients.

nofileid 32bit

Disables 32-bit inode support for clients.

root squash

Prevents client users and groups with root privilege from mapping their
rootprivilege to a file system. All users with UID 0 will have their UID
mapped to anonui d. All users with GID 0 will have their GID mapped to
anongi d.

no_r oot _squash

Allows root users and groups to access the file system with root privilege.

al | _squash

Maps all UIDs (including root) to anonuid and all GIDs (including root) to
anongid.

no_all squash

Prevents the remapping of user and group IDs to anonui d 65534
oranongi d 65534. All users and groups will retain their IDs unless
r oot _squash is also specified.

anonui d Any user whose UID is affected by r oot _squash or al | _squash will have
their UID mapped to anonui d. The default anonui d is 65534.
anongi d Any user whose GID is affected by r oot _squash or al | _squash will have

their GID mapped to anongi d. The default anongi d is 65534.

Multiple rules may be specified by separating each rule with a space. For example,

10. 60. 50. 83/ 32(rw, root _squash) 2620::/16(ro)

The following guidelines apply when creating NFS export rules:

+ If rules are not defined before enabling the NFS protocol, then all clients will have r waccess
and no_r oot _squash privileges to the file system. This is equivalent to specifying export rule
*(rw, no_root _squash).
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Omitting the (opt i ons) portion of a rule is equivalent to specifying (r o, r oot _squash) . For
example, an export rule that is defined as * will have r ead- onl y, root_squash access. This
is equivalent to specifying export rule *(r o, r oot _squash).

If the rule is defined but one or more export options are not specified, then the undefined
option(s) will default to r o access and r oot _squash privileges. For example, an export rule that
is defined as * (rw) will have r oot _squash privileges. Likewise, an export rule that is defined
as *(no_r oot _squash) will have r 0 access.

A rule cannot include conflicting options. For example, r o and r w cannot be included in the same
rule. Likewise, r oot _squash and no_r oot _squash cannot be included in the same rule.

If a client IP address matches multiple rules, Purity//FB uses the first rule it encounters in priority
based on rule category. IP address rules have the highest priority. Specifically, the priority of
matching rules is as follows: IP address > Netmask > Wildcard.

If an address matches multiple rules in the same category, then the first (leftmost) rule applies.

By default, the FlashBlade file systems use 64-bit inode numbers. If your environment

contains clients that can only support 32-bit inode numbers, add a third export option named
fileid 32bit tothe NFS export rule of the file system that requires 32-bit inode support. For
example, * (rw, no_r oot _squash, fileid_32bit)

Here is an example of a file system list output taken from the Purity//FB CLI with various NFS export
rules set for each file system:

purefs |i st
Pr ot ocol s Rul es

Name

Filel
File2
File3
Filed
Fil e5
Fil e6
File7
File8

nfs
nfs
nfs
nfs
nfs
nfs
nfs
nfs

--protocol -specific nfs

*

*()

10. 20. 225. 2(rw)

2620: :/ 16(no_r oot _squash)

*(rw, no_root _squash)

*(rw, root _squash,fileid 32bit)

10. 20. 30. 40(r oot _squash, anonui d=7777, anongi d=8888)

In the list output above, the NFS export rules are described as follows:

Export Rules

Rules Description

*

All clients have default r 0 access and r oot _squash
privileges to the file system.

*()

All clients have default r 0 access and r oot _squash
privileges to the file system.

Export rules have been deleted, rendering the file system
inaccessible.

10. 20. 225. 2(r w)

Client 10. 20. 225. 2 has r waccess and r oot _squash
(default) privileges.
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Export Rules Rules Description

2620::/16(no_root _squash) Client 2620: : / 16 has r o (default) access and
no_r oot _squash privileges.

*(rw, no_root _squash) All clients have r waccess and no_r oot _squash privileges.
This is the default rule used when creating a file system.

*(rw, root _squash, fil eid_32bit) |All clients have r waccess and r oot _squash privileges.
The file system also supports clients that require 32-bit inode
support.

10. 20. 30. 40(r oot _squash, anonui gGlreit 71,0a2m B0 4048888y access. Any access attempts with

UID 0 will be mapped to UID 7777. Any access attempts with
GID 0 will be mapped to GID 8888.

File System Snapshots

A file system snapshot is an immutable, point-in-time image of a file system. A snapshot can be created
for any file system at any time. Snapshots are named after the file system it is copying with an assigned
suffix to differentiate it from the source file system. A suffix is automatically assigned to a snapshot if
one is not given at the time of creation.

Each file system has special directories named . snapshot that by default are enabled at file system
creation to provide access to stored snapshots at the root and sub-directory level of that file system.
The . snapshot directory provides a virtual repository for snapshots of a specified file system. By
enabling a file system's snapshot directory, the . snapshot directory will be visible in the root directory
and accessible at the sub-directory level of that file system. The . snapshot directories allow access
to their parent-level directories. All snapshots for a file system will be accessible in the . snapshot
directory at the root level. The . snapshot directories at the sub-directory level allow access to
shapshots taken after those sub-directories were created. For example, all snhapshots are accessible
through the root / . snapshot s directory because it was created before any snapshots were taken
(during the creation of the file system). Atthe /| ol cat s/ . snapshot sub-directory, snapshots taken
before / | ol cat s/ was created are not accessible.

The . snapshot directory can be optionally disabled. Once disabled, historical snapshots cannot
be viewed and will not be accessible from the mount points until the directory feature is re-enabled.
Disabling the the directory will not destroy any snapshots, they must be manually destroyed.

The . snapshot directories cannot be renamed, deleted, or moved into other directories. The directory
name is reserved and you cannot create a regular directory with the . snapshot name, regardless of
the enabled/disabled status.

NFS and File Locking

The Network Lock Manager (NLM) protocol works with the NFS protocol to ensure file locks are visible
across all NFS clients for I/O coordination and to help clients coordinate access to files. The NLM
protocol allows all NFS clients mounting the same NFS shared file system to see file locks set by other
clients.

NLM locks are considered advisory locks in that an NFS client application must check for the existence
of a lock in order to coordinate access; the NFS service itself does not automatically prevent a client

Page 33




Storage

O PURESTORAGE File Systems

from accessing a file if it has the security permission to do so, and the service does not check for the
existence of or try to obtain a lock on a file ahead of time.

The NLM service is enabled by default with the NFS protocol service and cannot be disabled.

SMB ACL Mode

An Access Control List (ACL) is a list of security permissions associated with a directory or file. Specific
rules can be added to the ACL to define who can access the file and what actions they can perform.
When an ACL is applied to a directory or file, then that directory or file will reference its list of rules to
determine whether to grant or deny access, including which actions are allowable, such as; read, write,
and execute.

The SMB protocol supports two ACL modes, nat i ve and shar ed.

The shar ed ACL mode is set as the default and shares UNIX-like ACL permissions with the NFS
protocol. In shar ed mode, both protocol ACL permissions are required to match. When one protocol
creates files or modifies permissions, they must comply with the permission settings of the other
protocol. For example, when an administrator attempts to change the SMB ACL permissions of a file to
read and write, the attempt will prompt an action to perform a match on the file’s NFS ACL permissions.
If the NFS ACL permissions for that file is only allowed for read, then the attempt will fail.

The nat i ve ACL mode supports UNIX-like ACLs and Windows ACLs. In native mode, because SMB
natively supports both ACLs while NFS only supports UNIX ACLs, ACLs sharing will be restricted
between SMB and NFS. See the list of ACL sharing restrictions in nat i ve mode:

» Permissions created or changed in SMB will not be applied to NFS permissions. For example, if
User X access permissions are removed for File Y using SMB, then User X will still have access
to File Y through NFS.

* Permissions changed in NFS will not affect SMB applied ACLs.

* NFS permissions do not apply to directories and files created by SMB or permissions set by
SMB.

» If an SMB directory or file does not have an ACL applied to it, one will be applied to it from the
NFS permissions.

» If an NFS directory or file does not have an ACL applied to it, SMB ACLs will not be applied to
that NFS directory/file.

* UNIX and Windows ACLs grant full permissions by default.

Fast Remove

When a directory and its contents are no longer required, they can be removed to reclaim space.

Removing the contents of a directory recursively by running the r m - r command causes the client to
delete files one at a time. This can be a time consuming and expensive operation.

The fast remove feature allows you to quickly remove large directories by offloading this work onto the
server. When the fast remove feature is enabled, a special pseudo-directory named . f ast - r enove
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is created in the root directory of the NFS mount. To remove a directory and its contents, run the mv
command to move the directory into the . f ast - r enove directory.

In the following example, from the root directory of the NFS mount, a directory called bi g_di r is being
moved into the . f ast - r enove directory.

mv big dir/ .fast-renove/

Once a directory has been moved into the . f ast - r enove directory, it is immediately destroyed, and
through background operations, the space it occupied will be freed.

The fast remove feature can be enabled or disabled at any time. Fast remove is disabled by default.

After you enable the fast remove feature, view the contents of the root directory of the NFS mount to
verify that the . f ast - r enove directory has been created.

For example,

//Run on the NFS nount to view the content of the root directory.
s -al

dr Wxr Wxr wx 1 root root 0O Cct 30 10:46 .
drwxrwxrwx 25 root root 12288 Jun 30 16:44 ..
dr wxr - Xr - X 1 root root 0O Cct 30 11:27 .fast-renpve

The . f ast - r enpve directory cannot be renamed, deleted, or moved into other directories. The
. fast - renove directory name is a reserved name, so you cannot create a regular directory named
. fast -renove, regardless of the fast remove enabled/disabled status.

You cannot move individual files to the . f ast - r enove directory. To remove a file, either use the r m
command or move the directory enclosing the file to the . f ast - r enove directory.

The . f ast - r enove directory can only be removed by disabling the fast remove feature.

The fast remove feature is powerful and comes with the following cautionary notes:
* Once a directory has been moved into the . f ast - r enpve directory, it is no longer recoverable.

+  With fast remove, users can remove any files that are contained in a directory that they can
rename, even if they do not have read, write, or execute permissions on the child directories.
This breaks from the standard UNIX permissions model. To restrict access to the . f ast -

r emove directory, set the directory permissions.

By default, the . f ast - r enpve directory permissions are set to dr wxr - Xr - x. These permissions can
be changed to grant or restrict access to the . f ast - r enpve directory. Disabling and then re-enabling
the fast remove feature will reset the settings to the default permissions.

Process Steps for File System

This section describes the steps on how to create and manage file systems through the Storage page
of the Purity//FB GUI.
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Creating and exporting a file system

Creating and exporting a file system involves creating the file system and configuring protocol support
for the file system. A file system can support multiple protocols.

Before you create and export a file system, verify that a data vip has been created. Clients connect to
the file system via the data vip. Data vips are managed through the Settings > Network page.

If you are integrating the FlashBlade array with a directory service, also verify that the directory service
has been properly configured and enabled. The directory service is managed through the Settings >
Users page.

If you are enabling the SMB protocol in AD RFC2307 (default) mode, prepare Active Directory for multi-
protocol support by setting the gi dNunber and ui dNunber attributes for each domain user and group
that will be accessing the SMB shares. The gi dNunber and ui dNunber attributes can be set through
the Microsoft Identity Management for UNIX service or PowerShell.

To create and export a file system:
1. Create the file system.

a. From the Storage > File Systems page, click the add (+) button in the heading of the File
Systems list. The Create File System pop-up window appears.

b. Inthe Name field, type the name of the directory to be exported.

c. Inthe Provisioned Size field, specify the provisioned size allocated to the file system. The
size is a quota of space that helps gauge the fullness of the file system. If left blank, the
provisioned size will default to an unlimited size.

To enable a hard limit for the file system to prevent exceeding the file system's provisioned
space, set the Hard Limit toggle button to enable (blue).

Important note! File system hard limits cannot be set for file systems with unlimited sizes.

For more information about the provisioned size, refer to the File System Size section.
d. (Optional) In the Default User Quota field, specify the user quota size.
e. (Optional) In the Default Group Quota field, specify the group quota size.

f. To enable the ability to quickly remove large directories using the fast remove feature, set the
Fast Remove toggle button to enable (blue).
For more information about the fast remove feature, refer to the Fast Remove section.

g. To enable the ability to access stored snapshots in a snapshot directory, set the Snapshots
toggle button to enable (blue).

2. Perform the following protocol-specific configurations:
* NFS. Define the NFS export rules so the file system is accessible to the appropriate clients.
a. From the Create File System pop-up window, click NFS in the Protocols section.

b. Click the NFSv3 or NFSv4.1 toggle button to enable (blue).
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c. Inthe Export Rules field, configure the NFS export rules to define the access rights and
privileges a client has to the file system.

The format is host (opti ons).

For IPv4 addresses, host represents ddd. ddd. ddd. ddd for IP address,
ddd. ddd. ddd. ddd/ dd for netmask, or * (opt i ons) for all clients.

For IPv6 addresses, host represents

XXXXD XXXXD XXXXD XXXX: XXXX: XXXX: XXXX: XxXxX for IP address,

XXXX D XXXX: XXXX T XXXX: XXXX: XXXX: XXXX: XXXX/ XxX for netmask, or * (opt i ons)
for all clients.

The opt i ons within parenthesis represents a comma-separated list of NFS export
options. Valid export options are rw, r 0, r oot _squash, no_r oot _squash, and
fileid_32bit.Forexample, 10. 20. 225. 2(ro, root _squash) .

For more information about export rules, refer to the NFS Export Rules section.

+  SMB. By default, file sharing over SMB is configured in AD RFC2307 mode for mixed
Windows/UNIX environments. To configure file sharing over SMB in other authentication
modes, such as AD Auto mode, contact Pure Storage Support.

a. From the Create File System pop-up window, click SMB in the Protocols section.

b. Click the SMB Adapter toggle button to enable (blue) the SMB protocol adapter.
Important note! Selecting Native SMB Rich ACLs may lead to divergence from NFS
access control.

«  HTTP. Enable HTTP and HTTPS access to a file system.
a. From the Create File System pop-up window, click HTTP in the Protocols section.
b. Click the HTTP toggle button to enable (blue) the HTTP protocol.
3. Click Create.

Changing the SMB ACL Mode
To change the SMB protocol ACL mode:

1. From the Storage > File Systems page, click the click the Edit button in the row of the file
system you want to edit. The Edit File System pop-up window appears.

2. Click SMB in the Protocols section.

3. From the Access Control section, select Shared access control for SMB and NFS or Native
SMB ACLs.
Important note! Selecting Native SMB Rich ACLs may lead to divergence from NFS access
control.

4. Click Save.

Page 37



Storage

O PURESTORAGE File Systems

Changing the NFS export rules of a file system
NFS export rule changes will be synchronously applied to all currently mounted clients.

To change the NFS export rules of a file system:

1. From the Storage > File Systems page, click the Edit button in the row of the file system you
want to edit. The Edit File System pop-up window appears.

2. Click NFS in the Protocols section.

3. Inthe Export Rules field, configure the NFS export rules to define the access rights and
privileges a client has to the file system.
The format is host (opti ons).

For IPv4 addresses, host represents ddd. ddd. ddd. ddd for IP address,
ddd. ddd. ddd. ddd/ dd for netmask, or * (opt i ons) for all clients.

For IPv6 addresses, host represents XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXXx for
IP address,

XXXX D XXXXD XXXXT XXXX T XXXXD XXXX: XXXX: XXXX/ XxX for netmask, or * (opt i ons) for all
clients.

The opt i ons within parenthesis represents a comma-separated list of NFS export options.
Valid export options are rw, r 0, r oot _squash, no_r oot _squash, al | _squash,

no_al | _squash, anonui d, anongi d,fil ei d_32bit,andno_fil eid_32bit.For
example, 10. 20. 225. 2(ro, r oot _squash).

4. Click Save.

Changing the provisioned size of a file system

To change the provisioned size of a file system:

Important note! If you are reducing a file system's provisioned size, but had previously enabled the
hard limit for the file system and have already exceeded the new size, a warning will appear indicating
subsequent data writes will fail. You must click Update to proceed with the operation.

1. From the Storage > File Systems page, click the Edit button in the row of the file system you
want to edit. The Edit File System pop-up window appears.

2. In the Provisioned Size field, set the size to any value between 0 and 8191 petabytes. If the
field is left blank or set to 0, the provisioned size will default to an unlimited size and a hard limit
cannot be set.

3. Click Save.

Modifying default user and group quotas

1. From the Storage > File Systems page, click the Edit button in the row of the file system you
want to edit. The Edit File System pop-up window appears.

2. In the Default User Quota field, enter a new user quota size.

3. In the Default Group Quota field, enter a new group quota size.
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4.

Click Save.

Creating an explicit user quota

Important note! If a default user quota was created during file system creation, the explicit user quota
will take priority over the default quota and will be used for that file system.

1.

3.
4.

From the Storage > File Systems page, click the file system for which you wish to set an explicit
user quota. The file system's details page appears.

In the User Quotas panel, click the add button (+). The Add User Quota pop-up window
appears.

Enter the user ID or user name, and quota size.

Click Add.

Modifying an explicit user quota

1.

From the Storage > File Systems page, click the file system whose explicit user quota(s) you
wish to modify. The file system's details page appears.

From the User Quotas panel, click the Edit button on the same row as the explicit user quota
you wish to modify. The Edit User Quota pop-up window appears.

If you wish to modify multiple explicit user quotas, click More Options > Edit Quotas. The Edit
User Quotas pop-up window appears. From the Existing Quotas list, select the user quotas
you wish to modify. You can optionally enter a partial name in the search box to filter the list. You
can also optionally select all user quotas by clicking the checkbox next to the search box. All
selected user quotas appear in the Selected Quotas list.

3. Enter a new quota size.

4. Click Save.

Deleting an explicit user quota

Important note! If a default user quota was created during file system creation, the default user quota
will take effect once the explicit user quota is deleted.

1.

From the Storage > File Systems page, click the file system whose explicit user quota(s) you
wish to delete. The file system's details page appears.

From the User Quotas panel, click the trash can icon on the same row as the explicit user quota
you wish to delete. The Delete User Quota pop-up window appears.

If you wish to delete multiple explicit user quotas, click More Options > Delete Quotas. The
Delete User Quotas pop-up window appears. From the Existing Quotas list, select the user
quotas you wish to delete. You can optionally enter a partial name in the search box to filter the
list. You can also optionally select all user quotas by clicking the checkbox next to the search
box. All selected user quotas appear in the Selected Quotas list.

3. Click Delete.
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Creating an explicit group quota

Important note! If a default group quota was created during file system creation, the explicit group
quota will take priority over the default quota and will be used for that file system.

1. From the Storage > File Systems page, click the file system for which you wish to set an explicit
group quota. The file system's details page appears.

2. In the Group Quotas panel, click the add button (+). The Add Group Quota pop-up window
appears.

3. Enter the group ID or group name, and quota size.

4. Click Add.
Modifying an explicit group quota

1. From the Storage > File Systems page, click the file system whose explicit group quota(s) you
wish to modify. The file system's details page appears.

2. From the Group Quotas panel, click the Edit button on the same row as the explicit group quota
you wish to modify. The Edit Group Quota pop-up window appears.
If you wish to modify multiple explicit group quotas, click More Options > Edit Quotas. The Edit
Group Quotas pop-up window appears. From the Existing Quotas list, select the group quotas
you wish to modify. You can optionally enter a partial name in the search box to filter the list. You
can also optionally select all group quotas by clicking the checkbox next to the search box. All
selected group quotas appear in the Selected Quotas list.

3. Enter a new quota size.

4. Click Save.

Deleting an explicit group quota

Important note! If a default group quota was created during file system creation, the default group
quota will take effect once the explicit group quota is deleted.

1. From the Storage > File Systems page, click the file system whose explicit group quota(s) you
wish to delete. The file system's details page appears.

2. From the Group Quotas panel, click the trash can icon on the same row as the explicit group
quota you wish to delete. The Delete Group Quota pop-up window appears.
If you wish to delete multiple explicit group quotas, click More Options > Delete Quotas. The
Delete Group Quotas pop-up window appears. From the Existing Quotas list, select the group
quotas you wish to delete. You can optionally enter a partial name in the search box to filter the
list. You can also optionally select all group quotas by clicking the checkbox next to the search
box. All selected group quotas appear in the Selected Quotas list.

3. Click Delete.

Enabling and disabling the hard limit of a file system

Important note! File system hard limits cannot be set for file systems with unlimited sizes.
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1.

2.

From the Storage > File Systems page, click the Edit button in the row of the file system you
want to edit. The Edit File System dialog box appears.

Set the Hard Limit toggle button to enable (blue) or disable (gray) the feature.

Creating a file system snapshot

Snapshots are immutable, point-in-time images of the contents of one or more file systems. Snapshot
tasks include creating and deleting file system snapshots. Snapshots can be created or destroyed
using the Purity//FB GUI (Storage > File Systems) or the CLI using the pur ef s command. They can
also be created using policies.

To create a snapshot of a file system:

1.
2
3.
4

5.

Select Storage > File Systems.
Click the file system. The snapshot list appears for that file system.
Click add (+) on the right. The Create Snapshot pop-up window appears.

Enter a suffix name for the snapshot. A suffix will be automatically assigned if this field is left
empty.

Click Create.

Enabling and disabling the snapshot directory

A snapshot directory is a special directory that can be enabled or disabled to store snapshots. By
default, snapshot directories are enabled at file system creation.

To enable or disable the snapshot directory:

1.
2.

Select Storage > File Systems.

Click the Edit button in the row of the file system you want to edit. The Edit File System pop-up
window appears.

Click the Snapshot toggle button to switch between enabled (blue) and disabled (gray) status.
Click Save.

If you are enabling the snapshot directory, in the root directory of the NFS mount, confirm that a
pseudo-directory named . snapshot has been created.

The . snapshot directory name is reserved. You cannot create a directory with the . snapshot
name, regardless of the enabled/disabled status. The directory cannot be renamed, deleted, or
moved into other directories. It can only be removed by disabling the directory.

Destroying a file system snapshot

To destroy a snapshot:

1.
2.

Select Storage > File Systems.

In the File Systems Snapshots panel, click the trash icon in the row of the snapshot you want to
destroy. The Destroy Snapshot pop-up window appears.
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If you wish to destroy multiple snapshots, click More Options > Destroy. The Destroy File
System Snapshots pop-up window appears. From the Existing File System Snapshots

list, select the snapshots you want to destroy. You can optionally enter a partial name in the
search box to filter the snapshot list. You can also optionally select all snapshots by clicking the
checkbox next to the search box. All selected snapshots appear in the Selected File System
Snapshots list.

3. Click Destroy. The destroyed snapshot appears in the Destroyed Snapshots panel of the File
Systems page and begins its 24-hour eradication pending period.

During the eradication pending period, you can recover the snapshot to bring it back from its previous
state, or manually eradicate the destroyed snapshot to reclaim the physical storage space occupied by
the snapshot.

When the 24-hour eradication pending period has lapsed, Purity//FB starts reclaiming the physical
storage occupied by the snapshot. Once reclamation starts, either because you have manually
eradicated the destroyed snapshot, or because the eradication pending period has lapsed, the
destroyed snapshot can no longer be recovered.

Recovering a file system snapshot

When a snapshot is destroyed, you have 24 hours to recover the data. This is known as the eradication
pending state. When the eradication pending state expires, the snapshot will be eradicated and you will
no longer be able to retrieve the snapshot data.

Destroyed snapshots cannot be recovered if its source file system is also destroyed. Recover the
source file system before recovering any of its snapshots.

To recover a destroyed snapshot:
1. Select Storage > File Systems.

2. In the Destroyed Snapshots panel under Flle System Snapshots, click the clock icon in the
row of the snapshot you want to restore. The Recover Snapshot pop-up window appears.
If you wish to recover mutliple snapshots, click More Options > Recover in the Destroyed
Snapshots panel. The Recover File System Snapshots pop-up window appears. From the
Destroyed File System Snapshots list, select the snapshots you wish to recover. You can
optionally enter a partial name in the search box to filter the snapshot list. You can also optionally
select all snapshots by clicking the checkbox next to the search box. All selected snapshots
appear in the Selected File System Snapshots list.

3. Click Recover. The recovered snapshot will now appear in the source file system's snapshot
page.
Eradicating a file system snapshot

During the eradication pending period, you can manually eradicate the destroyed file system to reclaim
physical storage space occupied by the destroyed snapshot. Once reclamation starts, the destroyed
snhapshots can no longer be recovered.

To eradicate a destroyed snapshot:
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1. Select Storage > File Systems.

2. In the Destroyed Snapshots panel under File System Snapshots, click the trash icon in the
row of the snapshot you want to eradicate. The Eradicate Snapshot pop-up window appears.

If you wish to eradicate mutliple snapshots, click More Options > Eradicate in the Destroyed
Snapshots panel. The Eradicate File System Snapshots pop-up window appears. From the
Destroyed File System Snapshots list, select the snapshots you wish to eradicate. You can
optionally enter a partial name in the search box to filter the snapshot list. You can also optionally
select all snapshots by clicking the checkbox next to the search box. All selected snapshots
appear in the Selected File System Snapshots list.

3. Click Eradicate. The array will begin reclaiming the eradicated space of the snapshot.

Enabling and disabling fast remove
Enable the fast remove feature to quickly remove large directories.

To enable or disable fast remove:

1. From the Storage > File Systems page, click the Edit button in the row of the file system you
want to edit. The Edit File System pop-up window appears.

2. Click the Fast Remove toggle button to switch between enabled (blue) and disabled (gray)
status.

3. Click Save.

4. In the root directory of the NFS mount, confirm that a pseudo-directory named . f ast - r enove
has been created.

By default, the . f ast - r enbve directory permissions are set to dr wxr - xr - x. Optionally use
chown or chnod to set the desired access permissions.

To remove a directory, run the nv command to move the directory into the . f ast - r enove
directory.

Important note! Once a directory has been moved into the . f ast - r enbve directory, it is
immediately destroyed and unrecoverable.

Destroying a file system

Destroying a file system will also destroy all related snapshots. All protocols of a file system must be
disabled before it can be destroyed; disabling protocols terminates all client connections to the file
system.

To destroy a file system:
1. Select Storage > File Systems.

2. Click the trash icon in the row of the file system you want to destroy. The Destroy File System
pop-up window appears.
If you wish to destroy mutliple file systems, click More Options > Eradicate in the File Systems
panel. The Destroy File Systems pop-up window appears. From the Existing File Systems
list, select the file systems you wish to destroy. You can optionally enter a partial name in the
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search box to filter the list. You can also optionally select all file systems by clicking the checkbox
next to the search box. All selected file systems appear in the Selected File Systems list.

3. Click Destroy. The destroyed file system appears in the Destroyed File Systems panel and
begins its 24-hour eradication pending period.

During the eradication pending period, you can recover the file system to bring it back from its previous
state, or manually eradicate the destroyed file system to reclaim the physical storage space occupied
by the file system.

When the 24-hour eradication pending period has lapsed, Purity//FB starts reclaiming the physical
storage occupied by the file system. Once reclamation starts, either because you have manually
eradicated the destroyed file system, or because the eradication pending period has lapsed, the
destroyed file system can no longer be recovered.

Recovering a file system

Destroyed file systems have 24 hours to be recovered. When a file system is recovered, all related
snapshots will be also be recovered unless the snapshot was explicitly destroyed. When the 24
hour eradication pending state expires, the file system and its implicitly destroyed snapshots will be
eradicated and you will no longer be able to retrieve the data.

To recover a destroyed file system:
1. Select Storage > File Systems.

2. Inthe Destroyed File System panel, click the clock icon in the row of the file system you want to
recover. The Restore File System pop-up window appears.
If you wish to recover mutliple file systems, click More Options > Recover in the Destroyed
File Systems panel under the File Systems panel. The Recover File Systems pop-up window
appears. From the Destroyed File Systems list, select the file systems you wish to recover.
You can optionally enter a partial name in the search box to filter the list. You can also optionally
select all file systems by clicking the checkbox next to the search box. All selected file systems
appear in the Selected File Systems list.

3. Click Recover. The recovered file system appears in the File Systems panel.

Eradicating a file system

During the eradication pending period, you can manually eradicate the destroyed file system to reclaim
physical storage space occupied by the destroyed file system. Eradicating a file system will also
eradicate all of its related snapshots. Once reclamation starts, the destroyed file system and snapshots
can no longer be recovered.

To eradicate a destroyed file system:
1. Select Storage > File Systems.

2. Inthe Destroyed File Systems panel, click the trash icon at the end of the row of the file system
you want to eradicate. The Eradicate File System pop-up window appears.
If you wish to eradicate mutliple file systems, click More Options > Eradicate in the Destroyed
File Systems panel under the File Systems panel. The Eradicate File Systems pop-up
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window appears. From the Destroyed File Systems list, select the file systems you wish to
eradicate. You can optionally enter a partial name in the search box to filter the list. You can also
optionally select all file systems by clicking the checkbox next to the search box. All selected file

systems appear in the Selected File Systems list.

3. Click Eradicate. The array will begin reclaiming the eradicated space of the file system.

Object Store

The Object Store tab is used to manage the array's object stores.

Figure 4.2: Object Store
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The following information is listed for each account:
* Name: The account name.
* Used: The amount of space used.

- Data Reduction: Ratio of mapped sectors within an account versus the amount of physical
space the data occupies after data compression and deduplication.

* Physical: The amount of physical space.
¢ Created: The account creation date.

+ Object Count: The number of objects in the bucket. Note that there can be a temporary
inconsistency in the number of objects shown in the GUI versus the client if an HA event (for

example an NDU upgrade, software restart, failover event, etc.) occurred within a 12-hour period.

You can search the accounts list by entering search criteria in the search box under the column names.

Buckets

Buckets and their contents can be created and managed with the FlashBlade GUI, CLI, object store

REST API, with open source tools such as s3cur| and s3cnd, and with Java, Python, or other
languages.

To view buckets per account, from the Storage > Object Store page, click an account name. The
buckets for that account are displayed in the Buckets panel. For each bucket, the amount of used
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space, data reduction, physical space, object count, and status of versioning (enabled or none) are
displayed.

You can also use the pur ebucket CLI command to create, destroy, eradicate, and recover bucket, as
well as list the array's buckets and the buckets' space usage. See purebucket(1) [118].

Bucket versioning

A bucket's versioning status is displayed in the Buckets panel after clicking an account name from
the Storage > Object Store page. Versioning status can also be displayed in the CLI using the
purebucket |1 st command.

Bucket versioning allows multiple variants of an object in the same bucket. Buckets can be in three
different versioning states: non-versioned, versioning-enabled, and versioning-suspended. All buckets
are initially created in a non-versioned state. Bucket versioning is enabled and managed using the
FlashBlade Object Store REST API. Once you enable versioning on a bucket, every object in the
bucket automatically retains the entire history on every update, and that bucket can never return to the
non-versioned state. However, you can suspend versioning on that bucket.

In a non-version bucket, each object name has only one version. This is always the current version.
Issuing a PUT request through the Object Store REST API on an existing object name permanently
replaces the existing instance. Deleting an existing object name permanently destroys the object.

In a versioning-enabled bucket, an object can have multiple versions for the same object name. Each
object name has one current version and either zero or multiple non-current versions. Issuing a PUT
request through the Object Store REST API on an existing object name results in that instance of the
object name becoming the most current version and the previous version becoming a non-current
version.

Issuing a GET or HEAD request with a version ID will retrieve that specific version of the object name.
Issuing a GET or HEAD request without a version ID will retrieve the most current version. If the current
version of the object name is deleted, the next older version of the object name is promoted to the
current version.

The versioning-suspended state can prevent the number of versions from growing during PUT and
DELETE operations. In the version-suspended state, the PUT operation replaces a version introduced
during the version-suspended state with a new version, and the DELETE operation replaces a previous
version introduced in a version-suspended state with a delete marker.

For complete information about bucket versioning management, refer to the Pure Storage FlashBlade
Object Store REST API Guide.

Process Steps

Creating an account
To create a new account:

1. In the Accounts section of the Storage > Object Store page, click the add (+) button. The
Create Account pop-up window appears.

2. Enter the new account's name in the Name field.
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3. Click Create.

Deleting an account
To delete an account:

1. In the Accounts section of the Storage > Object Store page, click the Delete button on the
same row as the account you wish to delete. The Delete Account pop-up window appears.

2. Click the Delete button to confirm the account deletion.

Creating a user

To create a new user:
1. From the Storage > Object Store page, click the account to which you wish to add a new user.
2. Inthe Users section, click the add (+) button. The Create User pop-up window appears.
3. Enter the new user's name in the User Name field.

4. Click Create.

Once you have created a new user, create an access key.

Deleting a user
Deleting a user also deletes all access keys associated with that user. To delete a user:
1. From the Storage > Object Store page, click the account from which you wish to delete a user.

2. From the Users section, click the More Options > Delete user button on the same row as the
user you wish to delete.

3. When prompted to confirm the deletion, click Delete.

Creating an access key

Creating an access key also creates the user's associated secret key.

Be sure to save off or download the access key and secret key information when you create a key.
To create an access key:

1. From the Storage > Object Store page, click the account to which you recently added a new
user.

2. From the Users section, click the More Options > Create access key button on the same row
as the user for which you wish to create an access key.

3. Make note of the access key and secret key information displayed in the confirmation pop-up.
Optionally use the CSV or JSON button to download the key information.

Important note! You must save off or download your key information before closing the pop-up.
The secret key can only be accessed during key creation confirmation and cannot be viewed or
accessed after the confirmation pop-up is closed.
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4. Use the access key and secret key in your . s3cf g or. s3curl files, for example.

Deleting an access key

Deleting an access key also deletes the user's associated secret key. Once an access key has been
deleted, it cannot be recovered.

To delete an access key:

1. From the Storage > Object Store page, click the account containing the user who's access key
you wish to delete.

2. From the Users section, click the More Options > Delete access key button on the same row
as the user for which you wish to delete the access key.

3. When prompted to confirm the access key deletion, click the Delete button.

Disabling an access key
Access keys are enabled when they are created. To disable an access key:

1. From the Storage > Object Store page, click the account containing the user who's access key
you wish to disable.

2. From the Users section, click the More Options > Disable access key button on the same row
as the user for which you wish to disable the access key.

3. When prompted to confirm disabling the access key, click the Disable button.

You can optionally use the pur eobj user CLI command to disable access keys. See
pureobjuser(1) [196].

Enabling an access key
To enable a previously disabled an access key:

1. From the Storage > Object Store page, click the account containing the user who's access key
you wish to enable.

2. From the Users section, click the More Options > Enable access key button on the same row
as the user for which you wish to enable the access key.

3. When prompted to confirm enabling the access key, click the Enable button.

You can optionally use the pur eobj user CLI command to enable access keys. See
pureobjuser(1) [196].

Creating a bucket
To create a bucket:
1. From the Storage > Object Store page, click the account to which you wish to add a bucket.
2. From the Buckets section, click the add (+) button. The Create Bucket pop-up window appears.

3. Enter a name for the bucket.

Page 48



Storage

O PURESTORAGE Object Store

4. Click Create.

Destroying a bucket

When a bucket is destroyed, it enters a 24-hour eradication pending period. During this time, the bucket
and its contents can be recovered. Note that also during this time, data in the bucket is inaccessible.
When the 24-hour eradication pending period has lapsed, Purity//FB starts reclaiming storage space.
During this time, the bucket can no longer be recovered.

To destroy a bucket:

1. From the Storage > Object Store page, click the account from which you wish to destroy a
bucket.

2. From the Buckets section, click the trash can icon on the same row as the bucket you wish to
destroy. The Destroy Bucket pop-up window appears.
If you wish to destroy multiple buckets, click More Options > Destroy. The Destroy Buckets
pop-up window appears. From the Existing Buckets list, select the buckets you wish to destroy.
You can optionally enter a partial name in the search box to filter the list. You can also optionally
select all buckets by clicking the checkbox next to the search box. All selected file systems
appear in the Selected Buckets list.

3. Click Destroy.

Recovering a bucket

Destroyed buckets have 24 hours to be recovered. Once 24 hours has expired, the system begins
eradicating the bucket, at which point the bucket is no longer recoverable.

To recover a destroyed bucket:

1. From the Storage > Object Store page, click the account from which you wish to recover a
destroyed bucket.

2. From the Destroyed Buckets panel, click the clock icon on the same row as the bucket you
wish to recover. The Recover Bucket pop-up window appears.
If you wish to recover multiple buckets, click More Options > Recover. The Recover Buckets
pop-up window appears. From the Destroyed Buckets list, select the buckets you wish to
recover. You can optionally enter a partial name in the search box to filter the list. You can also
optionally select all buckets by clicking the checkbox next to the search box. All selected file
systems appear in the Selected Buckets list.

3. Click Recover.

Eradicating a bucket

During the eradication pending period, you can manually eradicate the destroyed buckets to reclaim
physical storage space. Once reclamation starts, the destroyed buckets can no longer be recovered.

To eradicate a destroyed bucket:

1. From the Storage > Object Store page, click the account from which you wish to eradicate a
destroyed bucket.
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2. From the Destroyed Buckets panel, click the clock icon on the same row as the bucket you
wish to eradicate. The Eradicate Bucket pop-up window appears.
If you wish to eradicate mutliple buckets, click More Options > Eradicate. The Eradicate
Buckets pop-up window appears. From the Destroyed Buckets list, select the buckets you
wish to eradicate. You can optionally enter a partial name in the search box to filter the list.
You can also optionally select all buckets by clicking the checkbox next to the search box. All
selected file systems appear in the Selected Buckets list.

3. Click Eradicate.

Policies

Policies are rules that govern snapshot creation and retention, which are applied to file systems. The
Policies tab is used to manage the array's snapshot policies.

Figure 4.3: Snapshot Policies
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The Policies tab displays a list of all snapshot policies and the following rule information for each
snapshot policy:

* Name: The policy hame.

- Enabled: Whether the policy is enabled (True) or disabled (False).

+ Creates Snapshots: Whether snapshots are created (True) or not (False).

+ Every: The frequency in which snapshots are created.

+ At: The time of day in which snapshots are created.

*  Keep For: The period in which snapshots are retained until they are eradicated.

+  #Snapshots per File System: The approximate total number of snapshots per file system.

Viewing Snapshot Policy Details

To view details about each snapshot policy in the array, from the Storage > Policies page, click a
shapshot policy name to open a detail screen about that policy.
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Figure 4.4: Snapshot Policy Details
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The rules, policy status, file systems to which that policy is applied, and any snapshots created from
that policy are displayed in the Rules, Details, File Systems, and Snapshots panels, respectively.

Creating Snapshot Policies

1.

4.

From the Storage > Policies page, click the Add (+) button in the heading of the Policies list.
The Create Policy pop-up window appears.

In the Name field enter the name of the snapshot policy.

By default, the policy is set to enabled (blue). If you wish to disable the policy, set the Enabled
button to disabled (gray).

Click Create.

Adding Snapshot Policy Rules

1.

From the Storage > Policies page, click the policy to which you wish to add rules. The policy's
detail screen appears.

In the Rules pane, click the Add (+) button in the heading of the Rules pane. The Create Rule
for Policy <name> pop-up window appears.

In the Create 1 snapshot every field, enter the frequency at which snapshots are created. The
value must be entered in the format n{m|h|d|w}.

In the At field, enter the the time of day the snapshot is created. The value must be entered in
the format nf[am|pm], where n is a value of 1-12. If entered without am or pm, n must be a value
of 0-23. This field is only editable if the value specified in the Create 1 snapshot every field is in
days. For example, 24h, 48h, 72h, 1d, 2d, 3d, etc.

In the And keep for field, enter the retention period for the snapshot. The value must be entered
in the format n{m|h|d|w}.

Click Create.
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Editing Snapshot Policy Rules

1.

6.

From the Storage > Policies page, click the policy whose rules you wish to edit. The policy's
detail screen appears.

In the Rules pane, click the Edit button on the row of the rule you wish to edit. The Edit Rule for
Policy <name> pop-up window appears.

In the Create 1 snapshot every field, enter the frequency at which snapshots are created. The
value must be entered in the format n{m|h|d|w}.

In the At field, enter the the time of day the snapshot is created. The value must be entered in
the format n{am|pm}, where n is a value of 1-12. If entered without am or pm, n must be a value
of 0-23. This field is only editable if the value specified in the Create 1 snapshot every field is in
days. For example, 24h, 48h, 72h, 1d, 2d, 3d, etc.

In the And keep for field, enter the retention period for the snapshot. The value must be entered
in the format n{m|h|d|w}.

Click Save.

Removing Snapshot Policy Rules

1.

3.

From the Storage > Policies page, click the policy whose rules you wish to remove. The policy's
detail screen appears.

In the Rules pane, click the Remove button on the row of the rule you wish to edit. The Remove
Policy Rule pop-up window appears.

Click Remove.

Adding File Systems to a Snapshot Policy

1.

4.

From the Storage > Policies page, click the policy to which you wish to add file systems. The
policy's detail screen appears.

In the File Systems pane, click the Add (+) button. The Add File Systems pop-up window
appears.

From the Available File Systems pane, select one or more file systems from the list. The
selected file system(s) appears in the Selected File Systems pane.

Click Add.

Removing File Systems from a Snapshot Policy

Important note! After removing a file system from a snapshot policy, the policy will no longer create
snapshots of that file system.

To remove a single file system:

1.

From the Storage > Policies page, click the policy to which you wish to remove a file system.
The policy's detail screen appears.

Page 52



Storage

O PURESTORAGE Policies

2. Inthe File Systems pane, click the Remove (X) button in the row of the file system you wish to
remove. The Remove File System from Policy dialog box appears.

3. Click Remove.
To remove multiple file systems:

1. From the Storage > Policies page, click the policy to which you wish to remove file systems.
The policy's detail screen appears.

2. In the File Systems pane, click click the More Options button in the heading of the File
Systems pane and select Remove. The Remove File Systems pop-up window appears.

3. From the Available File Systems pane, select one or more file systems from the list. The
selected file system(s) appears in the Selected File Systems pane.

4. Click Remove.

Enabling and Disabling Snapshot Policies

Important note! After a snapshot policy is disabled, that policy will no longer create snapshots or
eradicate expired snapshots.

1. From the Storage > Policies page, click the policy you wish to enable or disable. The policy's
detail screen appears.

2. In the Details pane, set Enabled to True (blue) or False (gray).

Viewing Snapshots Created from a Snapshot Policy

From the Storage > Policies page, click the snapshot policy name whose snapshots you wish to
view. The policy's detail screen appears. By default, all snapshots that were created by that policy are
displayed in the Snapshots pane.

Several filtering options are avaiable.
+ Sort by entering a full or partial snapshot name in the search box.
» Sort by the Created date by clicking the up or down arrow.

» Sort by viewing snapshots created in the last 24 hours, last 7 days, last 30 days, last 90 days, or
in the last year.

Deleting Snapshot Policies
To delete a single policy:
1. From the Storage > Policies page, locate the policy you wish to delete from the policy list.

2. From the same row as the policy to be deleted, click the Delete button. The Delete Policy dialog
box appears.

3. Click Delete.

To delete multiple policies:
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1. From the Storage > Policies page, click the More Options button in the heading of the Policies
list and select Delete. The Delete Policies pop-up window appears.

2. From the Existing Policies pane, select the policies you wish to delete. Each selected policy
appears in the Selected Policies pane.
For arrays with a large number of policies, you can search for a policy by entering a full or partial
policy name in the search box to filter the policy list.

If you wish to delete all policies, from the Existing Policies pane, select the checkbox above the
list of policies to select all policies.

3. Click Delete.
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Chapter 5. Health

The Health page displays information to help gauge the health of the array.

Hardware

The Health > Hardware page contains information about the array hardware components.

Note: The array displayed will vary depending upon if your FlashBlade array consists of a single or a
multi-chassis configuration. For multi-chassis configurations, in addition to front and rear views of the
chassis, the display also includes the array's external fabric modules (XFMs).

The hardware panel graphically displays the status of each hardware component, which is useful for
diagnosing hardware-related problems.

Figure 5.1:  Health - Hardware Page (single chassis)

PURESTORAGE Health ! o

Hardware Alerts

irp21-cn Raw Capacity: 56.00 T (6157 TB) | Parity: 100%

Front Rear

Chassis 1 IIIIIIII

Figure 5.2: Health - Hardware Page (multi-chassis)

PURESTORAGE Health

Hardware Alerts

Irp257-c01 Raw Capacity: 352.00 T (38703 TB) = Parity: 100%

XFM1
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XFM 2
]
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Chassis 1 IIIIIIII

Chassis 2

External Fabric Modules equipped with optional management ports will be displayed as follows:
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Figure 5.3:  Health - Management Ports
irp234-c0l

Management Ports

Front Rear

h IIIIIIII

The view is a schematic representation of the array with colored indicators of each component's status.

The colors within each hardware component represent the component status:
* Green: Healthy and functioning properly.
* Yellow: Unhealthy, identifying, or unrecognized.
* Red: Critical or unknown.
* Gray: Disconnected, unused, or unclaimed.

Hover the mouse over a hardware component to display its status and details.

Figure 5.4: Health - Hardware Panel (Front and Rear Views)

Hardware Alerts

1p204-c05 Raw Capacity: 96.00 T {105.55 TB) | Parity: 34%
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4000 Gbis

rlat:
Rear .
IIIIIIII Speed: 4000 Gbis

The title bar of the hardware panel includes the array name, the raw capacity value, and parity
information.

The raw capacity value represents the total usable capacity of the array, displayed in both tebibyte (T)
and terabyte (TB) units.

The parity value represents the percentage of data that is fully protected. The value will drop below
100% if the data isn't fully protected, such as when a blade is pulled and the array is rebuilding the data
to bring it back to full parity.

Alerts

Purity//FB generates an alert when there is a change to the array or to one of the Purity//FB hardware
or software components. The Health > Alerts page displays a list of alerts that have been generated
on the array.
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Figure 5.5: Health - Alerts Page

PURESTORAGE Health

Hardware Alerts

Alerts +50f5 € »
Flag Sev ) Code. State Created Last Seen ¥ Subject

0 8 1001 Closed 2017-11-02 16:27 2017-11-02 16:27 Blade 3 was removed
2 1000 Closed 2017-10-30 14:25 2017-10-3110:34 Blade 2 Is unhealthy
4 1006 Closed 2017-10-3110:33 2017-10-3110:33 NFS service Is unhealtny
3 1000 Closed 2017-10-30 14:26 2017-10-30 14:26 Blade 3 Is unhealthy

1 1000 Closed 2017-10-30 14:25 2017-10-30 14:26 Blade 1is unheaithy

To conserve space, Purity//FB stores a reasonable number of alert records on the array. Older entries
are deleted from the log as new entries are added. To access the complete list of messages, contact
Pure Storage Support.

Purity//FB assigns a unique numeric ID to each alert as it is created. By default, alerts are sorted in
chronological descending order by "Last Seen" date.

The flag icon represents an alert that has been flagged by Purity or the user. Purity automatically flags
all alerts. An alert remains flagged until you have manually cleared the flag to indicate that the alert has
been addressed. If there are further changes to the condition that caused the alert (for example, the
health of a blade has changed), Purity will set the flag again.

The icons that appear along the left side of each alert in the list output represent the alert severity level:

+ Blue (INFO) icons represent informational messages generated due to a change in state. INFO
messages can be used for reporting and analysis purposes. No action is required.

*  Yellow (WARNING) icons represent important messages warning of an impending error if action
is not taken.

* Red (CRITICAL) icons represent urgent messages that require immediate attention.
Click any of the column headings to change the sort order.

Each alert in the list output includes the following information:

+ Sev (severity): Alert severity, categorized as cri ti cal , war ni ng, ori nf o.

Critical alerts are typically triggered by service interruptions, major performance issues, or risk
of data loss, and require immediate attention. For example, Purity//FB triggers a critical alert if a
blade has been removed from the chassis.

Warning alerts are of low to medium severity and require attention, though not as urgently as
critical alerts. For example, Purity//FB triggers a warning alert if it detects an unhealthy blade that
is still processing data.

Informational (Info) alerts inform users of a general behavior change and require no action. For
example, Purity//FB triggers an informational alert if the NFS service is unhealthy.

» ID: Unique number assigned by the array to the alert. ID numbers are assigned to alerts in
chronological ascending order.
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» Code: Pure Storage alert code number that identifies the type of alert event.

» State: Current state of the alert. Possible states include: open, cl osed, cl osi ng, and
wai ting to downgrade.

An alert goes from open state to cl ose state when the issue is completely resolved, such as
when a blade has been removed from the chassis. If the blade is then reinserted and pulled
again, a new alert will be generated.

Certain alerts are generated due to intermittent issues. Examples include temperature sensors
reporting values outside of normal operating range and space usage exceeding certain capacity
thresholds. These types of alerts can change from open state tocl osingorwaiting to
downgr ade states.

And alert changes from open state to cl osi ng state when it is no longer an issue. After the alert
remains in ¢l osi ng state for 24 hours without change, it changes into cl osed state.

An alert changes from open state towai ti ng to downgr ade state when the issue becomes
less severe. After the alert remains inwai ti ng to downgr ade state for 24 hours without
change, the alert severity is downgraded. For example, when array capacity reaches 100%,

a critical alert is issued with an open state. When array capacity drops below 100%, the alert
changes towai ti ng to downgr ade state. After the array has remained at less than 100%, but
more than 90% capacity, for 24 hours, the alert severity is downgraded to war ni ng.

+ Created: Date and time the alert was first generated and initial alert email notifications were sent
to alert watchers.

» Last Seen: Most recent date and time Purity//FB saw the issue that generated the alert.

+ Subject: Alert details.

Click anywhere in an alert row to display the alert details. Some alert detail descriptions include a more
info link providing additional information about the alert through the Pure Storage Knowledge Base.

The identify light for blades and fabric modules can be illuminated from the GUI by clicking that
individual component from the image of the array from the Health page. The identify light in the image
will turn blue and the physical identify light will illuminate to assist with locating the physical component
in the data center. Click the component again to turn off the indicator light.

Flag Alert Messages
To flag alert messages:
1. Select Health > Alerts.
2. Locate the alert you want to flag.

3. Click the flag icon. When the icon becomes blue, the alert is flagged.

Unflag Alert Messages
To unflag alert messages:

1. Select Health > Alerts.
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2. Locate the alert you want to unflag.

3. Click the flag icon. When the icon becomes gray, the alert is unflagged.

Alerts can also be unflagged and dismissed from the Recent Alerts panel from the Dashboard page
by clicking the X to the right of the alert.
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Chapter 6. Analysis

The Analysis page displays historical array data, such as I/O performance trends and storage capacity
and consumption data.

Performance

The Analysis > Performance panel displays a series of rolling charts consisting of real-time
performance metrics for the array and its file systems and buckets. By default, performance metrics are
displayed for the array.

The curves in each chart are comprised of a series of individual data points. Hover over any part of a
chart to display values for a specific point in time. The values that appear in the point-in-time tooltips
are rounded to two decimal places.

Display Protocol-Specific Metrics

By default, the performance charts display data for all supported protocols, as indicated by the All
button in the upper-right corner of the Performance panel. Click a protocol button to display only the
performance information for that protocol.

The performance charts display data in a user-friendly view that is common for all protocols.
For HTTP and S3 protocol data, there are two display options:
+ Raw: The Latency and IOPS graphs display operations that the array is doing in chunks. Default.

» User: The Latency and IOPS graphs display a protocol-specific number of user operations.

For example, for HTTP data, in the Raw view, operations such as listing a directory and deleting are
both grouped in the Other line. In the User view, read and write operations on a directory are split out
into their own line.

The file transfer can be performed in many chunks for one large file. The Raw view shows one
operation per chunk transfer, while the User view shows only one operation per file. When transferring
small files, the number of operations is the same in both the Raw and User views.

Display a Different Time Range

By default, the performance charts display data for the past 3 hours, as indicated by the time range
drop-down button. Click the drop-down button to view performance data over a different time range.

The Performance Chart
The following example displays the IOPS statistics on the array at precisely 5: 00: 00 on March 12.
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IOPS
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The Performance panel includes the Latency, IOPS, and Bandwidth charts.

Latency
The Latency chart displays the average latency times for various operations.

IOPS

Read Latency (R) - Average arrival-to-completion time, measured in milliseconds, for a read
operation.

Write Latency (W) - Average arrival-to-completion time, measured in milliseconds, for a write
operation.

Other Latency (O) - Average arrival-to-completion time, measured in milliseconds, for all
other metadata operations.

The I0PS (Input/output Operations Per Second) chart displays I/O requests processed per
second by the array. This metric counts requests per second, regardless of how much or how
little data is transferred in each.

Read IOPS (R) - Number of read requests processed per second.
Write IOPS (W) - Number of write requests processed per second.
Other IOPS (O) - Number of metadata operations processed per second.

Average |10 Size - Average /O size per request processed. Requests include reads and
writes.

Bandwidth
The Bandwidth chart displays the number of bytes transferred per second to and from all file
systems. The data is counted in its expanded form rather than the reduced form stored in the
array to truly reflect what is transferred over the storage network. Metadata bandwidth is not
included in these numbers.

Read Bandwidth (R) - Number of bytes read per second.
Write Bandwidth (W) - Number of bytes written per second.

Note about the Performance Charts

The Dashboard and Analysis pages display the same latency, IOPS, and bandwidth performance
charts, but the information is presented differently between the two pages.

In the Dashboard page:

* The performance charts are displayed for the array.
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The performance charts are updated once every second.

The performance charts display up to 5 minutes of historical data.

In the Analysis page:

The performance charts are provided for the array.

At its shortest range (5m), the performance charts are updated once every second. As the range
increases, the update frequency (and resolution) decreases.

The performance charts display up to one year of historical data.

The performance charts can be filtered to display metrics by protocol.

Capacity

By default, the Capacity graph displays information for all storage on the array. Click File Systems or
Object Store to display information for only that storage type.

The Capacity graph displays the following array-wide capacity and consumption information:

Empty Space: Total storage space available on the array.

Object Store: Amount of space that the written data occupies on the array's buckets after
reduction via data compression.

File Systems: Amount of space that the written data occupies on the array's file systems after
reduction via data compression.

Total Physical: Total storage space used on the array.
Capacity: Total storage capacity of the array.

Total Data Reduction: Ratio of the size of the written data (i.e. Used) versus the amount of
space the data occupies after data compression (i.e. Physical). Data reduction is given for all
storage on the array, all file systems on the array, and all buckets on the array.

Unique: Total space that the written data occupies on the array's file systems or buckets (Only
shown if viewing the File Systems or Object Store capacity graph).

Snapshots: Amount of space that the written data occupies on the array's snapshots after
reduction via data compression (Only shown if viewing the File Systems capacity graph).

Capacity

3/8/2018 11:15:00

Empty Space: -

Total Physical: 43.80T m
Capacity: 22745 T
Total Data Reduction: 2.00

v

Hover over any part of a chart to display values for a specific point in time. The size values that appear
in the point-in-time tooltips are rounded to two decimal places.

By default, the Capacity graph displays data for the past 3 hours, as indicated by the time range drop-
down button. Click the drop-down button to view capacity data over a different time range.
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Chapter 7. Settings

The Settings page displays and manages the general attributes, network settings, and directory
service settings of an array.

System

The Settings > System page displays and manages the general attributes of the FlashBlade array.
The page is made up of panels to view and configure NTP servers, Pure Storage support settings, alert
settings, and the SSL certificate.

Figure 7.1:  Settings - System Page
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Time
The Time panel displays and manages the time settings for the array.

Array Time
The array time is based on the time zone of the array, which is set during FlashBlade installation.

The array time zone is not related to the user's local time zone that appears in the bottom-left corner of
the Navigation pane. The user's local time zone is determined by the browser's local time.

Purity//FB CLI dates and times are displayed in the time zone of the array, while Purity//FB GUI dates
and times are displayed in the local user's time zone.

NTP Servers

The NTP Servers panel displays the hostnames or IP addresses of the Network Time Protocol (NTP)
servers that are currently being used by the array to maintain reference time. The installation technician
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sets the proper time zone for an array when it is installed. During operation, arrays maintain time
synchronization by interacting with the NTP server.

Pure1 Support

The Pure1 Support panel displays and manages the features used to communicate with Pure Storage
Support.

Phone Home

The phone home facility allows the array to transmit log and diagnostic information to Pure Storage
Support via a secure network connection.

The phone home facility can be enabled and disabled at any time. The current phone home status
appears just below the Phone Home label.

Remote Assist

In some cases, the most efficient way for Pure Storage Support to service a FlashBlade array or
diagnose problems is through direct access to the array. A remote assistance (RA) session grants
Pure Storage Support direct and secure access to the array through a reverse tunnel which you, the
administrator, open. This is a two-way communication.

Opening an RA session gives Pure Storage Support the ability to log into the array, effectively
establishing an administrative session. Once the RA session is successfully established, the array
returns connection details, including the date and time when the session was opened, the date and
time when the session expires, and the proxy status (true, if configured).

After the Pure Storage Support team has performed all of the necessary diagnostic or maintenance
functions, close the RA session to terminate the connection.

RA sessions can be opened and closed at any time. The current status of the remote assistance
session appears just below the Remote Assist label.

An open RA session automatically terminates (closes) after two days have lapsed.

Support Logs

Purity//FB continuously logs a variety of array activity, including performance metrics, hardware and
software operations, and administrative actions. The logs contain the activity of both fabric modules and
all blades. The time stamp of each log is based on the array time.

If Phone Home is enabled, the logs are periodically transmitted to Pure Storage. The logs are also
saved to the array with up to 30 days' worth of activity available for manual download.

When downloading support logs, specify an event date and time. The array generates a file containing
a chronological list of array activity that occurred leading up to, during, and a little after the specified
event time. Log files are password encrypted and can only be opened by Pure Storage Support.

Proxy Server

The proxy hostname, if set, represents the server to be used as the HTTP or HTTPS proxy. The format
for the proxy host name is ht t p(s) : / / host name: port, where host nane is the name of the proxy
host, and port is the TCP/IP port number used by the proxy host.
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Alert Watchers

Purity//FB generates an alert whenever the health of a component degrades or a capacity threshold is
reached. Alerts can also be sent as email notifications to designated alert watchers.

The Alert Watchers panel displays the email addresses of designated alert watchers and the alert
status of each watcher. The sending account name for Purity//FB alert email notifications is the array
name at the configured sender domain.

Once added, an alert watcher will starts receiving alert email notifications.

Alert watchers can be in enabled or disabled status. Alert watchers who are in enabled status receive
alert email notifications. When an alert watcher is created, its watcher status is automatically set to
enabled status. Alert watchers who are in disabled status do not receive alert email notifications.
Disabling an alert watcher does not delete the recipient's email address - it only stops the watcher from
receiving alert notifications. Alert watchers can be enabled and disabled at any time. The current alert
watcher status is determined by the color of the toggle button that appears next to the alert watcher
email address, where blue represents an enabled alert watcher and gray represents a disabled alert
watcher.

Deleting an alert watcher completely removes the watcher from the list. Once an email address has
been deleted, the corresponding alert watcher will no longer receive alert notifications.

Alert Routing

The Alert Routing panel displays the ways in which alerts and logs are managed.

Relay Host

The relay host represents the hostname or IP address of the email relay server currently being used as
a forwarding point for alert email notifications generated by the array. If a relay host is not configured,
Purity//FB sends all alert email notifications directly to the recipient addresses rather than route them
via the relay (mail forwarding) server.

Sender Domain

The sender domain determines how logs are parsed and treated by Pure Storage Support and
Escalations. The domain name is also used in the "from" address of outgoing alert email notifications.
The domain name must be set to your company's domain name. For example, mydomai n. com

SSL Certificate

Purity creates a self-signed certificate and private key when you start the system for the first time. The
SSL Certificate panel allows you to view the certificate and import or export certificates and private
keys. Intermediate certificates can also be imported to the system.

Imported SSL certificates must be PEM formatted (Base64 encoded), include the "- - - - - BEG N
CERTI FI CATE- - - - - "and "----- END CERTI FI CATE- - - - - " lines, and cannot exceed 3000
characters in total length.
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Quota Notifications

Direct email notifications can optionally be enabled to send emails to users and groups when they
approach or exceed their file system quota. An email with a warning message is sent when a quota
reaches 80% capacity and again at 90% capacity. When a quota is at 100% capacity, a critical email is
sent. Emails are sent every 24-hours until the quota falls below the 80% capacity threshold.

A direct email notification can optionally be configured to include the administrator's contact information
which the user and group can use to inquire about their quota and manageability options, such as
requesting an increase of the file system quota. The FlashBlade administrator can include a free-

form string. The contact information can include a name, phone number, or email. For example

John Doe, Storage Adm n Team |doe@xanple.com (555-867-5309).

Process Steps

Renaming the array

1. Select Settings > System.

2. Click the edit icon next to the current array name. The array name becomes an editable box.
3. In the editable box, type the new array name.
4

Click the check mark icon to confirm the change.

Enabling and disabling phone home
1. Select Settings > System.

2. In the Phone Home section of the Pure1 Support panel, click the toggle button to switch
between enabled (blue) and disabled (gray) status. Enabling phone home allows the array to
transmit log and diagnostic information to Pure Storage Support.

Opening and closing a remote assistance (RA) session
1. Select Settings > System.

2. In the Remote Assist section of the Pure1 Support panel, click the toggle button to connect
(blue) and disconnect (gray) an RA session. Opening an RA session gives Pure Storage Support
direct and secure access to the array.

Downloading Support Logs
1. Select Settings > System.

2. In the Support Logs section of the Pure1 Support panel, click Download The Download
Support Logs dialog box appears.

3. Specify the event date and time, representing the approximate array time the activity of interest
occurred, and the duration of time for which you wish log information to be collected (1 to 6
hours). Note that the time is based on your local browser's time zone.

4. Click Prepare Logs.
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5. Click Download to save the password encrypted file to your administrative workstation. The files

can only be opened by Pure Storage Support.

Importing the SSL Certificate

1.

6.

o > 0N

Select Settings > System.

Click the More Options button from the SSL Certificate panel.
Click Import Certificate.

quota

Complete or modify the following fields:

+ Certificate - Click Choose File and select the signed certificate. Verify the certificate is PEM
formatted (Base64 encoded), include the "- - - - - BEG N CERTI FI CATE- - - - - "and"-----
END CERTI FI CATE- - - - - " lines, and cannot exceed 3000 characters in length.

* Private Key - Click Choose File and select the private key.

+ Intermediate Certificate - (Optional) Click Choose File and select the intermediate
certificate.

+  Key Passphrase - (Optional) If the private key is encrypted with a passphrase, enter the
passphrase.

Click Import. The page will refresh in several seconds.

Exporting the SSL Certificate

1.
2,
3.
4,

Select Settings > System.
Click the More Options button from the SSL Certificate panel.
Click Export Certificate.

Click Download.

Configuring the proxy host name

1.
2.

4.

Select Settings > System.

In the Proxy Server section of the Pure1 Support panel, click the edit icon. The field becomes
an editable box.

In the editable box, type the proxy host name.

The format for the host name is ht t p(s) : // host nane: port, where host nane is the name of
the proxy host, and port is the TCP/IP port number used by the proxy host.

Click the check mark icon to confirm the change.

Deleting the proxy host name

1.

Select Settings > System.
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2. In the Proxy Server section of the Pure1 Support panel, click the edit icon next to the current
proxy host name. The proxy host name becomes an editable box.

3. Delete the proxy host name.

4. Click the check mark icon to confirm the deletion.

Adding an alert watcher
1. Select Settings > System.
2. In the Alert Watchers panel, type the email address of the alert watcher.

3. Click the Add (+) button to add the email address to the list of alert watchers. Once added, the
alert watcher immediately begins receiving alert email messages.

Enabling and disabling an alert watcher
1. Select Settings > System.

2. In the Alert Watchers panel, click the toggle button to enable (blue) or disable (gray) an alert
watcher. Once enabled, an alert watcher starts receiving alert email notifications.

Deleting an alert watcher
1. Select Settings > System.

2. In the Alert Watchers panel, click the Delete button next to the alert watcher you want to delete.

Configuring the NTP server
The array maintains time synchronization by interacting with the NTP server.
1. Select Settings > System.
2. Inthe NTP Servers section of the Time panel, perform one of the following tasks:

+  To add an NTP server, in the New NTP Server(s) text box, type the hostname or IP address
of the NTP server, and then click the Add (+) button. Enter multiple servers as comma-
separated values.

If specifying an IP address, for IPv4, specify the IP address in the form ddd. ddd. ddd. ddd,
where ddd is a number ranging from 0 to 255 representing a group of 8 bits. For IPv6,
specify the IP address in the form xXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX,
where xxxx is a hexadecimal number representing a group of 16 bits. When specifying an
IPv6 address, consecutive fields of zeros can be shortened by replacing the zeros with a
double colon (: : ).

+  Toremove an NTP server, select the check box of the server you want to remove, and then
click the Delete button.

Configuring the SMTP relay host
1. Select Settings > System.
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2.

4.

In the Relay Host section of the Alert Routing panel, click the edit icon. The field becomes an
editable box.

In the editable box, type the host name or IP address of the email relay server that is to be used
as the forwarding point for alert email notifications generated by the array. If specifying an IP
address, enter the IPv4 or IPv6 address.

For IPv4, specify the IP address in the form ddd. ddd. ddd. ddd, where ddd is a number
ranging from 0 to 255 representing a group of 8 bits. If a port number is also specified, append
it to the end of the address in the form ddd. ddd. ddd. ddd: PORT, where PORT represents the
port number.

For IPv6, specify the IP address in the form

XXXXD XXXX T XXXXD XXXXT XXXX: XXXX: XXXX: XXXX, where xxxX is a hexadecimal number
representing a group of 16 bits. Consecutive fields of zeros can be shortened by replacing the
zeros with a double colon (: : ). If a port number is also specified, enclose the entire address

in square brackets ([ ] ) and append the port number to the end of the address. For example,

[ XXXX: XXXX: XXXX T XXXX: XXXX: XXXX: XXXX: XXXX] : PORT, where PORT represents the port
number.

Click the check mark icon to confirm the change.

Deleting the SMTP relay host

1.
2.

3.
4.

Select Settings > System.

In the Alert Routing panel, click the edit icon next to the relay host name or IP address. The
host name or IP address becomes an editable box.

Delete the host name or IP address.

Click the check mark icon to confirm the deletion.

Configuring the sender domain

1.
2.

4.

Select Settings > System.

In the Sender Domain section of the Alert Routing panel, click the edit icon. The field becomes
an editable box.

In the editable box, type the sender domain name. The domain name must be set to your
company's domain name. For example, mydomai n. com

Click the check mark icon to confirm the change.

Enabling quota notifications

1.
2.

Select Settings > System.

In the Quota Notifications panel, click the edit icon. The Edit Quota Notifications pop-up
window appears.

Set the Direct Email Notifications Enabled toggle button to enable (blue) quota notifications.
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4. In the Contact Information field, optionally enter the contact information of FlashBlade
administrator that users and groups should reach out to if they have questions about their quota.
This may be an email, a phone number, a name, or some combination thereof. The contact field

cannot exceed 256 characters in length.

5. Click Save.
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Network

The Settings > Network page displays and manages the subnets and data vips required for file system
export.

Figure 7.2:  Settings - Network Page

PURESTORAGE Settings
System  Network  Users  Security
Subnets +
Name Ensbled  Prefix vian Gateway WU Lac interfaces Addresses Services
fmiadmin0 1064241128 support
m2.0dmin0 1064241129 support
G@ e Tiue 10642400120 1240 1064.2401 500 upink
o 1064241127 management
+ Addinterfoce
Settings
avipt 10647238 data Zm
@@ vemoos Tue 106460123 1006 08461 500 upink
+ Addintert
data_vist 106424208 data oo
deta_vio2 106424208 dta @@
% @ vanoza True 1064.24.0/21 1024 1064241 9000 uplink data_vip3 106424210 data @
data_v 10642421 dta o
+ Addinterfoce
DNS Settings =4
Domain
foqapurestorage.com
NS Server(s)
106424047

Subnets

In the FlashBlade array, data virtual IP addresses (data vips) are organized into subnetworks (subnets).
Exporting a file system requires a data vip which, in turn, must be attached to a subnet. Data vips that
share the same network prefix and gateway are grouped into the same subnet.

In the following example, data vip 10.201.122.112 is attached to subnet VLAN320.

Subnets +
Name Enabled Prefix VLAN Gateway MTU LAG nterfaces Addresses Services
| data2 10.64.240.251 data = ﬁ
fm1.admin0 10.64.24018 support
fm2.admin0 10.64.240.19 support
= ﬁ]-] admin_ip4_net True 10.64.240.0/20 1240 10.64.2401 1500 uplink
vir0 10.64.24017 management
vi1240_dv01 10.64.240.212 data = ﬁ
+ Add interface

Subnet Data vip
attributes attributes

Each subnet in the list includes the following information:
*  Name: Subnet name.

+ Enabled: Subnet status. When a subnet is enabled, the data vips within the subnet that are
enabled are automatically available and ready to connect. Data vips within the subnet that are in
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disabled status remain disabled and cannot be reached. Newly created subnets are automatically
enabled.

The Subnets list displays the subnets on the array. Attached to each subnet are the data virtual
IP addresses (data vips) that are used to export file systems.

+ Prefix: IP address of the network prefix and prefix length.

* VLAN: VLAN ID number.

+ Gateway: |IP address of the gateway through which the data vip communicates with the network.
*  MTU: Maximum transmission unit (MTU) for the data vips, in bytes.

* LAG: Link aggregation group (LAG) for the data vips.

* Interfaces: Data virtual IP address (data vip).

- Addresses: |IP address associated with the data vip.

» Services: Service types for which the data vip is configured. The supported service for data vips
is dat a.

Subnets can be created, modified, and deleted at any time. Create a new subnet if the desired one
does not appear in the Subnets list.

Creating a subnet requires a prefix and VLAN interface. Specify the IP address of

the network prefix and prefix length in the form ddd. ddd. ddd. ddd/ dd for IPv4, or

XXXX D XXXX: XXXX T XXXX T XXXX: XXXX: XXXX: XXXX/ xxX for IPv6. Specify the VLAN ID to which the
subnet is configured. Valid VLAN ID numbers are between 1 and 4094.

Optionally specify the gateway address in the form ddd. ddd. ddd. ddd for IPv4, or
XXXX T XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXxX for IPv6.

Optionally specify the maximum transmission unit (MTU), in bytes, of the data vip. If the MTU is not
specified during subnet creation, the value defaults to 1500.

When a data vip is attached to a subnet, it inherits the gateway, MTU and VLAN ID of the subnet.
Likewise, the subnet inherits the dat a service type from the data vip.

Delete a subnet if it is no longer needed. Note that exporting a file system requires at least one valid
data vip, which must be attached to a subnet. Therefore, there must always be at least one subnet (for
service type dat a) on the array.

DNS Settings

The DNS Settings panel displays and manages the DNS attributes for an array's administrative
network.

Domain

The DNS domain represents the domain suffix to be appended by the array when performing DNS
lookups. For example, mydonai n. com
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DNS Server(s)

The DNS servers manages the DNS domains that are configured for the array. Each DNS domain can
include up to three static DNS server IP addresses. Purity//FB queries the DNS servers in the order in
which the IP addresses are listed in this option.

Process Steps

Creating a data vip

1.
2.

© N o 0 B

Select Settings > Network.

In the Subnets list, find the subnet with the correct network prefix, VLAN ID, and gateway. The
data vip will be attached to this subnet for file export purposes. Create a subnet if none of the
existing ones meet your requirements.

Click the Add interface button (+) belonging to the subnet to which the data vip will be attached.
The Create Network Interface pop-up window appears.

In the Name field, type the name of the data vip.

In the Address field, type the IP address to be associated with the data vip.
In the Services field, leave the service type as dat a.

In the Subnet field, leave the subnet name as the default.

Click Create.

Creating a subnet

Data vips that share the same network prefix and gateway are grouped into the same subnet. Exporting
a file system requires a data vip, which in turn, must be attached to a subnet. Create a subnet if none of
the existing ones meet your requirements.

1.
2.

Select Settings > Network.

In the Subnets list, click the Add (+) button in the Subnets title bar. The Create Subnet pop-up
window appears.

In the Name field, type the name of the subnet.

In the Prefix field, type the IP address of the network prefix and prefix length in the form
ddd. ddd. ddd. ddd/ dd for IPv4, or XXXX: XXXX: XXXX: XXXX 7 XXXX: XXXX: XXXX: XXXX/ XXX
for IPv6.

In the VLAN field, specify the VLAN ID to which the subnet is configured. Valid VLAN ID
numbers are between 1 and 4094.

In the Gateway field, type the IP address of the gateway through which the data
vip communicates with the network in the form ddd. ddd. ddd. ddd for IPv4, or
XXXX D XXXXD XXXXT XXXX T XXXX: XXXX: XXXX: XXXX for IPv6
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7. In the MTU field, specify the maximum transmission unit (MTU) of the data vip. If the MTU is not
specified during subnet creation, the value defaults to 1500.

8. Click Create.

Configuring the DNS domain
1. Select Settings > Network.

2. In the DNS Settings panel, click the Edit icon. All of the fields in the DNS Settings panel become
editable boxes.

3. In the Domain field, type the domain suffix to be appended by the array when doing DNS
lookups. For example, mydonai n. com

4. Click Save.

Configuring the DNS servers
The DNS servers manage the DNS domains that are configured for the array.
1. Select Settings > Network.

2. In the DNS Settings panel, click the Edit icon. All of the fields in the DNS Settings panel
become editable boxes.

3. Inthe DNS # fields, specify up to three DNS server IP addresses for Purity//FB to use to resolve
hostnames to IP addresses. Enter one IP address in each DNS # field. Purity//FB queries the
DNS servers in the order that the IP addresses are listed.

4. Click Save.
Deleting a data vip

1. Select Settings > Network.

2. In the Subnets list, click the Delete icon next to the data vip you want to delete.
Deleting a subnet
A subnet can only be deleted if it is empty.

1. Select Settings > Network.

2. In the Subnets list, click the Delete icon next to the subnet you want to delete.
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Users

The Settings > Users page provides configuration and management of directory services.

Directory Service

The Directory Service panel manages the integration of FlashBlades with an existing directory service.
When the Directory Service panel's user roles and directory service protocols are configured and
enabled, the FlashBlade leverages a directory service to perform user account and permission level
searches.

The FlashBlade is delivered with a single local user, named pur euser , with array-wide (Array Admin)
permissions. Users can be added to the array through or Lightweight Directory Access Protocol (LDAP)
by integrating the array with a directory service such as Active Directory or Open LDAP.

To integrate the FlashBlade array with a directory service:
1. Configure the FlashBlade directory service.
2. Test the directory service configuration.

3. Enable the directory service.

When configuring the directory service for array management or SMB or NFS protocol integration with
LDAP, specify the URIs, base DN, and bind username and password of the directory service. Note that
for file sharing over SMB, the base DN of the directory service is used in place of the URI to represent
the LDAP URL. If selecting the NIS directory service for NFS, clear any existing LDAP configurations
before specifying the NIS servers and NIS domain.

Important! Anonymous bind for NFS is allowed. If configuring an anonymous bind for NFS, both the
bind user and bind password are not specified.

A "bind" account must be configured to allow the array to read the directory. The bind account should
be tied to a service account (rather than an individual), and the account password should never expire
or be required to change periodically. The bind account must have read privileges for users and groups
and the privileges should be configured at the Organizational Unit.

For Active Directory, users with disabled accounts are not able to access the file systems.

After the directory service has been configured, test the configuration to verify that the URIs can be
resolved and the FlashBlade array can bind and query the tree using the bind user credentials.

Enable the directory service after it has passed the directory service test. The directory service can be
disabled at any time. Disabling the directory service stops any users in the directory from accessing the
file system. In the case of management, disabling directory service prevents users from logging into the
array.

Roles

Directory services for array management can configure role-based access control (RBAC) for LDAP
users by configuring groups in the directory that corresponds to the following permission groups (roles)
on the array.
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Role Description

readonly Read Only users have read-only privileges to run commands that
convey the state of the array. Read Only users cannot alter the state of
the array

storage_admin Storage Admin users have all the privileges of Read Only users, plus

the ability to run commands related to storage operations, such as
administering file systems and snapshots, as well as object store
accounts, users, and access keys. Storage Admin users cannot perform
operations that deal with global and system configurations.

array_admin Array Admin users can perform all FlashBlade operations.

ops_admin Ops Admin users have all the privileges of Read Only users, plus

the ability to run commands related to support operations, such as
managing remote assistance sessions, phonehome, and proxy settings.
Ops Admin users cannot perform operations that deal with storage or
non-support global and system configurations.

When an array management user connects to the FlashBlade, the array confirms the user's identity
from the directory service. The response from the directory service includes the user's group, which
Purity//FB maps to a role on the array, granting access accordingly.

If users are assigned to more than one role, an alert is issued. For security purposes, a user belonging
to more than one FlashBlade role will inherit the permissions of the most restrictive role. For example, a
user who has been assigned both the Storage Admin and Read Only roles will inherit the privileges of
the more restrictive Read Only role. Note that the user will continue to have privileges from the original
role until the directory service role cache is cleared (cache is automatically cleared every 8 hours). To
make new permissions take immediate effect, run the pur eadni n ref resh command.

One exception to this rule is users assigned the Ops Admin role—users assigned the Ops Admin role
and any other role are denied the ability to log into the FlashBlade. If there is an error with the directory
service configuration on the FlashBlade array, contact a user with Array Admin privileges to resolve the
issue. If the LDAP server is configured incorrectly, contact your LDAP server administrator. The alert
issued in the case where a user is denied access due to being assigned the Ops Admin and another
role, provides additional information to help resolve the issue.

As a best practice, after changing a user's role or management directory service configuration settings,
use the pureadni n refresh command to refresh the user's role or clear directory service role cache
to ensure all user privileges are up to date.

For directory service-enabled accounts, user passwords to the FlashBlade are managed through the
directory service while AP tokens are configured through Purity//FB.

Protocols

To export a file system over NFS where a user might belong to more than 16 groups, the FlashBlade
array must be integrated with a directory service such as Active Directory, OpenLDAP, or Network
Information Service (NIS). If selecting the NIS directory service for NFS, clear any existing LDAP
configurations before specifying the NIS servers and NIS domain. Note that NIS is only supported
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for NFS. To export a file system over SMB, the FlashBlade array must be integrated with an Active
Directory service. The SMB account must have read privileges for users and groups, including write
permissions to add computer objects in Active Directory.

Configuring the directory service for SMB or NFS is a one-time process and is only required if you are
integrating the FlashBlade array with a directory service for protocol support.

Before you configure the directory service, verify that the DNS settings can be used to resolve the
directory server domain and server. DNS settings are managed through the Settings > Network page.

For file sharing over SMB, also verify that the FlashBlade array can access the directory service
through a management interface. Interfaces are managed through the Settings > Network page.

Process Steps

Configuring directory services

Configuring the directory service for protocol support is a one-time process and is only required if you
are integrating the FlashBlade array with a directory service.

To configure the directory service for protocol support:

1. Verify that the directory server is accessible through a management interface. For file sharing
over SMB, verify that the Active Directory server is accessible through a management interface.

2. Verify that the DNS settings can be used to resolve the directory server domain and server.
a. Select Settings > Users.

b. In the Directory Service panel, verify that the DNS settings can be used to resolve the
directory server domain and server.

3. Configure the directory service.

Important note! Anonymous bind for NFS is allowed. If configuring an anonymous bind for NFS,
both the Bind User and Bind Password fields must be left blank.

a. Select Settings > Users.
b. Inthe Directory Service panel, select Array Management, NFS, or SMB.

c. Click the Edit icon to the right of Configuration. The Edit Directory Service Configuration
pop-up window appears.

d. Inthe URIs field, type the comma-separated list of up to 30 URIs of the directory servers.

For file sharing over SMB, the base DN of the directory service is used in place of the URI to
represent the LDAP URL.

Each URI must include the scheme | dap:// or | daps:// (for LDAP over SSL), a
hosthame, and a domain name or IP address. For example, | dap: // ad. conpany. com
configures the directory service with the hosthame "ad" in the domain "company.com" while
specifying the unencrypted LDAP protocol.

If specifying a domain name, it should be resolvable by the configured DNS servers.
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If specifying an IP address, for IPv4, specify the IP address in the form ddd. ddd. ddd. ddd,
where ddd is a number ranging from 0 to 255 representing a group of 8 bits.

For IPv6, specify the IP address in the form

[ XXXXDXXXXT XXXXT XXXXD XXXX: XXXX: XXXX: XXXX] , where xxxX is a hexadecimal
number representing a group of 16 bits. Enclose the entire address in square brackets ([ ] ).
Consecutive fields of zeros can be shortened by replacing the zeros with a double colon
).

If the base DN is not configured and a URI is provided, the base DN will automatically default
to the domain components of the URls.

Optionally specify a port. Append the port number after the end of the entire address. Default
ports are 389 for Idap, and 636 for I[daps. Non-standard ports can be specified in the URI if
they are in use.

In the Base DN field, type the base distinguished name (DN) of the directory service.
The Base DN is built from the domain and should consist of only domain components
(DCs). For example, for | dap: // ad. st or age. conpany. com the Base DN would be:
DC=st or age, DC=conpany, DC=com

In the Bind User field, type the username used to bind to and query the directory.

For OpenLDAP and Active Directory servers, you can use the full DN of the user account that
is used to perform lookups. For example, CN=John, OU=User s, DC=exanpl e, DC=com

For Active Directory servers, you may instead choose to enter the username - often referred
to as the sAMAccountName or user login name - of the account that is used to perform
directory lookups. The username cannot contain the characters” [ ] : ; | =+ * ? <
> / \, and cannot exceed 104 characters in length.

In the Bind Password field, type the password for the bind user account.

If configuring SMB, in the Join OU (SMB) field, enter the relative DN of
the organizational unit (OU) within your domain where the system machine
account should be created when joining the domain for SMB. For example,
OU=Ar r ays, OU=St or age, OU=Ser vi ceMachi nes.

Optionally, select a CA certificate or certificate group to verify the authenticity of configured
LDAP servers to establish a TLS (Transport Layer Security) communication for directory
services. CA certificates are supported for Array Management or NFS only.

4. Click Save.

5. If you selected and configured the Array Management service, click the Edit icon next to Roles
to configure the role(s) you wish to assign the service. The Edit Directory Service Roles pop-
up window appears. Enter the following for each role you wish to assign:

a.

In the Group field, enter the common name (CN) of the directory group. The name should
be the Common Name of the group without the "CN=" specifier. If the configured groups are
not in the same OU, also specify the OU. For example, "pureusers,OU=PureStorage", where
pureusers is the common name of the directory service group.
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b. In the Group Base field, enter the organizational unit (OU) to the configured groups in
the directory tree. The Group Base consists of OUs that, when combined with the base
DN attribute and the configured group CNs, complete the full distinguished name of each
group. The group base should specify "OU=" for each OU and multiple OUs should be
separated by commas. The order of OUs should get larger in scope from left to right. In
the following example, SANManagers contains the sub-organizational unit PureGroups:
"OU=PureGroups,OU=SANManagers"

c. Click Test to verify the configuration information. If the test fails, please update the
configuration information and retest.

d. If the test passes, you may change the Enabled toggle to enable (blue) the directory service.
Alternatively, you may save the configuration and enable the directory service at a later time.

e. Click Save.

Note: Directory service testing is applicable to the selected directory service (Array Management,
NFS, or SMB).

After you configure the directory service settings, test and enable the directory service.

Configuring directory services for NFS with NIS

Selecting NIS (network information system) as the directory service protocol for NFS.

1.
2.

Verify that the directory server is accessible through a management interface.
Verify that the DNS settings can be used to resolve the directory server domain and server.
a. Select Settings > Users.

b. In the Directory Service panel, verify that the DNS settings can be used to resolve the
directory server domain and server.

Select NFS on the right of the Directory Service panel.

Click the Edit icon next to Configuration. The Edit Directory Service Configuration pop-up
window appears.

Select the NIS service.

In the NIS Servers field, type the comma-separated list of server host names or IP addresses.
For example, nyser ver. exanpl e. com 188. 121. 4. 56.

In the NIS Domain field, type the domain name. For example, yp- exanpl e- domai n.

Click Test to verify the configuration information. If the test fails, please update the configuration
information and retest.

If the test passes, you may change the Enabled toggle to enable (blue) the directory service.
Alternatively, you may save the configuration and enable the directory service at a later time.

10. Click Save.
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Testing the directory service settings

After you configure the directory service settings, test the directory service configuration to verify that
the URI can be resolved and that the directory service can successfully bind and query the tree using
the bind user credentials.

To test the directory service configuration:
1. Select Settings > Users.
2. Inthe Directory Service panel, select the directory service you wish to test.

3. Click Test. The Test <Directory Service> Configuration pop-up window appears, displaying
the output of the test. During the directory service test, Purity//FB tests the directory service
configuration to verify that the URI can be resolved and that the directory service can
successfully bind and query the tree using the bind user credentials.

Once the test passes, enable the directory service.

Enabling the directory service

Before enabling the directory service, test the configuration to make sure the URI can be resolved and
that the directory service can successfully bind and query the tree using the bind user credentials.

To enable the directory service:
1. Select Settings > Users.

2. In the Directory Service panel, select the directory service you wish to enable and click the Edit
icon.

3. Set the Enabled toggle button to enable (blue) the directory service.
4. Click Save.

Security

LDAP over TLS (Transport Layer Security) can be optionally configured to encrypt communication
between the FlashBlade array, acting as an LDAP client, and LDAP servers. In order to establish LDAP
over TLS, the LDAP server and FlashBlade must have mutually supported versions of TLS. FlashBlade
supports TLS versions 1.0., 1.1, and 1.2. The LDAP server must support at least one of these versions.
The highest matching TLS version on the LDAP server and FlashBlade is used.

Important Note! The LDAP over TLS configuration does not support NFS with NIS (Network
Information Service).

LDAP over TLS requires that each LDAP server’s CA certificate be imported to the FlashBlade where
they can be used individually by the FlashBlade or grouped into CA certificate groups to verify the
LDAP server’s identity and establish communication over TLS. CA certificate groups are used to
manage multiple trusted certificates issued to different servers as a directory of certificates. A CA
certificate group can contain one or more CA certificates. A CA certificate can be used in multiple CA
certificate groups. CA certificates can be added, removed, or deleted without disruption to the services
using them as long as the certificates for any configured servers remain in the group. While a CA
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certificate group is in use, it cannot be deleted, nor can you remove or delete all CA certificates in that

group.

Important! Adding multiple CA certificates in a certificate group which secure the same hostname can
produce undefined behavior --there is no guarantee which certificate will be used.

Process Steps

Import a CA certificate

CA certificates provide the security authentication between two identities. This allows the FlashBlade
array to communicate securely with servers and clients.

1.
2.

5.
6.

Select Settings > Security.

In the Certificates panel, click the Add interface button (+). The Import CA Certificate pop-up
window appears for entering the certificate details.

In the Name field, type the name you want to assign to the certificate.

In the Type field, enter array or external. The type indicates the type of certificate to create.
An array certificate type is used by clients to validate the array and requires a private key.
For example, the FlashBlade array shows this type of certificate to an S3 client. An external
certificate type is used when the FlashBlade array acts as a client to validate a server.

In the CA Certificate field, click Choose File and select the certificate file.

Click Import.

Create a CA certificate group

A group can be created to house a collection of CA certificates. After you create a group, certificates
can be added to that group.

1.
2.

3.
4.

Select Settings > Security.

In the Certificate Groups panel, click the Add interface button (+). The Create Certificate
Group pop-up window appears for entering the group name.

In the Name field, type the name you want to assign to the certificate group.

Click Create.

Add a CA certificate to a group

Once a certificate group is created, you may add certificates to that group.

1.
2.

Select Settings > Security.

In the Certificate Groups panel, click the group name you wish to add certificates. The selected
group certificates page opens.

In the Certificates field of the certificates group, click the Add interface button (+). The Add
Certificates pop-up window appears.
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4.
5.

Select the certificates you wish to add to the group.

Click Add.

Remove a CA certificate from a group

Certificates can be removed from a certificate group if the certificate has expired or is no longer used.

1.
2.

Select Settings > Security.

In the Certificate Groups panel, click the group name you wish to remove certificates. The
selected group page opens.

In the Certificates field of the certificates group, click the More Options button from the
Certificates panel.

Click Remove. The Remove Certificates pop-up window appears.
Select the certificates you wish to remove from the group.

Click Remove.
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Chapter 8. Purity//[FB CLI Overview

Purity//FB is the operating environment that queries and manages the FlashBlade hardware,
networking, and storage components. The Purity//FB software is distributed with the FlashBlade array.

Purity//FB provides two ways to administer the FlashBlade: through the browser-based graphical user
interface (Purity//FB GUI), and through the command-driven interface (Purity//FB CLI).

The Purity//FB command line interface (CLI) is a non-graphical, command-driven interface used to
query and administer the FlashBlade.

Visibilty of FB CLI commands is dependent on user role.

This chapter covers general Purity//FB CLI concepts and conventions.

CLI Command Syntax

The Purity//FB CLI is comprised of built-in commands specific to the Purity//FB operating environment.

Purity//FB CLI commands have the general form:
command subcommand --options OBJECT- LI ST

The parts of a command are:

COMMAND
Type of FlashBlade object to be acted upon, prefixed by "pure". For example, the pur ef s
command acts on Purity//FB file systems. Run the pur ehel p command to see a list of Purity//
FB CLI commands.

SUBCOMMAND
Action to be performed on the specified object. Most CLI subcommands are common to some or
all object types. For example, pur esubnet | i st lists all subnets on the array.

OPTIONS
Options that specify attribute values or modify the action performed by the subcommand.
For example, in the following command, the - - si ze option sets the provisioned size of file
system MyFi | es to 100 gigabytes.

purefs setattr --size 100G MyFil es

OBJECT-LIST
Object or list of objects upon which the command is to be operated. If a subcommand changes
the object state, then at least one object must be specified. Examples of subcommands
that change the object state include cr eat e, del et e, and set at t r . For example,
purefs create M/Fi| es creates file system MyFi | es. In the command synopses, OBJECT
specifications that are not enclosed in square brackets (for example, NAVE in pur enet wor k
commands) represent ones that are required.
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Passive subcommands, such as | i st, which do not change object state, do not require object
specification. Leaving out the object is equivalent to specifying all objects of the type. For
example, puref s | i st with no file systems specified displays information about all file systems
in an array. In the command synopses, OBJECT specifications enclosed in square brackets (for
example, [ NAME] ) represent ones that are optional.

Most subcommands act on a single object. For example, in the following command, the cr eat e
subcommand can only be run on a single file system to change the attributes of that file system.

purefs setattr --size 10T MyFiles

Certain subcommands can operate on multiple objects. For example, the following command
creates two alert watchers.

pureal ert create watcher wendywat cher @xanpl e. com wal t er wat cher @xanpl e. com

In the command synopses, OBJECT specifications that take in a list of objects are appended
with ellipses (for example, ADDRESS. . . ).

The following list describes the conventions used in CLI documentation:

Text in fixed-width (Courier) font must be entered exactly as shown. For example,
pur esubnet |ist.

Text not enclosed in brackets represents mandatory text.
Text inside square brackets (‘[ ]7) represents optional items. Do not type the brackets.

Text inside curly braces (“{ }’) represents text, where one (and only one) item must be specified.
Do not type the braces.

The vertical bar (|) separates mutually exclusive items.

Uppercase italic text represents entered text whose value is based on the nature of the
subcommand or option. For example, - - si ze S| ZE, where SIZE represents the value to be
entered, such as 10T.

CLI Output

Various Purity//FB CLI subcommands, such as | i st, generate list outputs. With the ability to create
and manage hundreds of file systems, list outputs can become very long. The Purity//FB CLI includes
options to control the way a list output is displayed and formatted. The CLI also includes sort, filter,
and limit options to control the results you see and the order in which you see them; the following
descriptions about sort, filter, and limit are applicable to all commands where these options are
available.

Interactive Paging

Pagination divides a large output into discrete pages. Pagination is disabled by default and is only in
effect if the - - page option is specified and the number of lines in the list output exceeds the size of the
window.
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To interactively move through a paginated list output:
* Pressthe[ Ri ght Arrow] key or space bar to move to the next page.

 Pressthe[ Left Arrow] keyto move to the previous page.
To quit interactive paging and exit the list view, press q .
With pagination, each page of the CLI list output begins with the column titles. To suppress the column
titles, run the command with the - - not i t | e option.

Using Wildcards

The asterisk (* ) symbol denotes a wildcard character used in list operations to represent zero or more
characters in an object name. The object name can include multiple asterisks.

When running the purefs |i st command, include the asterisk in the name argument to expand the
list results. For example, the purefs Iist *cat* command displays a list of all hosts that contain
"cat", such as cat, cat nap, happycat s, and | ol cat . If the asterisks were not included, only the host
named cat would be returned. As another example, the purefs |i st *fs* command displays a list
of all file systems that contain "fs", including ones that begin or end with "fs".

$ purefs list *fs*

Nane Size Used Created Pr ot ocol s
M f s 100G 0.00 2016-04-11 10:18:07 PDT http
MyFs-01 100G 0.00 2016-04-11 10:18:07 PDT  http

fs 1G 0.00 2016-04-11 11:19:19 PDT smb

fs01 100G 0.00 2016-04-11 10:17:23 PDT nfs

If Purity//FB cannot find matches for the wildcard argument specified, an error message appears.

Formatting

Format options control the way list outputs are displayed. The following format options are common to
most | i st and noni t or subcommands:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSVv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.
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- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

Here is a comparison between the purefs |i st --space output with formatted column titles
and data, and the same output with unformatted column titles and data:

$ purefs list --space --page
Nane Size Used Dat a Reduction Physical Snapshots Total
epic0l 5T 4.03T 2.0to 1 2. 01T 0. 00 2.01T

$ purefs list --space --raw --page
nane provi si oned space. virtual space.data_reduction space. uni que space. snapshots
epi c01 5497558138880 4429186269696 2.3 3221998891 O

space. tot al _physi cal
4339133009304

Sorting

When running the purefs |i st command, include the - - sor t option to sort a column of the output
in ascending or descending order.

The sort option adheres to the following syntax:

--sort SORT

SORT represents a comma-separated list of columns to sort. Use the unformatted title name (- - r aw) of
the column to represent each column listed. To sort a column in descending order, append the minus (-)
sign to the column name.

For example, run the following commands to get the unformatted column titles in the purefs | i st
output, and then sort the same output in descending order by the space. vi rt ual (Used) column:

$ purefs list --raw --page
nanme provi si oned space. vi rt ual created pr ot ocol s

$ purefs list --sort space.virtual -
Name Size Used Cr eat ed Prot ocol s

FS01 15T 2.48T  2017-06-13 09:24:44 nfs
FS06 15T 2.47T  2017-06-13 09:25:54 nfs
FS02 15T 2.25T 2017-05-13 09:24:44 nfs
FS04 10T 1.99T 2017-07-22 14:40:28 snb
FSO03 50T 1.99T 2017-04-09 07:52:46 nfs
FS05 2T 1.26T  2017-05-13 09:36:33 nfs

If multiple columns are specified, the output is sorted by the order of the columns listed.
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If a sorted column contains non-unique values and a secondary sort argument is not specified, Purity//
FB automatically performs a secondary sort using the default sort criteria (typically by Nane).

Examples

Example 1: Display a list of file systems sorted in descending order by virtual space used.
$ purefs list --space --sort space.virtual -

Example 2: Display a list of file systems sorted in ascending order by virtual space used. If any of of the
file systems are identical in virtual space used, sort those file systems in descending order by name.

$ purefs list --space --sort space.virtual, nane-

Filtering

When running the puref s | i st command, include the - - fi | t er option to narrow the results of the
output to only display the rows that meet the filter criteria.

Filtering with Operators
When filtering with operators, use the following syntax:
--filter "RAWTI TLE OPERATOR VALUE"

RAW TI TLE represents the unformatted title name of the column by which to filter. Run the list
operation with the - - r aw option to get the unformatted title name.

OPERATOR represents the type of filter match (=, ! =, <, >, <=, or >=) used to compare RAW_TITLE to
VALUE.

VALUE represents the value (number, date, or string) that determines the results to be included in the
list output. Literal strings must be wrapped in quotes.

Filtering supports the following operators:

Operator |Description

= Equals

1= Does not equal

< Less than

> Greater than

<= Less than or equal to
>= Greater than or equal to

Filtering supports the asterisk wildcard character. For example, the value "*file*" in the puref s |i st
--filter "name = 'file*" " command displays a list of all file systems that contain "fs" in the file
system name.

The AND and OR operators can be used to further refine your filter. The AND operator displays only the
results that meet all of the filter criteria in the command. The OR operator displays the results that meet
at least one of the filter criteria in the command.
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Examples

Example 1: Display a list of file systems that are greater than or equal to 5 tebibytes in provisioned size.
$ purefs list --filter "provisioned >= \"5T\""

OR

$ purefs list --filter "provisioned >= 5497558138880"

Example 2: Display a list of empty file systems.

$ purefs list --filter "space.virtual ='0""

Example 3: Display a list of file systems that occupy a physical space greater than or equal to 3.43
tebibytes in size.

$ purefs list --space --filter "space.uni que >= 3772099408945"

Example 4: Display a list of file systems that begin with f i | e or are greater than 5 tebibytes in size.
$ purefs list --filter "name = '"file*' or provisioned > \"5T\""

Example 5: Display a list of file systems that begin with f i | e and are greater than 5 tebibytes in size.
$ purefs list --filter "name = 'file*" and provisioned > \"5T\""

Filtering with Functions
The filter option supports the CONTAINS and NOT functions.
--filter FUNCTI ON( PARAVETERS)

Function Description

contains(raw title,string) Contains the enclosed string.

Takes exactly two parameters, whereraw titl e
represents the unformatted title name of the column by
which to filter and st ri ng represents the string to search
within the column. Run the list operation with the - - r aw
option to get the unformatted title name.

not ( expr essi on) Inverse of the enclosed expression.

Examples

Example 1: Get a list of all file systems with at least one NFS export rule set to
*(rw, no_root _squash).

$ purefs list --filter "contains(rules, '*(rw no_root_squash)')"

Example 2: Get a list of file systems that do not contain "file" in the file system name.
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$ purefs list --filter "not(contains(name, 'file'))"

Existence Checks

The Purity//FB CLI supports existence checks. For example, the purefs list --filter "nane
command checks to see if the "name" column exists in the file system list output.

Examples

Example 1: Get a list of all file systems with data written to them.

$ purefs list --filter "space.virtual"

Example 2: Get a list of all file systems that do not have a provisioned size set.

$ purefs list --filter "not(provisioned)"

Setting Limits

When running the puref s | i st command, include the - - | i mi t option to restrict the result size to

the limit specified.

The limit option adheres to the following syntax:
--limt ROAB

ROWS represents the maximum number of rows to return.

For example, run the following command to list only the first 5 rows of the purefs |i st --space
output:

$ purefs list --space --linmt 5

Nane Size Used Dat a Reduction Physical Snapshots Total
M/Fil e01 5T 4.03T 2.3 to 1l 4. 04T 0. 00 4. 04T
M/Fi |l e02 5T 3.42T 2.3 to 1 3.43T 1.23T 4. 66T
MyFi | e03 5T 3.42T 7.6 to 1 3.43T 0. 00 3.43T
M/Fi | e04 5T 3.42T 2.3 to 1 3.43T 0. 00 3.43T
M/Fil e05 5T 3.42T 1.6 to 1 3.43T 0. 00 3.43T

Combining Sorting, Filtering, and Limit Options

The--sort,--filter,and--1imt options can all be combined together.
Examples

Example 1: Display the top 10 file systems that have the largest amount of pre-compressed data written
to them, and include "file" in the file system name.

$ purefs list --sort "space.virtual-" --limt 10 --filter "nane = '*file*""
Example 2: Display the top 10 file systems with the largest physical space used.

purefs list --space --sort "space.unique-" --limt 10
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CLI Login

Log in to the Purity//FB CLI to query and administer the FlashBlade. Logging in to the Purity//FB CLI
requires a virtual IP address or fully-qualified domain name (FQDN) and an Purity//FB login username
and password; this information is provided during the FlashBlade installation.

FlashBlade is installed with one administrative account with the username pur euser . The initial
password for the account is pur euser . The password can be changed any time through the
pur eadni n CLI command.

Logging in to the Purity//FB CLI
To log in to the Purity//FB CLlI, select one of the following two options:

» UNIX. Start a secure shell (SSH) session and connect to the array IP address provided by
your Pure Storage account team. Log in to Purity//FB with the pureuser username/password
combination.

*  Windows. Start a remote terminal emulator (such as PuTTY) and connect to the array IP
address provided by your Pure Storage account team. Log in to Purity//FB with the pureuser
username/password combination.

Type exi t orl ogout to log out of Purity//FB and exit the shell or terminal emulator.

CLI Command Help

CLI command help is available at both the command and subcommand levels. To use it, type the
Purity//FB CLI command or subcommand followed by - h or - - hel p. The command with the - h or - -
hel p switch displays usage information, supported syntax, and a list of subcommands for the specified
command. To get help information for an Purity//FB command, type:

COWVVAND - h
For example,

$ purefs -h
usage: purefs [-h] {add, create, del ete, di sabl e, enabl e, |ist,nfs, renove, setattr, snap}...
posi tional argunents:

{add, creat e, del et e, di sabl e, enabl e, | i st, nfs, renove, setattr, snap}

add add protocols to one or nore file systens
create create a file system

del ete del ete one or nore file system(s)

enabl e enable file systemattributes

The command with the - h or - - hel p switch displays usage information, supported syntax, and a list of
options for the specified subcommand. To get help information for an Purity//FB subcommand, type:

COMWAND SUBCOMVAND - h
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For example,

$ purefs list -h

usage: purefs list [-h] [--pending | --pending-only]
[--space | --protocol-specific {http,nfs,snb} | --special-dir | --snap]
[--cli | --csv | --nvp] [--notitle]
[--total | --total-only] [--filter FILTER] [--sort SORT]

[--raw] [--limit LIMT] [--page]
[ FI LE- SYSTEM .. . ]

positional argunents:
FI LE- SYSTEM file system nane(s)
optional argunents:

-h, --help show thi s hel p nessage and exit

- - pendi ng list file systens including pending
- - pendi ng- onl y list pending file systens only

- - space di spl ay space report

--protocol -specific {http,nfs, snb}

di spl ay protocol specific information
--special-dir list status of special directories
--snap list snapshots
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Purity//FB CLI Commands

This section describes each of the Purity//FB CLI commands.

The commands listed in this chapter are used to administer and/or manage the FlashBlade, with the
exception of the following information-only commands:

purelicense
Outlines the End User Agreement (EUA) between Pure Storage Inc. and end users of the

company's products.

pureman
Describes the pureman command and displays a list of available Purity//FB commands.
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pureadmin

pureadmin, pureadmin-create, pureadmin-delete, pureadmin-list, pureadmin-setattr, pureadmin-refresh
— displays and manages the administrative account attributes

Synopsis

pureadm n create --api-token [--timeout PERI OD] [USER ..]

pureadm n delete --api-token [USER...]

pureadm n list --api-token [ --cli | --csv | --nvp ] [--expose] [--notitle]
[USER. . .]

pureadm n setattr [--password] [USER...]

pureadm n refresh [--clear] [USER. ..]

Arguments

USER
User login name. If not specified, the login account will be the default.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--api -t oken
Displays a list of users that have REST API access and the dates in which the API tokens were
created.

--cl ear
Clears the directory service role cache.

- - expose
Displays an unmasked API token.

--timeout PERI OD
Sets the API token expiration. If not set, the API token will not expire.

- - password
Changes the password for the pureuser administrative account.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--CSV
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.
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--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

Description

The current Purity//FB release comes with a single local, password-protected administrative account
named pureuser.

The pureadni n create and pureadm n del et e commands manage REST API tokens,
which grant access to the REST API. API tokens are tied to a particular administrative account. All
administrators have permission to manage their own API tokens.

Change the User password

Run the pureadm n setattr --password command to change the user password. The old
(current) and new passwords are entered interactively. Press Ent er after typing each password.

The CLI prompts once for the old password, and then twice for the new password. The password
can be a maximum of 100 characters in length and include any character that is entered from a US
keyboard.

Creating an API token

The REST API requires permission to run commands. To access the server to run REST API
commands, an authentication API token must be generated for the user. Each API token is unique and
has an optional expiration setting. An expiration can be set for an API token. When a token expires, it
can no longer be used and a new token must be generated to continue running REST API commands.
It is a best practice to set an expiration on a token for the duration of time it will be used. The expiration
can set by using the - - t i neout option with a time indicator of mfor minutes, h for hours, d for days,
and wfor weeks. Enter a numeric value followed by a time indicator. For example, 15m 1h, 2d, and 3w.
The indicators are not case-sensitive and only one time value is accepted.

Use the pureadm n create --api-token command to create an API token. In the following
example, an API token is created for pur euser and expires in 2 days:

pureadni n create --api-token pureuser --tineout 2d

Nane APl Token Creat ed Expi res

pureuser T-c3f9e02d- 7ff 7- 44bd- b6al-f 7eggl3419 2017-07-23 09: 05:21 PDT 2017-07-25 09:05: 21
Viewing API tokens

The pureadnin |ist --api-token command lists all active API tokens for the array. Expired API
tokens will not be shown. Use the - - expose option to unmask the current user's API token.

Name: Lists the User names.
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APl Token: Active tokens for APl access.
¢ Created: API token creation time.

+ Expires: Expiration time of the API token.

Refreshing User Roles

Permission groups (roles) are set using the pur eds r ol e command. If a user's permission group
has been changed, the pur eadmi n refresh command is used to either refresh a user's group, or
clear the directory service role cache to ensure the users' privileges in the array are up to date. The
pureadmin refresh command cannot be used without - - cl ear option and/or the USER argument.

When a user is assigned to multiple groups, for security purposes, the privileges for the more restrictive
group are inherited by the user. However, because the directory service cache is cleared every 8 hours,
the user may retain privileges from the original group. Use the pur eadni n ref resh USER command
to refresh the group (and privileges) for the specified user; the privileges associated with the "new"
group then take immediate effect. Use the pur eadni n refresh --cl ear command to clear the
directory service role cache for all array users.

One exception to this rule is users assigned the Ops Admin role—users assigned the Ops Admin role
and any other role are denied the ability to log into the FlashBlade array. If there is an error with the
directory service configuration on the FlashBlade array, contact a user with Array Admin privileges to
resolve the issue. If the LDAP server is configured incorrectly, contact your LDAP server administrator.
The alert issued in the case where a user is denied access due to being assigned the Ops Admin and
another role, provides additional information to help resolve the issue.

Examples
Example 1
pureadmnmi n setattr --password pureuser

Changes the password for the pureuser administrative account. Type the old (current) password, and
then press Ent er . Type the new password, and then press Ent er . Type the new password again, and
then press Ent er .

Example 2

pureadmnmi n del ete --api-token pureuser

Deletes the API token for the pureuser administrative account.
Example 3

pureadmi n refresh FB userl

In this example, user FB_user 1 was originally assigned to the Storage Admin group. FB_user 1
moved to a new team and was subsequently assigned to the ReadOnly group. In order to immediately
remove Storage Admin privileges from FB_user 1, the pur eadm n refresh command is run.
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Example 4
pureadni n refresh --cl ear
Clears the directory service role cache for all array users.

See Also
pureds(1) [133]

Author

Pure Storage Inc. <docunent f eedback@ur est or age. conp
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purealert

purealert, purealert-create, purealert-delete, purealert-disable, purealert-enable, purealert-list,
purealert-flag, purealert-unflag, purealert-test — manages alert history and the list of designated alert
watchers to which Purity//FB sends email notifications when significant events occur in an array

Synopsis

pureal ert create { watcher } ADDRESS...
pureal ert delete { watcher } ADDRESS...
pureal ert disable { watcher } ADDRESS...
pureal ert enable { watcher } ADDRESS...
purealert flag [ID...]

purealert unflag [ID...]

purealert list [ --cli | --csv | --nvp ] [ --closed | --closed-only ] [--notitle]
--watcher [ --unflagged | --unflagged-only ] [--filter FILTER] [--sort SORT] [--
limit LIMT] [--raw] [--page] [ID...]

pureal ert test { watcher } [ADDRESS...]

Arguments

ADDRESS
Any valid email address.

I D
Unique, numeric ID assigned by the array to each alert.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--cl osed
Display all alerts including closed alerts.

--cl osed-only
Display only the closed alerts.

--unfl agged
Display alerts including unflagged alerts.

--unfl agged-only
Display only unflagged alerts.

- -wat cher
Lists the email addresses of designated alert watchers and the alert status (enabled or disabled)
of each watcher.
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Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--CSv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--filter
Displays only the rows that meet the filter criteria specified.
--limt
Limits the size of the list output to the specified maximum number of rows.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

--sort
Sorts the list output in ascending or descending order by the column specified.

Description

Purity//FB generates an alert whenever the health of a component degrades or a capacity threshold is
reached. Alerts can also be sent as email notifications to designated alert watchers.

The pur eal ert command displays and manages the alerts that are generated by Purity//FB.

Viewing Alerts

The pureal ert | i st command displays a list of all flagged and unclosed alerts on the FlashBlade
array that have been generated by a hardware, software, or array event. Each alert in the list output
includes the following information:

» ID: Unique number assigned by the array to the alert. ID numbers are assigned to alerts in
chronological ascending order.

*  Flagged: Alerts can be flagged as a way to call attention to certain alerts. Flagged alerts will be
indicated as Tr ue and unflagged alerts are indicated as Fal se.
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» Code: Pure Storage alert code number that identifies the type of alert event.

» Severity: Alert severity, categorized as cri ti cal , war ni ng, ori nf o.

Critical alerts are typically triggered by service interruptions, major performance issues, or risk
of data loss, and require immediate attention. For example, Purity//FB triggers a critical alert if a
FlashBlade has been removed from the chassis.

Warning alerts are of low to medium severity and require attention, though not as urgently
as critical alerts. For example, Purity//FB triggers a warning alert if it detects an unhealthy
FlashBlade that is still processing data.

Informational (Info) alerts inform users of a general behavior change and require no action. For
example, Purity//FB triggers an informational alert if the NFS service is unhealthy.

- State: Current state of the alert. Possible states include: open, cl osed, cl osi ng, and
wai ti ng to downgrade.

An alert goes from open state to cl ose state when the issue is completely resolved, such as
when a blade has been removed from the chassis. If the blade is then reinserted and pulled
again, a new alert will be generated.

Certain alerts are generated due to intermittent issues. Examples include temperature sensors
reporting values outside of normal operating range and space usage exceeding certain
capacity thresholds. These types of alerts can go from open stateto cl osingorwaiting to
downgr ade states.

And alert goes from open state to cl osi ng state when it is no longer an issue. After the alert
remains in cl osi ng state for 24 hours without change, it goes into cl osed state.

An alert goes from open state towai ti ng t o downgr ade state when the issue becomes less
severe. After the alert remains inwai ti ng t o downgr ade state for 24 hours without change,
the alert severity is downgraded. For example, when array capacity reaches 100%, a critical
alert is issued with an open state. When array capacity drops below 100%, the alert changes to
wai ting to downgrade state. After the array has remained at less than 100% but more than
90% capacity for 24 hours, the alert severity is downgraded to war ni ng.

+ Created: Date and time the alert was first generated and initial alert email notifications were sent
to alert watchers.

+ Last Seen: Most recent date and time Purity//FB saw the issue that generated the alert.

* Subject: Alert details.

Add the - - wat cher option to display a list of email recipients that have been designated as alert
watchers.

Creating Alert Watchers

An alert watcher is an email recipient who has been designated to receive email notifications every time
an alert is generated on the array. The sending account name for Purity//FB alert email notifications is
the array name at the configured sender domain.

Run the pureal ert create wat cher command to add alert watchers. The ADDRESS argument that
must be included in the command represents the alert watcher's email address. Before adding an alert
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watcher, verify that alert notifications can reach the watcher's destination email address by sending a
test message using the pureal ert test watcher command with the ADDRESS argument.

Once added, an alert watcher starts receiving alert email notifications.

To view a list of alert watchers, run the pureal ert |i st --watcher command.

Sending Test Messages

The pureal ert test watcher command tests an array's ability to send email notifications to alert
watchers, designated or not. Two types of test messages can be issued:

- Before creating an alert watcher, send a test message to the alert watcher's email
address to ensure alert notifications can reach the intended destination. To do this, run
pureal ert test watcher withthe ADDRESS argument.

* Atany time, send a test message to all of the enabled alert watchers to ensure alert notifications
reach their intended destinations. To do this, run pureal ert test watcher.

Running the pur eal ert test wat cher command returns the following information for each alert
watcher:

* Accepted: Indicates whether the test message has successfully left the array. An Accepted
status of Tr ue indicates that the test message has successfully left the array. If the Accepted
status is Fal se, see the Error column for the reason why the test message failed.

* Error: Reason why the test message failed to leave the array.

Enabling and Disabling Alert Watchers

Alert watchers can be in enabled or disabled status.

Alert watchers who are in enabled status receive alert email notifications. When an alert watcher is
created, its watcher status is automatically set to enabled status.

Alert watchers who are in disabled status do not receive alert email notifications. Disabling an alert
watcher does not delete the recipient's email address - it only stops the watcher from receiving alert
notifications.

Enable and disable alert watchers at any time by running the respective
pureal ert enabl e watcher and pureal ert di sabl e wat cher commands.

To view a list of alert watchers and their enabled/disabled statuses, run the pureal ert 1ist --
wat cher command.
Alert Flags

Alerts can be flagged or unflagged to help the administrator manage alerts. By default, alerts are
flagged. To unflag an alert, set the attribute to Fal se by running the pur eal ert unfl ag command.
To flag an alert, set the attribute to Tr ue by running the pureal ert f| ag command.
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Deleting Alert Watchers

The pureal ert del et e wat cher command deletes an alert watcher's email address. Once
an email address has been deleted, the corresponding alert watcher will no longer receive alert
notifications.

Examples
Example 1
purealert |ist

Displays a list of all alerts on the FlashBlade array that have been generated by a hardware, software,
or array event.

Example 2

purealert |ist --watcher

Displays a list of alert watchers that have been created on the array and the enabled/disabled status of
each watcher.

Example 3

pureal ert test watcher walterwatcher@xanpl e.com
pureal ert create watcher walterwatcher @xanpl e.com
pureal ert test watcher

Sends a test message to wal t er wat cher @xanpl e. com After verifying receipt of the test message
by wal t er wat cher @xanpl e. com designates wal t er wat cher @xanpl e. comas a watcher

to receive Purity//FB alert notifications. Sends a test message to all enabled watchers, including

wal t er wat cher @xanpl e. com

Example 4
pureal ert del ete wat cher wendywat cher @xanpl e. com al exal ert @xanpl e. com

Removes wendywat cher @xanpl e. comand al exal ert @xanpl e. comas alert
watchers. Alert notifications will no longer be sent to wendywat cher @xanpl e. comand
al exal ert @xanpl e. com

Example 5

pureal ert di sabl e watcher aartieal ert @xanpl e. com

Prevents Purity//FB from sending alert notifications to alert watcher aarti eal ert @xanpl e. com
Example 6

purealert unflag 2
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Unflag alert ID 2 by setting the parameter to Fal se.

See Also

purearray(1) [109], puresupport(1) [217]
Author

Pure Storage Inc. <docunent f eedback@ur est or age. conp
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purearray

purearray, purearray list, purearray rename, purearray setattr — displays and manages the array
attributes
purearray-monitor — monitors array |/O performance

Synopsis

purearray list [ --historical { 3h | 1d | 7d | 30d | 1y } 1 [ --ntpserver | --

rel ayhost | --senderdomain | --space ] [ --cli | --¢csv | --nvp ] [--notitle] [--raw]
purearray monitor --client [CLIENT]... --filter FILTER --limt LIMT --sort SORT
[ --historical { 5m| 3h | 1d | 7d | 30d | 1y } | [--interval SECONDS] |[--repeat
REPEAT- COUNT] [--size] ] [[ --protocol { http | nfs | snb | s3} ] | [ --protocol-
specific { http | s3 } ]] [--csv] [--notitle]

purearray rename NEW NAMVE

purearray setattr { --ntpserver NITP-SERVER | --relayhost RELAY-HOST | --
sender donmai n SENDER- DOVAI N }

Arguments

NEW NAVE
Name by which the array is to be known after the command executes.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--client [CLIENT]
Displays client-specific /0O performance information for all clients. You can optionally specify a
single client or a comma-separated list of clients. Clients must be specified as an IP address
and port combination. Wildcard client names are also supported. This option requires the - -
pr ot ocol nfs option.

--filter FILTER
Specifies a custom filter to display client-specific performance information. This option is allowed
for use with only the - - cl i ent option.

--historical TIME
Displays historical data for performance or storage consumption over the specified range of time.
Valid time range options for the noni t or subcommand include: 5 minutes, 3 hours, 1 days, 7
days, 30 days, and 1 year.

Valid time range options for the | i st subcommand include: 3 hours, 1 days, 7 days, 30 days,
and 1 year.
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--interval SECONDS
Sets the number of seconds between displays of real-time performance data. At each interval,
the system displays a point-in-time view of the performance data. If omitted, the interval defaults

to every 5 seconds.

--limt LIMT
Specifies the number of clients with client-specific performance displayed. By default 100 clients
are displayed. A maximum of 100,000 is allowed. This option is allowed for use with only the - -
cl i ent option.

--nt pserver NTP- SERVER
Displays or sets the hostnames or IP addresses of the NTP servers used by the array to
maintain reference time.
When used with pur earray set attr, if specifying an IP address, for IPv4, specify
the IP address in the form ddd. ddd. ddd. ddd, where ddd is a number ranging from
0 to 255 representing a group of 8 bits. For IPv6, specify the IP address in the form
XXXX T XXXXT XXXXT XXXX T XXXX: XXXX: XXXX: XXXX, where XxXXxX is a hexadecimal number
representing a group of 16 bits. When specifying an IPv6 address, consecutive fields of zeros
can be shortened by replacing the zeros with a double colon (: : ).

--protocol PROTOCCL
Displays array-wide real-time and historical I/O performance information for the specified
protocol, either htt p, nf s, s3, or snb.

--protocol -speci fi c PROTOCOL
Displays array-wide real-time and historical I/O performance information in the format for the
specified protocol. Valid only for ht t p and s3.

--rel ayhost [ RELAY- HOST]
Note: The purearray setattr --relayhost command has been deprecated and should
not be used. To set SMTP attributes, use the pur esnt p command.

--repeat REPEAT- COUNT
Sets the number of times to display real-time performance data. If omitted, the repeat count

defaults to 1.

--senderdonai n [ SENDER- DOVAI N|
Note: The purearray setattr --senderdonmai n command has been deprecated and
should not be used. To set SMTP attributes, use the pur esnt p command.

--size
Displays the average I/O sizes per read, write, and all operations. The information appears in the
B/op columns of the output.

--sort SORT
Specifies a custom sort be applied to client-specific performance information. This option is

allowed for use with only the - - cl i ent option.
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- - space
Displays array size and storage consumption details, including usable capacity and physical
storage consumption, and array parity.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--CSv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

Description

The pur ear r ay command displays and manages the FlashBlade array attributes.

Viewing Array Attributes

The purearray |i st command displays FlashBlade array attributes, including array name, array ID,
and Purity//FB version and revision numbers.

Purity//FB CLI dates and times are displayed in the time zone of the array, which is set during
FlashBlade installation. The arrays maintain time synchronization by interacting with the NTP server.
Include the - - nt pser ver option to display the Network Time Protocol (NTP) servers used by the array
to maintain reference time. Run the purearray setattr --ntpserver command to change the
NTP servers on the array.

Include the - - space option to display a point-in-time view of the array size and storage consumption.
Combine the - - space and - - hi st ori cal options to display historical storage consumption over
any of the following ranges of time: 3 hours, 1 day, 7 days, 30 days, or 1 year. See the list of storage
consumption details:

» Capacity: Total usable capacity of the array.

» Parity: Percentage of data that is fully protected. The percentage value will drop below 100% if
the data isn't fully protected, such as when a blade is pulled and the array is rebuilding the data
to bring it back to full parity.
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- Data Reduction: Ratio of the size of the written data (i.e. Used) versus the amount of space the
data occupies after data compression (i.e. Physical).

+ Live: Amount of space that the written live data occupies on the array after reduction via data
compression.

+ Snapshots: Amount of space occupied by data unique to one or more snapshots.
+ Shared Space: Amount of space that is shared with other file systems and snapshots.
+  System: Amount of space occupied by internal array metadata.

+ Total: Total amount of space on the array.

Monitoring Array Performance

The pur earray noni t or command displays real-time and historical I/O performance information for
the whole array. The output includes the following data about bandwidth, IOPS, and latency:

*  Time: Current time.
» Bls: Number of bytes read/written.
* op/s: Number of read/write requests processed per second.

» usl/op: Average arrival-to-completion time, measured in microseconds, for a host read/write
operation.

+ Blop: Average /O size per read, write, and all operations. Include the - - si ze option to see the
B/op columns.

Include the - - hi st ori cal option to display historical performance data over any of the following
ranges of time: 5 minutes, 3 hours, 1 day, 7 days, 30 days, or 1 year.

By default, the pur earray nonit or command displays real-time performance data. Include the

- -repeat option to specify the number of times to repeat the real-time update. If not specified,

the repeat value defaults to 1. Include the - - i nt er val option to specify the number of seconds
between each real-time update. At each interval, the system displays a point-in-time snapshot of the
performance data. If not specified, the interval value defaults to every 5 seconds. The - - i nt er val
and - - r epeat options can be combined.

With the - - pr ot ocol option, pur earray noni t or displays performance information for the
specified protocol.

With the - - pr ot ocol - speci fi ¢ option, pur earray nonit or displays performance information
that is related only to the specified protocol. With the - - pr ot ocol - speci fi ¢ htt p option, the
performance information reflects the array's files and directories for which HTTP access is enabled:

* op/s: Number of read/write requests processed per second for this file or directory.

» us/op: Average arrival-to-completion time, measured in microseconds, for a host read/write
operation for this file or directory.

With the - - pr ot ocol - speci fi ¢ s3 option, the performance information reflects the array's buckets
and objects:
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» opl/s: Number of read/write requests processed per second for this bucket or object.

» usl/op: Average arrival-to-completion time, measured in microseconds, for a host read/write
operation for this bucket or object.

Synchronizing the Array Time

Purity//FB CLI dates and times are maintained in the time zone of the array, which is set during
FlashBlade installation. The arrays maintain time synchronization by interacting with the NTP server.
The purearray setattr --ntpserver command sets the Network Time Protocol (NTP) servers,
completely replacing any previous NTP server assignments.

Renaming the Array

The pur earray renanme command changes the current name of the array to the new name (NEW
NAME). The name change is effective immediately and the old name is no longer recognized in CLI or
GUI interactions. In the Purity//FB GUI, the new name appears upon page refresh.

Viewing Client Performance

Important note! The - - cl i ent option can only be used with the - - prot ocol nf s option.
Additionally, the - - hi st ori cal option cannot be used with the - - cl i ent option as I/O statistics are
currently only collected instantaneously.

The purearray nonitor --client [CLIENT] command is provided to sample and display
client statistics. Used without specifying a specific client or list of clients, I1/0O performance statistics are
displayed for all clients. By default, the data for 100 clients is displayed. However, the data for up to
100,000 clients can be displayed by using the --1i m t LI M T option. Additional filtering and sorting
can be applied using the - -fil ter and --sort options.

Examples
Example 1
purearray |list --csv

Displays a CSV output of the array attributes, including the FlashBlade array name, array ID, and
Purity//FB version and revision numbers.

Example 2

purearray |ist --space

Displays array size and storage consumption details.
Example 3

purearray |ist --ntpserver

Displays the hostnames or IP addresses of the NTP servers that are currently configured on the array.
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Example 4

purearray |list --space --historical 3h

Displays the historical space usage of the array over the past three (3) hours.
Example 5

purearray nonitor --historical 5m--csv

Displays a CSV output of historical performance data for the local array over the past five (5) minutes.
Example 6

purearray nonitor --protocol snb

Displays real-time performance data for the SMB protocol only.

Example 7

purearray nonitor --repeat 20 --interval 10

Displays real-time performance data for the whole array. Twenty (20) point-in-time updates are
displayed, with each update taken every ten (10) seconds.

Example 8

purearray setattr --ntpserver MyNTPServer1l.com MyNTPServer2.com

Assigns NTP servers MyNTPSer ver 1. comand MyNTPSer ver 2. comas the array's sources for
reference time, replacing any previous NTP server assignments.

Example 9
purearray nonitor --protocol nfs --client
Displays client-specific /O performance statistics.

See Also

purealert(1) [103], purearray(1) [109], puredns(1) [131], purefs(1) [141], purehw(1) [164],
purenetwork(1) [189], puresmtp(1) [210], puresubnet(1) [213], puresupport(1) [217]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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pureblade

pureblade, pureblade-evac, pureblade-list — evacuates data from a blade or displays blade attributes
Synopsis

pureblade list [ --csv | --nvp ] [--notitle] [--target] [--total] [--sort SORT]
[--1limit LIMT] [--page ] [--raw ] [BLADE...]

Arguments

BLADE
Blade name.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--total
Follows output lines with a single line containing column totals in columns where they are
meaningful.

Options that control display format:

--CSv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

Options that manage display results:

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.
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--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

Viewing blade information

Run the pur ebl ade |1 st command to list all of the blades on the array and their attributes, including
the status of each blade. Each blade in the list output includes the following information:

Name: Blade name.
- Status: Blade status. Possible blade statuses include:

critical
Component requires immediate attention. Contact Pure Storage Support at
support@purestorage.com.

heal t hy
Component is performing as expected.

i dentifying
Component is functioning, but not yet initialized.

unheal t hy
Component is not performing as expected.

unknown
Insufficient information to determine a state for this device.

unused
Slot is currently empty, as expected.

» Capacity: Provisioned size.

* Details: Blade creation date.

Include the - - t ot al option to display the total raw size of all blades.
Examples

Example 1

pur ebl ade 1i st

Displays the attributes of each blade component in the chassis.
Example 2

purebl ade |ist CHl. FB15

Displays the attributes of blade CH1. FB15.
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See Also

purearray(1) [109], puresupport(1) [217]
Author

Pure Storage Inc. <docunent f eedback @ur est or age. conp
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purebucket

purebucket, purebucket-create, purebucket-destroy, purebucket-eradicate, purebucket-monitor,
purebucket-recover, purebucket-list — creates, manages, and displays buckets and their contents.

Synopsis

purebucket create --account ACCOUNT BUCKET. ..
purebucket destroy [BUCKET...]
purebucket eradicate [ BUCKET...]

purebucket list [ --csv | --nvp ] [--space] [--total] [--total-only] [--filter
FILTER] [--sort SORT] [--raw] [--limt LIMT] [--page] [BUCKET...]

purebucket monitor [--csv] [--notitle] [--raw] [--filter FILTER] [--sort SORT] [--
limt LIMT] [--page] --protocol {s3} [--interval | NTERVAL] [--repeat REPEAT] [--

size] [--total] [--total-only] [--historical {1d | 1y | 30d | 3h | 7d}] [BUCKET...]
purebucket recover [BUCKET...]

Arguments

BUCKET
Bucket name or names (space-separated list). Filters output by the specified bucket names
when used with the | | st sub-command.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--account ACCOUNT
Specifies the bucket's account.

--historical {1d | 1y | 30d | 3h | 7d}
Displays historical data at the given resolution.

--interval | NTERVAL
The number of seconds between real-time updates specified as an integer and a multiple of 30.
The default is 30 seconds.

- - pendi ng
Lists buckets including pending eradication.

- - pendi ng-onl y
Lists only buckets pending eradication.

--protocol -speci fi c PROTOCOL
Adds or removes file system protocol settings when used with the pur ebucket nonitor
command. FlashBlade file systems supports the (case-sensitive) s3 protocol.
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This option is required with the pur ebucket noni t or command. PROTOCOL must be specified
as s3 when used with purefs noni tor --protocol -specific.

--repeat REPEAT
The number of times to repeat a real-time update. The default is one.

--size
Displays the average I/O sizes per read, write, and all operations.

- - space
Displays the size and storage consumption details for each bucket.

--total
Follows output lines with a single line containing column totals in columns where they are
meaningful.

--total -only
Displays a single line containing column totals in columns where they are meaningful.

Options that control display format:

--CSsv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

Creating Buckets

To create a bucket, use the pur ebucket create --account BUCKET command.
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Destroying Buckets

To destroy a bucket, issue the pur ebucket destroy BUCKET command. When a bucket is
destroyed, it enters a 24-hour eradication pending period. During this time, the bucket and its contents
can be recovered. When the 24-hour eradication pending period has lapsed, Purity//FB starts
reclaiming storage space. During this time, the bucket can no longer be recovered.

Recovering Buckets

Destroyed buckets have 24 hours to be recovered by using the pur ebucket recover BUCKET
command. Once 24 hours has expired, the system begins eradicating the bucket, at which point the
bucket is no longer recoverable.

Eradicating Buckets

During the eradication pending period, you can manually eradicate the destroyed buckets to reclaim
physical storage space by using the pur ebucket eradi cat e BUCKET commnad. Once reclamation
starts, the destroyed buckets can no longer be recovered.

Viewing Buckets

Run the pur ebucket |i st command to list buckets on the array and the used space of each. The
output includes the following information for each bucket listed:

* Name: Bucket name.

* Account: The account name.

* Used: The amount of used space.

+ Created: The bucket's creation date.

* Versioning: The bucket's versioning state: none, enabl ed, or suspended.

Include the - - space option to add the following storage consumption details for each bucket:

- Data Reduction: Ratio of the size of the written data (i.e. Used) versus the amount of space the
data occupies after data compression (i.e. Physical).

+ Physical: Amount of space that the written data occupies on the array after reduction via data
compression.

Bucket Versioning

Bucket versioning allows multiple variants of an object in the same bucket. Buckets can be in three
different versioning states: non-versioned, versioning-enabled, and versioning-suspended. All buckets
are initially created in a non-versioned state. Bucket versioning is enabled and managed using the
FlashBlade Object Store REST API. Once you enable versioning on a bucket, every object in the
bucket automatically retains the entire history on every update, and that bucket can never return to the
non-versioned state. However, you can suspend versioning on that bucket.

In a non-version bucket, each object name has only one version. This is always the current version.
Issuing a PUT request through the Object Store REST API on an existing object name permanently
replaces the existing instance. Deleting an existing object name permanently destroys the object.
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In a versioning-enabled bucket, an object can have multiple versions for the same object name. Each
object name has one current version and either zero or multiple non-current versions. Issuing a PUT
request through the Object Store REST API on an existing object name results in that instance of the
object name becoming the most current version and the previous version becoming a non-current
version.

Issuing a GET or HEAD request with a version ID will retreive that specific version of the object name.
Issuing a GET or HEAD request without a version ID will retrieve the most current version. If the current
version of the object name is deleted, the next older version of the object name is promoted to the
current version.

The versioning-suspended state can prevent the number of versions from growing during PUT and
DELETE operations. In the version-suspended state, the PUT operation replaces a version introduced
during the version-suspended state with a new version, and the DELETE operation replaces a previous
version introduced in a version-suspended state with a delete marker.

For complete information about bucket versioning management, refer to the Pure Storage FlashBlade
Object Store REST API Guide.

Viewing Bucket Performance

The pur ebucket rnoni t or command displays real-time and historical I/O performance information
for buckets. The maximum number of buckets that can be monitored at one time is 5.

By default, the pur ebucket nonit or command displays real-time bucket performance data. Include
the - - r epeat option to specify the number of times to repeat the real-time update. If not specified, the
repeat value defaults to 1. Include the - - i nt er val option to specify the number of seconds between
each real-time update. At each interval, the system displays a point-in-time snapshot of a bucket
performance data. If not specified, the interval value defaults to every 30 seconds. The - - i nt er val
and - - r epeat options can be combined.

Include the - - si ze option to display the average performance data.

Include the - - hi st ori cal option to display historical bucket performance data over any of the
following ranges of time: 3 hours, 1 day, 7 days, 30 days, or 1 year.

The output includes the following bucket performance data about bandwidth, IOPS, and latency:
*  Name: Bucket name.
« Time: Point-in-time of the displayed bucket performance data.
+ Bls (read): Average number of bytes per read operation.
+ Bls (write): Average number of bytes per write operation.
» opl/s (read): Average number of read operations processed per second.
* opl/s (write): Average number of write operations processed per second.
» opl/s (other): Average number of metadata operations processed per second.
+ us/op (read): Average time, measured in milliseconds, to process a read request.

+ usl/op (write): Average time, measured in milliseconds, to process a write request.
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» us/op (other): Average time, measured in milliseconds, to process a metadata operation
request.

- Blop (read): Average bytes per read operation processed.
- Blop (write): Average bytes per write operation processed.

+ Blop (all): Average byte size per read, write, and all operations processed.
Examples
Example 1
pur ebucket i st
Displays each bucket on the array and its details.
Example 2
pur ebucket |list --space --total-only

Displays a one-line summary of the Used space, Data Reduction, and Physical space for all buckets on
the array.

Example output:

Narme Account Used Dat a Reduction Physical Object Count
(total) - 110.74T 1.7 to 1 63.37T 10
Example 3

pur ebucket |ist --pending

Displays all buckets, including those buckets pending eradication. If there are buckets pending
eradication, the the Ti e Remai ni ng column displays the time until the bucket is eradicated.

Example 4

pur ebucket create --account 1234 bucket 1

Creates a bucket (bucket 1) for account 1234.

Example 5

pur ebucket destroy bucketl1

Destroys bucket 1. The bucket moves into pending eradication state.
Example 6

pur ebucket recover bucketl
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Recovers previously destroyed bucket 1 and its data.

Example 7

pur ebucket eradicate bucket1

Permanently removes bucket 1 and its data.

Example 8

pur ebucket nonitor --interval 120 --repeat 10 bucketl
Display bucket 1 performance data 10 times every 120 seconds.
Example 9

pur ebucket nonitor --historical 1y bucketl1l bucket 2

Display one years worth of historical performance data for bucket 1 and bucket 2.

Author

Pure Storage Inc. <docunent f eedback @ur est or age. conp
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purecert

purecert, purecert-add, purecert-create, purecert-delete, purecert-group-add, purecert-group-create,
purecert-group-delete, purecert-group-list, purecert-group-remove, purecert-list, purecert-remove,
purecert-setattr — displays and manages FlashBlade SSL and CA certificates

Synopsis

purecert add [--group CERTIFI CATE- GROUP] CERTI FI CATE. . .

purecert create [--ca-certificate] [--type TYPE] CERTI FI CATE

purecert delete CERTI FI CATE

purecert group add [--certificate CERTIFICATE] CERTI FI CATE- GROUP. . .

purecert group create CERTI FI CATE- GROUP. . .

purecert group del ete CERTI FI CATE- GROUP. . .

purecert group list [--use] [ --cli | --csv | --nvp ] [--notitle] [--filter FILTER]
[--sort SORT] [--raw] [--limt LIMT] CERTIFI CATE- GROUP. ..

purecert group remove [--certificate CERTIFICATE] CERTI FI CATE- GROUP. . .

purecert list [ --certificate | --intermedi ate-certificate | --group | --use ] [ --
cli | --csv | --nvp ] [--notitle] [--filter FILTER] [--sort SORT] [--raw] [--limt
LIMT] [--page] CERTIFI CATE. ..

purecert remove [--group CERTIFI CATE- GROUP] CERTI FI CATE. . .

purecert setattr --certificate [--internediate-certificate] [--key] [--passphrase]
CERTI FI CATE

Arguments

CERTI FI CATE
The SSL or CA certificate name.

CERTI FI CATE- GROUP
The certificate group name.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--ca-certificate
Import a Certificate Authority (CA) certificate. The FlashBlade array uses a CA certificate to verify
the authenticity of configured LDAP servers to establish communication over a TLS (Transport
Security Layer) protocol.

--certificate
Displays or imports the certificate.
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--internmedi ate-certificate
Displays or imports the intermediate certificate chains.

--group
Displays the group membership name and associated certificates when used with pur ecer t
| i st. Adds a group membership name and certificate when used with purecert add and a
CERTI FI CATE- GROUP name.

--key
Private key of the certificate to import.

- - passphrase
Passphrase used to decrypt the private key.

--type
Indicates the type of certificate to create. The types can be arr ay or ext ernal . Anarray
certificate type is used by clients to validate the array and requires a private key. For example,
the FlashBlade array shows this type of certificate to an S3 client. An ext er nal certificate type
is used when the FlashBlade array acts as a client to validate a server and no private key is
required.

--use
Displays the how the certificate is being used. Directory services is the only type of usage
available at this time.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSVv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--notitle
Lists information without column titles.
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--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

The pur ecert command allows you to perform tasks to manage your certificates used by Purity//FB.
Purity creates a self-signed certificate and private key when you start the system for the first time. You
can use the default SSL certificate or import a certificate signed by a certificate authority (CA).

LDAP over TLS (Transport Layer Security) can be optionally configured to encrypt communication
between the FlashBlade array, acting as an LDAP client, and LDAP servers. In order to establish LDAP
over TLS, the LDAP server and FlashBlade must have mutually supported versions of TLS. FlashBlade
supports TLS versions 1.0., 1.1, and 1.2. The LDAP server must support at least one of these versions.
The highest matching TLS version on the LDAP server and FlashBlade is used.

Important! The LDAP over TLS configuration does not support NFS with NIS (Network Information
Service).

Certificate Group

LDAP over TLS requires that each LDAP server’s CA certificate be imported to the FlashBlade where
they can be used individually by the FlashBlade or grouped into CA certificate groups to verify the
LDAP server’s identity and establish communication over TLS. CA certificate groups are used to
manage multiple trusted certificates issued to different servers as a directory of certificates. A CA
certificate group can contain one or more CA certificates. A CA certificate can be used in multiple CA
certificate groups. CA certificates can be added, removed, or deleted without disruption to the services
using them as long as the certificates for any configured servers remain in the group. While a CA
certificate group is in use, it cannot be deleted, nor can you remove or delete all CA certificates in that
group.

Important! Adding multiple CA certificates in a certificate group which secure the same hostname can
produce undefined behavior --there is no guarantee which certificate will be used.

Import a Certificate

To import a new certificate with new attributes, run the pur ecert set attr command. Certificate
attributes include organization-specific information, such as country, state, locality, organization,
organizational unit, common name, and email address.

Certificate Administration

Run purecert |1 st to list the attributes of current certificate.

To export a certificate or an intermediate certificate, such as for backup purposes, run
purecert list --certificateorpurecert list --intermedi ate-certificate,
respectively.

These columns are displayed when issuing the purecert |i st command:
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+ Name: Name of the certificate or ca certificate.

+ Type: Certificate type can be arr ay or ext er nal .

« Status: It can be self-signed.

+ Key Size: Bit size of the certificate key.

+ Issued To: Certificate to whom it was issued.

+ Valid From: The certificate's creation date.

» Valid To: The certificate's expiration date.

* Country: Country name. Two-letter ISO code for the country where the organization is located.
- State/Province: Full name of the state or province where the organization is located.

* Locality: The city where the organization is located.

» Organization: Full and exact name in which the organization is legally registered. Organization
name should not be abbreviated and should include suffixes such as Inc, Corp, or LLC.

+ Organizational Unit: Name of the department within the organization that is managing the
certificate.

+ Email: Email address used to contact the organization.
Example 1
purecert setattr --certificate --key --internediate-certificate PURE
Imports the intermediate certificate and private key for the certificate named PURE.
Example 2
purecert setattr --certificate --key PURE
Imports the certificate and private key for the certificate named PURE.
Example 3
purecert group create Team Pure

Creates a certificate group named Team Pur e. Certificates can be added to the Team Pur e certificate
group.

Example 4

purecert group add --certificate PURE Team Pure

Adds the certificate PURE to the certificate group Team Pur e.
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See Also

pureadmin(1) [99], purearray(1) [109]
Author

Pure Storage Inc. <docunent f eedback @ur est or age. conp
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pureconfig

pureconfig — displays the commands required to reproduce an array's current object and system
configuration

Synopsis

pureconfig list [ --object | --system]
Options

None

Description

Displays an array's current configuration including array parameters, alert watchers, files systems,
network settings, and support configurations in the form of CLI commands that would be required to
reproduce the configuration on a newly-installed or unconfigured array. The output does not contain
delete or destroy subcommands and does not contain snapshot or other senstive information such as
passwords and access keys. Additionally, the output does not contain data that is not createable from
the pureuser access level such as special Pure Storage support settings or buckets created from the
Pure Storage FlashBlade Object Store REST API.

Run the pureconfig | i st command to list all object and system configurations. The output of the
command can be as used a script to configure a previously unconfigured array so that it is identical to
the array on which the command is executed.

Running the pur econfi g | i st command is roughly equivalent to running the following commands in
sequence:

purefs list --cli

pur eobj account list --cli

pur eobj user list --cli

pur eobj user access-key list --cli
purealert list --watcher --cli
purearray list --cli

purearray list --ntpserver --cli
puresntp list --cli

pureds list --cli

pureds gl obal list --cli
puredns list --cli

pur ehw connector list --cli
purelag list --cli

pur esubnet list --cli
purenetwork list --cli

pur esupport list --cli

Include the - - obj ect option to list only file system configurations.

Include the - - syst emoption to list only the array, network, alert watcher, and support configurations.
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See Also

purealert(1) [103], purearray(1) [109], puredns(1) [131], purefs(1) [141], purenetwork(1) [189],
puresupport(1) [217]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. conw
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puredns
puredns, puredns-list, puredns-setattr — displays and manages the DNS attributes of the array
Synopsis

puredns list [ --cli | --csv | --nvp ] [--notitle]

puredns setattr [--domain DOVAI N [--nameservers NAVMESERVERS]

Arguments
None.
Options

-h | --help

Can be used with any command or subcommand to display a brief syntax description.

--domai n DOVAI N
Domain suffix to be appended by the array when performing DNS lookups. To remove the
domain suffix from Purity//FB DNS queries, set to an empty string ("" ).

--nanmeservers NAMESERVERS
Comma-separated list of up to three DNS server IP addresses. To clear the DNS server IP
addresses, set to an empty string (" " ). Once the DNS server IP addresses have been cleared,
Purity//FB stops making DNS queries.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--CSV
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

Description

The pur edns command displays and manages the DNS attributes for an array's administrative
network.
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Viewing DNS Attributes

The puredns | i st command displays the current DNS parameters, including domain suffix and
name servers, of the array. Include the - - cl | option to display the CLI command line that would
reproduce the array's current DNS configuration. This can, for example, be copied and pasted to create
an identical DNS configuration in another array, or saved as a backup.

Setting DNS Parameters

The pur edns set attr command sets the DNS parameters of the array. The - - donmai n option sets
the domain suffix to be appended to DNS queries. The - - naneser ver s option sets the list of DNS
name server IP addresses. The new list of DNS name servers replaces any name servers that are
currently configured on the array. Purity//FB queries the DNS servers in the order in which the name
server IP addresses are listed in this option.

Examples

Example 1

puredns |i st

Displays the domain suffix and name servers that are configured on the array.

Example 2

puredns setattr --domain nmydomain.com --naneservers 192.168. 0. 125, 192. 168. 1. 125

Sets the domain suffix mydonai n. comfor DNS searches. Also sets the IP addresses of two DNS
servers for Purity//FB to use to resolve hostnames to IP addresses.

See Also

purearray(1) [109], puresupport(1) [217]
Author

Pure Storage Inc. <docunent f eedback @ur est or age. conp
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pureds

pureds, pureds-disable, pureds-enable, pureds-list, pureds-role-list, pureds-role-setattr, pureds-setattr,
pureds-test — manages FlashBlade integration with a directory service
pureds-role-list, pureds-role-setattr — manages FlashBlade directory service roles

Synopsis

pureds di sabl e SERVI CE- NAME. . .

pur eds enabl e SERVI CE- NAME. . .

pureds list [--cli] [ --service-specific] [ --raw] SERVI CE- NAME. . .
pureds role list [--cli] [ROLE. ..]

pureds role setattr [--group-base GROUP- BASE] [--group GROUP] RCLE...

pureds setattr [--base-dn BASE-DN] [--bind-password] [--bind-user Bl ND- USER]
[--ca-certificate CA CERTI FI CATE] [--ca-certificate-group CA CERTI FI CATE_GROUP]
[--join-ou JON QU [--uri URI] [--nis-domain NI S DOVAI NS] [--nis-server

NI S_SERVERS] SERVI CE- NAME. . .

pureds test [--base-dn BASE-DN] [--bind-password] [--bind-user Bl ND- USER]
[--ca-certificate CA CERTI FI CATE] [--ca-certificate-group CA _CERTI FI CATE_GROUP]
[--join-ou JON QU] [--uri URI] [--nis-domain NI S DOVAINS] [--nis-server

NI S SERVERS] [--filter FILTER] [--sort SORT]

[--raw] SERVI CE- NAME. . .

Arguments

ROLE
Name of the role. The role can be r eadonl y, st or age_adni n, array_adni n, or ops_adni n.

SERVI CE- NAME
Name of the service. Values can be managenent , nf s, or snb.
Postional Arguments

list
Displays a roles attributes of a directory service. Must be used with the r ol e subcommand.

setattr
Modifies a roles attributes of a directory service. Must be used with the r ol e subcommand.
Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.
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- - base- dn BASE- DN
Base of the Distinguished Name (DN) of the directory service groups. For example,
DC=exanpl e, DC=com

- - bi nd- password
Displays a prompt from which the password of the bi nd- user account is entered interactively.
The - - bi nd- user option is required.

- - bi nd-user BI ND- USER
Username used to bind to and query the directory.
For Active Directory, enter the username - often referred to as the sAMAccountName or user
login name - of the account that is used to perform directory lookups. The username cannot
containthe characters” [ ] : ; | =+ * ? < >/ \,andcannot exceed 320 characters
in length.

For OpenLDAP, enter the full DN of the user. For example,
CN=John, O=User s, DC=exanpl e, DC=com

--ca-certificate CA _CERTIFI CATE
Name of the CA certificate used to validate server authenticity of configured LDAP servers for
communication over TLS (Transport Layer Security).

--ca-certificate-group CA CERTI FI CATE _GROUP
Name of the CA certificate group containing CA certificates. Using a CA certificate group offers
the array administrator the option of using multiple CA certificates to validate server authenticity
of multiple configured LDAP servers for communication over TLS (Transport Layer Security).

--join-ou JON QU
The relative DN of the organizational unit (OU) within your domain where the
system machine account is created when joining the domain for SMB. For example,
QU=Arrays, QU=St or age, OU=Ser vi ceMachi nes.

--group GROUP
Specifies the common name (CN) of the directory group being configured.

--group- base GROUP- BASE
Specifies the organizational unit (OU) path to the configured group.

--ni s-domai n NI S_DOVAI NS
The NIS Domain. For example, yp- exanpl e- domnai n.

--ni s-server NI S SERVERS
The comma-separated NIS server hostnames to NIS server Fully Distinguished Qualified Names
(FDQN) or IP addresses. For example, ser ver 1- exanpl e. com 188. 121. 25. 4.

--service-specific
Lists additional directory service attributes that are specific to individual services.

--uri URI-LIST
Comma-separated list of up to 30 Uniform Resource Identifiers (URIs) of the directory servers.
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For file sharing over SMB, the base DN (- - base- dn) of the directory service is used in place of
the URI to represent the LDAP URL.

Each URI must include the scheme | dap:// orl daps:// (for LDAP over SSL), a hostname,
and a domain name or IP address. For example, | dap: / / ad. conpany. comconfigures the
directory service with the hostname "ad" in the domain "company.com" while specifying the
unencrypted LDAP protocol.

If specifying a domain name, it should be resolvable by the configured DNS servers. See
puredns(1) [131] for more information.

If specifying an IP address, for IPv4, specify the IP address in the form ddd. ddd. ddd. ddd,
where ddd is a number ranging from O to 255 representing a group of 8 bits.

For IPv6, specify the IP address in the form

[ XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX] , where xxxXx is a hexadecimal number
representing a group of 16 bits. Enclose the entire address in square brackets ([ ] ). Consecutive
fields of zeros can be shortened by replacing the zeros with a double colon (: : ).

If the scheme of the URIs is | daps: //, SSL is enabled. SSL is either enabled or disabled
globally, so the scheme of all supplied URIs must be the same. They must also all have the
same domain.

If base DN is not configured and a URI is provided, the base DN will automatically default to the
domain components of the URIs.

Optionally specify a port. If a port number is specified, append it to the end of the address.
Default ports are 389 for Idap, and 636 for Idaps. Non-standard ports can be specified in the URI
if they are in use.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

Options that manage display results:

--filter
Displays only the rows that meet the filter criteria specified.

--sort
Sorts the list output in ascending or descending order by the column specified.

Description

The pur eds command manages the directory service settings of the FlashBlade array.
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To export a file system over NFS where a user might belong to more than 16 groups, the FlashBlade
array must be integrated with a directory service, such as Active Directory or OpenLDAP. To export a
file system over SMB, the FlashBlade array must be integrated with an Active Directory service.

The pur eds |i st command displays the current base configuration of the directory service.

The pur eds set attr command configures the directory service settings, including the URlIs, base
DN, OU, bind user, bind password, certificate, certificate group, NIS domain, and NIS server.

For file sharing over SMB, the base DN (- - base- dn) of the directory service is used in place of the
URI (- - uri ) to represent the LDAP URL.

A "bind" account must be configured to allow the array to read the directory. The bind account should
be tied to a service account (rather than an individual), and the account password should never expire
or be required to change periodically. The account must have read privileges for users and groups and
write permissions to add computer objects in Active Directory.

For Active Directory, users with disabled accounts will not be able to access the file systems.

You can optionally specify an OU for your FlashBlade to join within your active directory domain for
SMB using the pureds setattr --join-ou snb command. By default, FlashBlade creates its
machine account under Conput er s when joining an active directory domain. By configuring the
Join OU, the machine account is created within the configured OU rather than within Conput er s.
This allows use of a less privilged service account, without the create and delete permissions in
Comput er s, to be used as the bind user in your directory services configuration. This also provides
flexibility in grouping different storage array machine accounts into specific OUs, as well as flexibility
with associating security policies to specific OUs. If you wish to clear a previously set Join OU entry,
issue the pureds setattr --join-ou "" command.

Note: The pur eds test command does not check SMB status. Additionally, if the OpenLDAP server
is configured for SMB, the binding test will fail.

The pur eds test command tests the current directory service configuration. After configuring

the directory service settings, test the configuration to verify that the URIs can be resolved and the
FlashBlade array can bind and query the tree using the bind user credentials. Make sure the directory
server is accessible through a management interface before testing the directory service configuration.
For file sharing over SMB, make sure the Active Directory server is accessible through a management
interface before testing the directory service configuration.

The pur eds enabl e command enables the directory service, allowing users in the directory to access
the file systems. Enable the directory service after it has passed the directory service test.

The pur eds di sabl e command disables the directory service. This will stop any users in the
directory from accessing the file system.

Directory Services

The FlashBlade is delivered with a single local user, named pur euser , with array-wide (Array Admin)
permissions. Users can be added to the array through Lightweight Directory Access Protocol (LDAP) by
integrating the array with a directory service such as Active Directory or Open LDAP.

To integrate the FlashBlade array with a directory service,
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1. Configure the FlashBlade directory service.
2. Test the directory service configuration.

3. Enable the directory service.

When configuring the directory service for array management or SMB or NFS protocol integration with
LDAP, specify the URIs, base DN, and bind username and password of the directory service. Note that
for file sharing over SMB, the base DN of the directory service is used in place of the URI to represent
the LDAP URL.

Important note! Anonymous bind for NFS is allowed. If configuring an anonymous bind for NFS, both
the bind user and bind password are not specified.

A "bind" account must be configured to allow the array to read the directory. The bind account should
be tied to a service account (rather than an individual), and the account password should never expire
or be required to change periodically. The account must have read privileges for users and groups. Bind
account privileges should be configured at the Organizational Unit.

For Active Directory, users with disabled accounts are not able to access the file systems.

After the directory service has been configured, test the configuration to verify that the URIs can be
resolved and the FlashBlade array can bind and query the tree using the bind user credentials.

Enable the directory service after it has passed the directory service test. The directory service can be
disabled at any time. Disabling the directory service stops any users in the directory from accessing the
file system. In the case of management, disabling directory service prevents users from logging into the
array.

Configuring the directory service for protocol support

To export a file system over NFS where a user might belong to more than 16 groups, the FlashBlade
array must be integrated with a directory service such as Active Directory, OpenLDAP, or Network
Information Service (NIS). If configuring the NIS directory service for NFS, clear any existing LDAP
configurations before specifying the NIS servers and NIS domain. Note that NIS is only supported
for NFS. To export a file system over SMB, the FlashBlade array must be integrated with an Active
Directory service. The SMB account must have read privileges for users and groups, including write
permissions to add computer objects in Active Directory.

Configuring the directory service for SMB or NFS is a one-time process and is only required if you are
integrating the FlashBlade array with a directory service for protocol support.

Before you configure the directory service, verify that the DNS settings can be used to resolve the
directory server domain and server (pur edns |i st). For file sharing over SMB, also verify that the
FlashBlade array can access the directory service through a management interface (pur enet wor k
[ist).

For example, run the following commands to configure the directory service for file sharing over SMB:

pureds setattr --base-dn DC=nyconpany, DC=com
- - bi nd-user CN=John, OQU=User s, DC=myconpany, DC=com
- - bi nd- passwor d

pureds test snb
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pur eds enabl e snb

Configuring Roles

For LDAP users, role-based access control (RBAC) is achieved by configuring groups in the directory
that correspond to the following permission groups (roles) on the array.

Role Description

readonly Read Only users have read-only privileges to run commands that convey the
state of the array. Read Only users cannot alter the state of the array

storage_admin Storage Admin users have all the privileges of Read Only users, plus the
ability to run commands related to storage operations, such as administering
file systems and snapshots, as well as object store accounts, users, and
access keys. Storage Admin users cannot perform operations that deal with
global and system configurations.

array_admin Array Admin users can perform all FlashBlade operations.

ops_admin Ops Admin users have all the privileges of Read Only users, plus the ability
to run commands related to support operations, such as managing remote
assist sessions, phone home, and proxy settings. Ops Admin users cannot
perform operations that deal with storage or non-support global and system
configurations.

When a user connects to the FlashBlade, the array confirms the user's identity from the directory
service. The response from the directory service includes the user's group, which Purity//FB maps to a
role on the array, granting access accordingly.

If users are assigned to more than one role, an alert is issued. For security purposes, a user belonging
to more than one FlashBlade role will inherit the permissions of the most restrictive role. For example, a
user who has been assigned both the Storage Admin and Read Only roles will inherit the privileges of
the more restrictive Read Only role. Note that the user will continue to have privileges from the original
role until the directory service role cache is cleared (cache is automatically cleared every 8 hours). To
make new permissions take immediate effect, run the pur eadmni n r ef resh command.

One exception to this rule is users assigned the Ops Admin role—users assigned the Ops Admin role
and any other role are denied the ability to log into the FlashBlade. If there is an error with the directory
service configuration on the FlashBlade array, contact a user with Array Admin privileges to resolve the
issue. If the LDAP server is configured incorrectly, contact your LDAP server administrator. The alert
issued in the case where a user is denied access due to being assigned the Ops Admin and another
role, provides additional information to help resolve the issue.

As a best practice, after changing a user's role or management directory service configuration settings,
use the pur eadni n refresh command to refresh the user's role or clear directory service role cache
to ensure all user privileges are up to date.

For directory service-enabled accounts, user passwords to the FlashBlade are managed through the
directory service while API tokens are configured through Purity//FB.
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Examples
Example 1

pureds setattr --uri |daps://[2001: 0db8: 85a3: : ae26: 8a2e: 0370: 7334]
- - base- dn DC=myconpany, DC=com - - bi nd- user nane | dapreader snb

Sets the URI to IPv6 address 2001: 0db8: 85a3: : ae26: 8a2e: 0370: 7334 and the scheme to
| daps: // to enable SSL. Also sets the base DN to be the correct Domain Components and sets the
bind username as the username used to bind to and query the directory.

Example 2

pureds setattr --uri |daps://adl. nyconpany.com | daps://ad2. nyconpany. com
- - base- dn DC=myconpany, DC=com
- - bi nd- user CN=John, QU=User s, DC=nmyconpany, DC=com smnb

Sets the URI to both ad1. myconpany. comand ad2. myconpany. comand the scheme to | daps: //
to enable SSL. Also sets the base DN to be the correct Domain Components and sets the bind
username as the username used to bind to and query the directory.

Example 3

pureds setattr --nis-donmain yp-exanple-domain --nis-server yp-exanple.com 188.121.25.4 nfs

Nane Join OU NS Donmain NI S Server
nfs - yp- exanpl e- domai n yp- exanpl e. com
188. 121. 25. 4

Sets the NIS domain to yp- exanpl e- domai n and NIS servers to yp- exanpl e. comand
188. 121. 25. 4 for the NFS protocol.

Example 4

pureds list --service-specific nfs

Nane Join OU N'S Donmain NI S Server
nfs - yp- exanpl e- donmai n yp- exanpl e. com
188. 121. 25. 4

Displays the NFS configurations for NIS.
Example 5

pureds setattr --bind-user CN=John, OQU=User s, DC=nyconpany, DC=com - - bi nd- password snb
Ent er bi nd password:
Ret ype bi nd password:

Displays the interactive prompt for entering a password for the bind user account. The password is not
shown while typing, so a confirmation prompt is presented. If the passwords do not match, no change is
made.
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Example 6

pureds test management

Nane Enabl ed Conponent Nanme Conponent Address Destination
managenent True f i 10. 64. 240. 191 | dap://ir-1dap...
f 2 10. 64. 240. 192 | dap://ir-1dap...

Displays the output of testing the current management configuration.
Example 7

pureds role list array_adm n readonly

Name G oup G oup Base
array_admin pur eadmi ns OU=posi x
readonl y reader gr oup CN=next | evel _p, QU=posi x

Displays the associated group and group base for roles ar ray_admni n and r eadonl y.
Example 8

pureds role setattr array_adm n --group pureadm ns --group-base OU=posi x
Name G oup G oup Base
array_adm n pur eadm ns OU=posi x

Sets the role ar r ay_adm n as belonging to the group pur eadmi ns in the group base OU=posi x.

Example 9

pureds setattr --join-ou OU=nachi nes, Ol owsecurity, OU=st orage, Okservi ce snb
Nane Join QU

snb OU=rmachi nes, OU=l owsecuri ty, OU=st or age, OU=servi ce

Sets the join OU parameters for the active directory domain for SMB.
Example 10

pureds setattr --ca-certificate MyCert

Imports a CA certificate named MyCert .

See Also

pureadmin(1) [99], puredns(1) [131]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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purefs

purefs, purefs-add, purefs-create, purefs-destroy, purefs-disable, purefs-enable, purefs-eradicate,
purefs-list, purefs-monitor, purefs-nfs, purefs-recover, purefs-remove, purefs-setattr, purefs-smb,
purefs-snap — displays and manages the file systems and snapshots.

Synopsis

purefs add [ --protocol PROTOCCL | --policy POLICY ] FILE- SYSTEM..

purefs create [--size SIZE] FlI LE- SYSTEM ..

purefs destroy FILE- SYSTEM ..

purefs disable [--fast-renmpve-dir] [--snapshot-dir] [--hard-l1inmit] FILE- SYSTEM..

purefs enable [--fast-renove-dir] [--snapshot-dir] [--hard-linmit] [--ignore-usage]
FI LE- SYSTEM . .

purefs eradicate FI LE- SYSTEM ..

purefs list [ --pending | --pending-only ] [ --space | --protocol-specific { http
| nfs | snb } | --special-dir | --snap ] [ --cli | --csv | --nvp ] [--notitle] [ --
total | --total-only ] [--filter FILTER] [--sort SORT] [--raw] [--limit LIMT] [--

page] [FILE- SYSTEM. .]

purefs monitor [--csv] [--notitle] [--rawj [--filter FILTER] [--sort SORT] [--

limit LIMT] [--page] --protocol {nfs} [--interval | NTERVAL] [--repeat REPEAT]

[--size] [--total] [--total-only] [--historical {1d | 1y | 30d | 3h | 7d}] [FILE-
SYSTEM . . ]

purefs nfs {setattr} [--rules RULES] FILE-SYSTEM ..
purefs recover FILE-SYSTEM ..
purefs remove [ --protocol PROTOCCL | --policy POLICY ] FlLE- SYSTEM ..

purefs setattr [--ignore-usage] [--default-group-quota DEFAULT_ GROUP_QUOTA]
[--defaul t-user-quota DEFAULT_USER QUOTA] [--size Sl ZE] FILE- SYSTEM ..

purefs snb {setattr} [ --acl-node { native,shared } ] FILE-SYSTEM..
purefs snap [--suffix SUFFI X] FI LE- SYSTEM ..

Arguments
FI LE- SYSTEM
The file system or snapshot name.
Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.
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--acl - nrode MODE
Changes the SMB ACL mode of a protocol for one or more file system(s) to shar ed or nati ve
mode. The shar ed mode is set by default and shares UNIX-like ACL permissions between SMB
and NFS protocols, while the nat i ve supports Windows and UNIX-like ACLs and restricted
sharing of ACL permissions.

--fast-renove-dir
Enables or disables the . f ast - r enove directory for one or more file system(s).

--hard-limt
Enables or disables the hard limit on the provisioned size of a file system.

--ignore-usage
Ignores the current file system usage when setting the file system's virtual size. When specified
with the enabl e subcommand, the -- hard- | i m t option is required. When specified with the
set at t r subcommand, the - - si ze option is required.

--defaul t - group-quota DEFAULT_GROUP_QUOTA
Sets the default quota size for all groups in the file system. DEFAULT_GROUP_QUOTA must be
an integer followed by a capacity suffix: K,M,G,T,P, or E.

--defaul t -user-quota DEFAULT_USER_QUOCTA
Sets the default quota size for all users in the file system. DEFAULT_USER_QUOTA must be an
integer followed by a capacity suffix: K,M,G,T,P, or E.

--policy POLICY
Adds or removes a policy or policies from file systems. Enter multiple policies as a comma-
separated list.

--protocol PROTOCOL
Adds or removes file system protocol settings when used with the pur ef s add or
purefs renove command. FlashBlade file systems support the (case-sensitive) ht t p, nf sv3,
nf sv4. 1, and snb protocols. Enter multiple protocols as comma-separated values. Adding
htt p enables both htt p and ht t ps.
This option is required with the pur ef s noni t or command. PROTOCCL must be specified as
nf s (nf s is used to represent both NFSv3 and NFSv4.1) when used with puref s noni t or.

--protocol -speci fi c PROTOCCL
Displays protocol-specific attributes. FlashBlade file systems support the (case-sensitive)
htt p, nfs, and snb protocols. Note that nf s is specified to view attributes for both NFSv3 and
NFSv4.1.

--rul es RULES
Defines the Network File System (NFS) export rules for the given file system, completely
replacing the default set of rules. Rules can be applied to an individual client or a range
of clients. Valid export options are rw, r o, r oot _squash, no_r oot _squash, and
fileid_32bit.
By default, the export options are: r 0, r oot _squash.
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Important note! To prevent the shell from interpreting the following options as wildcards and
other globs, and because rule strings can contain spaces, RULES should always be protected
with single quotes. For example:

--rules "*(rw) -ro 10.20.255. 1(no_r oot _squash)’
The examples below are partial rule strings, so we omit the quotation marks.

Client specifications have multiple formats, where d denotes a base 10 decimal digit, and x
denotes a hexadecimal number:

¢ |Pv4 IP address: ddd. ddd. ddd. ddd
IPv4 Netmask: ddd. ddd. ddd. ddd/ dd

e |Pv6 IP address: XxXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX
IPv6 Netmask: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX/ ddd
* Represent all clients with an asterisk: *

To apply options to a single client specification, append a comma-separated list of options within
parentheses. For example:

10. 20. 255. 2(rw, no_r oot _squash)
*(rw, no_root_squash)

To apply rules to multiple client specifications, include a dash (-) followed by a comma-separated
list of options: - opti ons host. ... Forexample,

-rw, no_root _squash 10. 20.255.1 10.20.255.2 -ro 10. 20. 255.3

Options specified in this manner apply to all client specifications that appear to their right in
the rule string, so the first two IP addresses in the example will get read-write, no-root-squash
access. The - r o does not modify root-squash options, so 10.20.255.3's permissions will be
ro, no_r oot _squash.

--size SIZE
Sets the provisioned size of the file system. If not set, the provisioned size is unlimited. SIZE
must be an integer followed by a capacity suffix: K,M,G,T,P, or E.

--snap
Lists file system snapshots.

--snapshot-dir
Enables or disables the . snapshot directory for one or more file system(s).

- -space
Displays size and storage consumption details for each file system.

--special -dir
Displays the fast remove and snapshot directory status for each file system.
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--suffix SUFFI X
Assigns a suffix name to a file system snapshot. If not set, a snapshot suffix name will be
assigned.

--historical {1d | 1y | 30d | 3h | 7d}
Displays historical data at the given resolution.

--interval
The number of seconds between real-time updates specified as an integer and a multiple of 30.
The default is 30 seconds.

--repeat REPEAT
The number of times to repeat a real-time update. The default is one.

--total
Follows output lines with a single line containing column totals in columns where they are
meaningful.

--total -only
Displays a single line containing column totals in columns where they are meaningful.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

Options that manage display results:

--filter FILTER
Displays only the rows that meet the filter criteria specified.
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--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

- - pendi ng
Displays all file systems including destroyed file systems in the eradication pending state
awaiting to be eradicated. Include the - - snap option to display snapshots pending eradication.

- - pendi ng-only
Displays only destroyed file systems in the eradicate pending state awaiting to be eradicated.
Include the - - snap option to display snapshots pending eradication.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

For more information on how to use the CLI options to control display formatting and manage display
results, refer to pureman(1) [179]

Description

The pur ef s command displays and manages the file systems for export.

Viewing File Systems

The purefs |1 st command lists all of the file systems that have been created on the FlashBlade
array and the export rules that accompany each file system. Each file system in the list output includes
the following information:

+ Name: File system name.

- Size: Provisioned size of the file system. If not set, the provisioned size is unlimited.
+ Used: Total amount of pre-compressed data written to the file system.

* Created: File system creation date.

» Protocols: One or more protocols configured for the file system. A dash (-) means the file
system has no protocols assigned.

Include the - - snap option to display the size and storage consumption details for each file system
shapshot:

* Name: File system snapshot name.
+ Source: Snapshot created from the source file system.

* Created: File system snapshot creation date.

Include the - - space option to display the following size and storage consumption details for each file
system:

*  Name: File system name.
» Size: Provisioned size of the file system. If not set, the provisioned size is unlimited.

+ Used: Total amount of data written to the file system.
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- Data Reduction: Ratio of the size of the written data (i.e. Used) versus the amount of space the
data occupies after data compression (i.e. Physical).

» Physical: Amount of space that the written data occupies on the array after reduction via data
compression.

+ Snapshots: Amount of space written to the snapshots of the file system.
+ Total: Total combined physical and snapshot space used.

Include the - - space and - - r awoptions to display output in bytes:
* name: File system name.

« provisioned: The usable amount of space assigned to a file system. If not set, the provisioned
size is unlimited.

+ space.virtual: The space written to the array that can be read, including file systems, buckets,
and snapshots.

- space.data_reduction: Ratio of the size of the written data (i.e. Used) versus the amount of
space the data occupies after data compression (i.e. Physical).

* space.unique: Amount of space used by file systems and buckets but does not include
shapshots.

+ space.snapshots: Amount of space written to the snapshots of the file system.

+ space.total_physical: Total amount of space used by a file system.

Include the - - t ot al option to display the puref s | i st output plus the totals for the following
columns of the output:

* Name: File system name.

- Size: Provisioned size of the file system. If not set, the provisioned size is unlimited.
+ Used: Total amount of pre-compressed data written to all file systems.

» Created: File system creation date.

*  Protocols: One or more protocols configured for the file system. A dash (-) means the file
system has no protocols assigned.

Include the - - pendi ng option to display all file systems and eradication pending file systems.
Include the - - pendi ng- onl y option to only display eradication pending file systems.

Include the - - speci al - di r option to display the status of the . f ast - r enbve and . snapshot
directories for each file system. Directory status is displayed as Tr ue for enabled and Fal se for
disabled.

Include the - - t ot al - onl y option to display a single line containing column totals for the pur ef s
I'ist output.
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Include the - - pr ot ocol - speci fi c option to display only the file systems with the specified protocol
enabled. For example, run the purefs |ist --protocol-specific nfs command to display
only the file systems with the NFS protocol enabled.

With the ability to create and manage hundreds of file systems, list outputs can become very long. The
Purity//FB CLI includes options to control the way a list output is displayed and formatted. The CLI also
includes sort, filter, and limit options to control the results you see and the order in which you see them.
For information about CLI display and format options, refer to pureman(1) [179]

About Creating and Exporting File Systems

Creating and exporting a file system involves creating the file system and enabling protocol support for
the file system. FlashBlade file systems support the Hypertext Transfer Protocol (HTTP), the Network
File System (NFS), and Server Message Block (SMB) protocols.

Note about data vips: Exporting a file system requires at least one data virtual IP address (data vip).
The data vip can be created before or after creating the file system. Data vips are managed through the
pur enet wor k command. For more information about data vips, refer to purenetwork(1) [189].

When creating a file system, consider which protocol(s) you want to configure:

* NFS. File sharing over NFSv3 or NFSv4.1 requires that you configure the NFS export rules and
then enable the protocol. Per NFS limitations, each user can belong to a maximum of 16 groups.
If users belong to more than 16 groups and a directory service contains the group information,
configure file sharing over NFS with a directory service.

Follow these steps to set up file sharing over NFS without a directory service:

1. Create the data vip. Data vips are managed through the pur enet wor k command.
2. Create the file system. Optionally set a provisioned size for the file system.

3. Define the NFS export rules.

4. Enable the NFS protocol.

* NFS with a directory service. For file sharing over NFS where a user might belong to more than
16 groups, configure the FlashBlade directory service to integrate with a directory server. This
assumes that you already have a directory service, such as OpenLDAP or Active Directory set

up.
Follow these steps to set up file sharing over NFS with a directory service:

1. Configure the directory service for protocol support. The directory service is managed
through the pur eds command. For more information about the directory service, refer to
pureds(1) [133].

Create the data vip. Data vips are managed through the pur enet wor k command.
Create the file system. Optionally set a provisioned size for the file system.

Define the NFS export rules.

o b~ e DN

Enable the NFS protocol.
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SMB with Active Directory. FlashBlade offers the following SMB authentication modes:

AD RFC2307. Recommended for customers where the same data needs to be accessed over
SMB and NFS, and where access control is required. For more information, refer to the RFC
2307 specifications set by the Internet Engineering Task Force.

AD Auto. Recommended for customers with SMB-only clients or when SMB and NFS clients
never access the same file systems.

The default SMB authentication mode is AD RFC2307. To configure file sharing over SMB in
other authentication modes, such as AD Auto mode, contact Pure Storage Support.

Before you enable the SMB protocol adapter, consider the following limitations:

Due to the nature of the SMB protocol, disruptions occur when a blade is added or removed,
an upgrade is performed, or the system encounters network connectivity issues. Therefore,
your applications must be able to tolerate I/O errors and disruptions.

File system permissions default to traditional UNIX-like permissions with an option to select
the nat i ve ACL mode to include support for Windows ACLs. The SMB Access Control List
(ACL) is restricted to the following three entries: the file owner, the primary group to which the
file owner belongs, and others.

For file sharing over SMB, the FlashBlade array must be integrated with an Active Directory
service. Before creating the file system, configure the directory service. For more information
about the directory service, refer to pureds(1) [133].

For more information about these and other limitations related to the SMB
protocol, refer to the FlashBlade SMB - Limitations in Purity//FB 2.x KB article at:
<https://support. purestorage. conl Fl ashBl ade/ Purity////FB>

Follow these steps to set up file sharing over SMB in AD RFC2307 mode:

1.

4.
5,

Prepare Active Directory for multi-protocol support by setting the gi dNunber and

ui dNunber attributes for each domain user and group that will be accessing the SMB
shares. The gi dNunber and ui dNunber attributes can be set through the Microsoft Identity
Management for UNIX service or PowerShell.

Configure the directory service for protocol support. The FlashBlade array must be integrated
with an Active Directory service. The directory service is managed through the pur eds
command. For more information about the directory service, refer to pureds(1) [133].

Create the data vip.
Data vips are managed through the pur enet wor k command.

Create the file system. Optionally set a provisioned size for the file system.

Enable the embedded SMB protocol adapter.

HTTP access. Enabling the HTTP protocol turns on HTTP and HTTPS access to a file system.
Before you enable the HTTP protocol, consider the following access control limitations:

All HTTP APIs by default are executed on behalf of a root user.
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« Certain HTTP APIs provide the ability to specify a user by specifying the UID as part of the
request.

» Access checking in HTTP is based solely on the client's crafted request. Any user can read,
modify, and delete any files on a file system when HTTP is enabled.

»  The use of HTTP connections, as opposed to HTTPS connections, potentially gives
unauthenticated users access to the file system. Anyone with network access to the data vip
has access to the file system.

Follow these steps to set up file sharing over HTTP access:
1. Create the data vip. Data vips are managed through the Settings > Network page.
2. Create the file system. Optionally set a provisioned size for the file system.

3. Enable the HTTP protocol.

Important note! The use of HTTP connections, as opposed to HTTPS connections, potentially
gives unauthenticated users access to the file system. Anyone with network access to the data
vip has access to the file system.

NFS and File Locking

Enabling the NFS protocol enables the Network Lock Manager (NLM) protocol. The NLM protocol
works with the NFS protocol to ensure file locks are visible across all NFS clients for I/O coordination
and to help clients coordinate access to files. The NLM protocol allows all NFS clients mounting the
same NFS shared file system to see file locks set by other clients.

NLM locks are considered advisory locks in that an NFS client application must check for the existence
of a lock in order to coordinate access; the NFS service itself does not automatically prevent a client
from accessing a file if it has the security permission to do so, and the service does not check for the
existence of or try to obtain a lock on a file ahead of time.

The NLM service is enabled by default with the NFS protocol service and cannot be disabled.
SMB ACL Mode

An Access Control List (ACL) is a list of security permissions associated with a directory or file. Specific
rules can be added to the ACL to define who can access the file and what actions they can perform.
When an ACL is applied to a directory or file, then that directory or file will reference its list of rules to
determine whether to grant or deny access, including which actions are allowable, such as; read, write,
and execute.

The SMB protocol supports two ACL modes, nat i ve and shar ed. Use the
purefs snb setattr --acl-nmode command to change ACL modes.

The shar ed ACL mode is set as the default and shares UNIX-like ACL permissions with the NFS
protocol. In shar ed mode, both protocol ACL permissions are required to match. When one protocol
creates files or modifies permissions, they must comply with the permission settings of the other
protocol. For example, when an administrator attempts to change the SMB ACL permissions of a file to
read and write, the attempt will prompt an action to perform a match on the file’s NFS ACL permissions.
If the NFS ACL permissions for that file is only allowed for read, then the attempt will fail.
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The nat i ve ACL mode supports UNIX-like ACLs and Windows ACLs. In native mode, because SMB
natively supports both ACLs while NFS only supports UNIX ACLs, ACLs sharing will be restricted
between SMB and NFS. See the list of ACL sharing restrictions in nat i ve mode:

1. Permissions created or changed in SMB will not be applied to NFS permissions. For example, if
User X access permissions are removed for File Y using SMB, then User X will still have access
to File Y through NFS.

2. Permissions changed in NFS will not affect SMB permissions.

3. NFS permissions do not apply to directories and files created by SMB or permissions set by
SMB.

4. If an SMB directory or file does not have an ACL applied to it, one will be applied to it from the
NFS permissions.

5. If an NFS directory or file does not have an ACL applied to it, SMB ACLs will not be applied to
that NFS directory/file.

6. UNIX and Windows ACLs grant full permissions by default.

Creating File Systems

The pur ef s creat e command creates file systems as distributed file shares for export.

The - - si ze option represents the provisioned size allocated to a file system. The size is a quota of
space that is set to help gauge the fullness of a file system.

When the amount of data written to the file system reaches a certain percentage of its quota, alerts
are generated notifying administrators of the threshold reached. For example, Purity//FB generates

a WARNI NG alert when the amount of data written to the file system reaches 90% and then 100% of
its provisioned size. This behavior differs slightly if a hard limit is set on the file system. When the file
system usage reaches 90% of its provisioned size, the system generates a WARNI NG alert. When the
file system usage reaches 100% of its provisioned size, the system generates a CRI Tl CAL alert.

The file system size can be blank or set to any value between 0 and 8191 petabytes. If the field is not
set or set to 0, the provisioned size will default to an unlimited size.

Purity//FB does not enforce any restrictions nor does it take any further action when space consumption
reaches or exceeds the provisioned size. To address the issue, decrease the percentage of storage
space used by either deleting files or increasing the size of the file system. In contrast, if a hard limit is
set for the file system, all writes are halted once the provisioned size is reached.

After a file system has been created, add protocols to the file system to make it accessible to the data
vips. By default, a newly created file system has no protocols assigned.

Creating File System Snapshots

File system snapshots are immutable, point-in-time images of the contents of one or more file systems.
Snapshots can be taken of a file system at any time using the pur ef s snap command. Snapshots
are named after the file system it is copying with an assigned suffix to differentiate it from the source
file system. A suffix is automatically assigned to a snapshot if one is not given at the time of creation.
Use the - - suf f i x option to assign a specific suffix to a snapshot. Suffix names must be between 1
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and 63 characters in length (alphanumeric and the '-' character) and must begin and end with a letter or
number. The suffix must include at least one letter.

In the following example, a snapshot is created for file system MyFi | es and the suffix snap01 is
added:

purefs snap --suffix snap0l MyFil es
Narre Sour ce Cr eat ed
M/Fi | es. snap01 M/Fi | es 2017-06- 28 09: 43: 34 PDT

Defining NFS Export Rules
The pur ef s nf s command changes the NFS attributes of a file system.

The NFS export rules define the access rights and privileges that an NFS client has to the file system.
Include the - - r ul es option to define the NFS export rules for a file system, completely replacing

the existing set of rules. Any NFS export rule changes will be synchronously applied to all currently
mounted clients. Note that NFS rules apply to both NFSv3 and NFSv4.1. NFS export rules of a file
system can be changed at any time.

Note that User and Group IDs that are zero (0) have root privilege and IDs that are non-zero do not
have root privilege.

The default export rules will be applied to NFS clients if none are applied:
* ro
* root_squash
* no_all _squash
« no_fileid_32bit
* anonui d=65534
* anongi d=65534

The RULES argument represents the export rules that apply to the file system. Options can be applied
to a single or multiple IP addresses, Netmasks, or LDAP group. See the syntax examples:

* Options applied to an single client: ' host (opti ons)"'
*  Options applied to multiple clients: ' - opti ons host1 host2...'

* Represent all clients with an asterisk: *

The host parameter must belong to one of the following categories:

+ |Pv4 IP address: ddd. ddd. ddd. ddd
IPv4 Netmask: ddd. ddd. ddd. ddd/ dd

o |Pv6 IP address: XXXX: XXXX: XXXX: XXXXI XXXX: XXXX: XXXX: XXXX
IPv6 Netmask: XXXX: XXXX: XXXX: XXXX: XXXX:I XXXX: XXXX: XXxx/ ddd

Valid export rules are listed below:
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Export Rule Rules Description

ro Read-Only grants an NFS client and their users or groups the privilege to
read the file system.

rw Read-Write grants an NFS client and their users or groups the privilege to
read and write to the file system.

fileid 32bit Allows 32-bit inode support for clients.

nofil eid_32bit

Disables 32-bit inode support for clients.

root _squash

Prevents client users and groups with root privilege from mapping their
rootprivilege to a file system. All users with UID O will have their UID
mapped to anonui d. All users with GID 0 will have their GID mapped to
anongi d.

no_root _squash

Allows root users and groups to access the file system with root privilege.

al | _squash

Maps all UIDs (including root) to anonuid and all GIDs (including root) to
anongid.

no_al |l _squash

Prevents the remapping of user and group IDs to anonui d 65534
oranongi d 65534. All users and groups will retain their IDs unless
r oot _squash is also specified.

anonui d Any user whose UID is affected by r oot _squash or al | _squash will have
their UID mapped to anonui d. The default anonui d is 65534,
anongi d Any user whose GID is affected by r oot _squash or al | _squash will have

their GID mapped to anongi d. The default anongi d is 65534.

Enclose the entire rule set with single quotes. For example,

purefs nfs setattr --rules '10.20.225.2(rw, root_squash)' MFiles

If multiple rules are specified, separate each rule with a space, enclosing the entire rule set with single

qguotes. For example,

purefs nfs setattr --rules '10.20.225.2(rw, root_squash) 1.2.0.0(ro)' MHFiles

For each client request, the file system will check every export rule, find the matching IP filter, and apply
the options from the rule. If the IP address of a client does not match any rules in a given export, the
client will not be able to mount the server.

The following guidelines apply when creating NFS export rules:

+ If rules are not defined before enabling the NFS protocol, then all clients will have r waccess and
no_r oot _squash privileges to the file system. For example,

purefs nfs setattr MyFiles

This is equivalent to specifying export rule ' * (rw, no_r oot _squash) ' .
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+  Omitting the (opt i ons) portion of a rule is equivalent to specifying (r o, r oot _squash) . In the
following example, the rule ' *' will grant all clients r ead- onl y, r oot _squash access to the
MyFi | es file system.

purefs nfs setattr --rules '*' MFiles

This is equivalent to specifying export rule ' *(r o, r oot _squash) ' .

« If the rule is defined but one or more export options are not specified, then the undefined
option(s) will default to r o access and r oot _squash privileges. For example, an export rule
that is defined as ' *(rw) ' will have r oot _squash privileges. Likewise, an export rule that is
defined as' *(no_r oot _squash)' will have r o access.

* A rule cannot include conflicting options. For example, r o and r wcannot be included in the same
rule. Likewise, r oot _squash and no_r oot _squash cannot be included in the same rule.

» If a client IP address matches multiple rules, Purity//FB uses the first rule it encounters in priority
based on rule category. IP address rules have the highest priority. Specifically, the priority of
matching rules is as follows: IP address > Netmask > Wildcard.

+ If an address matches multiple rules in the same category, then the first (leftmost) rule applies.

+ By default, the FlashBlade file systems use 64-bit inode numbers. If your environment
contains clients that can only support 32-bit inode numbers, add a third export option named
fileid_32bit tothe NFS export rule of the file system that requires 32-bit inode support. For
example, *(rw, no_r oot _squash,fileid 32bit)

+ If you are applying multiple rules using options specified in parentheses or dashes, the options in
parentheses will have priority over the default options that are not implicitly applied. For example,

purefs nfs setattr --rule ‘-rw no_root_ squash 10.20.255.1
10. 20. 255. 2 10. 20. 255. 3" 10. 20. 255.4(ro0) MFiles

The (r 0) option for 10.20.255.4 will be applied but the - no_r oot _squash option will overwrite
the default r oot _squash option.

+ If you are applying multiple rules with a dash (-), observe the priority overwrite of default options.
An option specified with a dash (-) will overwrite any options to the right if not implicitly defined.
For example,

purefs nfs setattr --rule ‘-rw 10.20.255.1 10. 20. 255. 2 -no_root _squash 10. 20. 255. 3
-ro 10. 20.255. 4" MFiles

« Therwandroot _squash options are applied to 10.20.255.1 and 10.20.255.2. The
r oot _squash option was not overwritten and is retained as the default option.

« Therwand no_r oot squash options are applied to 10.20.255.3. The r o default was
overwritten by the r woption with the dash (-).
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 Thero and no_r oot _squash options are applied to 10.20.255.4. The r oot _squash
default was overwritten by the no_r oot _squash option with the dash (-).

Here is an example of the purefs | i st

for each file system created:

--protocol -speci fi ¢ nfs output with various rules set

purefs list --protocol-specific nfs

Narre Protocol s Rul es

Filel nfs *

File2 nfs *()

File3 nfs -

Filed nfs 10. 20. 225. 2(rw)

Fil e5 nfs 2620: :/ 16(no_r oot _squash)

Fil e6 nfs *(rw, no_root _squash)

File7 nfs *(rw, root _squash, fileid 32bit)

File8 nfs 10. 20. 30. 40(r oot _squash, anonui d=7777, anongi d=8888)

In the list output above, the NFS export rules are described as follows:

Export Rules

Rules Description

*

All clients have default r 0 access and r oot _squash
privileges to the file system.

*()

All clients have default r o access and r oot _squash
privileges to the file system.

Export rules have been deleted, rendering the file system
inaccessible.

10. 20. 225. 2(r w)

Client 10. 20. 225. 2 has r waccess and r oot _squash
(default) privileges.

2620::/16(no_root _squash)

Client 2620: : / 16 has r o (default) access and
no_r oot _squash privileges.

*(rw, no_root _squash)

All clients have r waccess and no_r oot _squash privileges.
This is the default rule used when creating a file system.

*(rw, root _squash,fileid _32bit)

All clients have r waccess and r oot _squash privileges.
The file system also supports clients that require 32-bit inode
support.

10. 20. 30. 40(r oot _squash, anonui

IGITart 7,0a2 680 i4D48888) access. Any access attempts with
UID 0 will be mapped to UID 7777. Any access attempts with

GID 0 will be mapped to GID 8888.

Adding and Removing Policies for File Systems

Policies are rules that govern snapshot replication and retention, which are applied to file systems.
Snapshot policies are created using the pur epol i cy command or the GUI. To add a snapshot policy
to a file system, use the purefs add --policy POLI CY FI LE- SYSTEMcommand. To remove a

Page 154



O PURESTORAGE purefs

snapshot policy from a file system, use the purefs renove --policy POLI CY FI LE- SYSTEM
command.

Enabling Protocols for File System Export

Protocols determine the access rights and privileges a client has to a distributed file system.
FlashBlade file systems support the Hypertext Transfer Protocol (HTTP), the Network File System
(NFS), and Server Message Block (SMB) protocols.

The purefs add --protocol command enables protocols on a file system.

A file system must have at least one protocol (nf s3, nf sv4. 1, snb, or ht t p) enabled in order for it
to be accessible. By default, protocols are not configured for a file system, as indicated by the dash (-)
symbol in the purefs [ist output.

More than one protocol can be assigned to a file system. Enter multiple protocols as comma-separated
values.

Before you enable the NFS or SMB protocol, perform the following checks:

» If you are integrating the FlashBlade array with a directory service, verify that the directory
service has been properly configured and enabled. For more information about the directory
service, refer to pureds(1) [133].

+ If you are enabling the NFS protocol, verify the NFS export rules have been defined so the file
system is accessible to the appropriate clients. If the NFS export rules are not defined, the file
system uses the default * (rw, no_r oot _squash) rule, which means that all clients have
read and wri t e access and no_r oot _squash privileges to the file system. Run the pur ef s
setattr --rul es command to define the NFS export rules.

» If you are enabling the SMB protocol in AD RFC2307 (default) mode, prepare Active Directory
for multi-protocol support by setting the gi dNunber and ui dNunber attributes for each domain
user and group that will be accessing the SMB shares. The gi dNunber and ui dNunber
attributes can be set through the Microsoft Identity Management for UNIX service or PowerShell.

Once a file system has been created and its protocols have been enabled, it is visible through any of
the data vips configured on the subnet, ready to be mounted on the clients.

Disabling Protocols on File Systems
The purefs renove --protocol command removes protocols from a file system.

Removing a protocol renders the file system inaccessible by the clients.

Changing the Provisioned Size of the File System

Runthe purefs setattr --size optionto change the provisioned size of the file system.

Managing Special Directories

Special directories are features in Purity//FB that perform specific functions. The fast remove feature
and snapshot feature can be enabled or disabled. The fast remove feature manages the process of
deleting a large number of file systems efficiently. When enabled, a . f ast - r enpve directory will
appear in the root directory. The snapshot feature provides a virtual repository for snapshots of a

Page 155



o PURESTORAGE purefs

specified file system. When enabled (by default at file system creation), a . snapshot directory will
appear in the root directory that is accessible at each directory.

The following rules apply to special directories:
» Special directories can be enabled or disabled.
+ Special directories cannot be renamed, deleted, or moved into other directories.

+ Special directory names are reserved. You cannot create a regular directory with the . f ast -
renove or. snapshot name, regardless of the enabled/disabled status.

+ Fast remove and snapshot directories can only be removed by disabling it.

Enabling and Disabling Fast Remove

When a directory and its contents are no longer required, they can be removed to reclaim space.

Removing the contents of a directory recursively by running the r m - r command causes the client to
delete files one at a time. This can be a time consuming and expensive operation.

The fast remove feature allows you to quickly remove large directories by offloading this work onto the
server. When the fast remove feature is enabled, a special pseudo-directory named . f ast - r enove
is created in the root directory of the NFS mount. To remove a directory and its contents, run the nv
command to move the directory into the . f ast - r enove directory.

In the following example, from the root directory of the NFS mount, a directory called bi g_di r is being
moved into the . f ast - r enove directory.

mv big dir/ .fast-renove/

Once a directory has been moved into the . f ast - r enove directory, it is immediately destroyed, and
through background operations, the space it occupied will be freed.

The fast remove feature can be enabled or disabled at any time. Fast remove is disabled by default.

Run the purefs enable --fast-renove-di r command to enable the fast remove feature.
Enabling fast remove creates a . f ast - r enove directory in the root directory of the NFS mount.

For example, run the following commands to 1) enable the fast remove feature on file system MyFiles,
and 2) view the contents of the root directory of the NFS mount to verify that the . f ast - r enove
directory has been created.

//'Run on the array to enable the fast renove feature.
purefs enable --fast-renove-dir MFiles

//Run on the NFS nount to view the content of the root directory.
s -al

dr wxr wxr wx 1 root root 0O Cct 30 10:46 .
drwxrwxrwx 25 root root 12288 Jun 30 16:44 ..
dr wxr - Xr - x 1 root root 0O Cct 30 11:27 .fast-renove
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You cannot move individual files to the . f ast - r enpve directory. To remove a file, either use the r m
command or move the directory enclosing the file to the . f ast - r enove directory.

The . f ast - r enpve directory can only be removed by disabling the fast remove feature. To disable the
fast remove feature, run puref s di sable --fast-renove-dir.

The fast remove feature is powerful and comes with the following cautionary notes:
* Once a directory has been moved into the . f ast - r enpve directory, it is no longer recoverable.

+  With fast remove, users can remove any files that are contained in a directory that they can
rename, even if they do not have read, write, or execute permissions on the child directories.
This breaks from the standard UNIX permissions model. To restrict access to the . f ast -

r emove directory, set the directory permissions.

By default, the . f ast - r enove directory permissions are set to dr wxr - xr - x. These permissions can
be changed to grant or restrict access to the . f ast - r enpove directory. Disabling and then re-enabling
the fast remove feature will reset the settings to the default permissions.

Enabling and Disabling a Snapshot Directory

Each file system has a special directory for snapshots that can be enabled or disabled to provide
access to stored snapshots. The snapshot feature provides a virtual repository for snapshots of a
specified file system. By enabling a file system's snapshot directory, a . snapshot directory will be
created in the root directory of that file system. All snapshots for that file system will be accessible in the
directory, including the snapshots created prior to enabling the directory. You can enable the snapshot
directory using the puref s enabl e --snapshot - di r command. This example will enable the
snapshot directory for the file system named MyFi | es:

purefs enabl e --snapshot-dir M/Files
Nane Fast Renove Snapshot
M/Fil es Fal se Tr ue

The . snapshot directory can be removed from the root directory by disabling the directory. Once
disabled, historical snapshots can be viewed but will not be accessible until the directory is enabled.
Disabling the the directory will not destroy any snapshots, they must be actively destroyed using the
purefs destroy command.

Setting File System Write Limits

Important note! File system hard limits can only be set for a file system with sizes greater than 0.

To help manage resource usage, a hard limit can be enabled on the provisioned size of a file system.
The purefs enable --hard-1imt command is used to limit writes of the file system to its
provisioned size.

When the system detects the file system has exceeded its provisioned size, all future writes are halted
until usage decreases below the provisioned size. This occurs within minutes of the provisioned size
being reached. Note that the provisioned size can be exceeded during this detection period when a
hard limit is enabled. For example, a 5G write is in-process for a file system whose provisioned size is
10G and current usage is 9G. When the system halts the write, the file system’s provisioned size will be
slightly exceeded.

Page 157



O PURESTORAGE purefs

A hard limit cannot be enabled if the file system usage has already exceeded
its provisioned size unless forced. You can force the hard limit by issuing the
purefs enable --hard-limt --ignore-usage command.

Additionally, if a hard limit is enabled, the file system’s size cannot be reduced to a value
less than its current space usage. You can force shrink the file system’s size by issuing the
purefs setattr --size --ignore-usage command.

The - - i gnor e- usage option described above provides the storage admin greater control over the file
system’s space by storage users. For example, if a file system has been provisioned with a hard limit of
10TB and 8TB are quickly used, the admin has the option to reset the provisioned size to 5TB to control
usage. In this case, writes will stop once 5TB is reached; users who wish to continue writing to this file
system will need to manage (delete or truncate) their data to under 5TB.

You can disable a hard limit issuing the puref s di sable --hard-1imt command.

Setting User and Group Write Limits

Write limits (quotas) can also be set for users and groups on a per-file system basis to

help manage file system resource usage. The purefs setattr --defaul t-user-quota and
setattr --defaul t-group-quotacommands are used to set quotas for all file system users or
groups (default quotas). If you wish to set quotas for specific users or groups (explicit quotas) use the
purequota user createorpurequota group create command.

Similar to file system write limits, when the system detects that a user or group has exceeded its quota,
all future writes are halted until usage decreases below the set quota size via deletion or truncation of
the users' or groups' data from the file system. Note that a quota can be exceeded during this detection
period. For example, if a user is writing a large file that causes them to exceed the quota, their write will
fail, but their total usage may have slightly exceed their set quota.

Destroying and Recovering File Systems

When a file system or snapshot is no longer required, it can be destroyed using the pur ef s destroy
command. Destroying a file system implicitly destroys all of its snapshots. Similarly, when a file system
is recovered, snapshots that were implicitly destroyed with the source file system will be recovered as
well.

Destroying an individual snapshot only reclaims space that is uniquely charged to the snapshot. Space
shared with older snapshots or with the source file system remains allocated.

As a precaution, protocols must be removed from a file system before it can be destroyed. Use the
purefs renove command to remove all protocols from a file system.

Destruction of file systems and snapshots is not immediate. The pur ef s dest r oy command places
file systems and snapshots in the eradication pending state, making them immediately inaccessible,
while leaving their data intact for 24 hours (known as the eradication pending period). At any time
during the eradication pending period, an administrator can use the pur ef s recover command to
recover the contents of a destroyed file system or destroyed snapshot.

When a destroyed file system's or snapshot's 24-hour eradication pending period has lapsed (or if an
administrator eradicates the file system or snapshot during the eradication pending period), the array
reclaims the physical storage occupied by its data.
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If the physical storage occupied by a destroyed file system's or destroyed snapshot's data is required
immediately (for example, if a large amount of new data is to be written), an administrator can use the
purefs eradi cat e command to terminate the eradication pending period and initiate immediate
storage reclamation. The pur ef s er adi cat e command only acts on previously destroyed file
systems and snapshots.

Once reclamation starts, whether because an eradication pending period has lapsed or because a
purefs eradi cat e command was executed, a destroyed file system's or destroyed snapshot's data
can no longer be recovered. Names of file systems can be reused only after a file system has been
eradicated.

Viewing File System Performance

You can view real-time file system-specific I/0O performance by issuing the e

purefs nonitor --protocol nfs FlILE-SYSTEM .. command. Performance statistics are
displayed for

the specified file system or file systems. Note that

currently, per file system performance monitoring is available for NFS only. If you do not

have NFS enabled, all output data will appear as 0s. Performance statistics are limited to displaying
a maximum of five file systems at any given time. If your array has more than five file

systems, an error message will appear if your query parameters do not limit the results to

five or fewer file systems. In addition to common formatting and filtering options, the
--interval,--repeat,--size,--total,

and - - t ot al - onl y options can be used to control the frequency and content of

the real time update. Additionally, historical data can be viewed by using the

--hi storical option. The smallest window of time that can be specified for

--hi storical isthree hours (3hr).

Examples
Example 1
purefs |ist

Displays a list of file systems that have been created on the FlashBlade array for export, and the
protocols assigned to each file system.

Example 2

purefs create --size 10T MyFil es

Creates file system MyFi | es with a provisioned size of 10 terabytes.

Example 3

purefs nfs setattr --rules '10.20.225.2() 1.2.0.0/16(rw, no_root_squash)' MFiles

Sets the NFS export rules for file system MyFi | es, completely replacing the existing set of rules.
The first export rule grants r 0 access and r oot _squash privileges to clients with IP address
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10. 20. 225. 2. The second export rule grants r waccess and no_r oot _squash privileges to clients
with IP address 1. 2. 0. 0. *.

Example 4

purefs nfs setattr --rules '-rw root_squash 10.20.225.1 10.20.225.2 10.20.225.3" MFiles

Sets the NFS export rules for file system MyFi | es, completely replacing the existing set of rules. The
export rule grants r waccess and r oot _squash privileges to clients 10.20.255.1, 10.20.255.2, and
10.20.255.3.

Example 5

purefs nfs setattr --rules '-ro,root_squash 10.20.255.1 10.20.255.2 10. 20. 255. 3
-rw, no_root_squash 10.20.255.4 10.20.255.5 10. 20. 255.6' MFil es

Sets the NFS export rules for file system MyFi | es, completely replacing the existing set of rules.
The export rules grant r 0 access and r oot _squash privileges for clients 10.20.255.1, 10.20.255.2,
10.20.255.3 and r waccess and no_r oot _squash privileges for clients 10.20.255.4, 10.20.255.5,
10.20.255.6.

Example 6

purefs nfs setattr --rules '*(ro,root_squash)' MFiles
or

purefs nfs setattr --rules '*' MFiles

or

purefs nfs setattr --rules '*()' MFiles

Sets the export rule for file system MyFi | es tor o access and r oot _squash privileges for all clients,
replacing any existing rules.

Example 7

purefs nfs setattr --rules "" MFiles

Deletes all export rules from file system MyFi | es, rendering the file system inaccessible to any client.
Example 8

purefs add --protocol nfsv3,snb M/Fil es

Enables the NFSv3 and SMB protocols on file system MyFi | es.

Example 9

purefs snb setattr --acl-node native M/Fil es

Page 160



O PURESTORAGE purefs

Changes the SMB ACL mode to nat i ve on file system MyFi | es.
Example 10

purefs disable --fast-renmove-dir MyFil es

Disables the fast remove directory for file system MyFi | es.
Example 11

purefs destroy MyFiles

Destroys file system MyFi | es and places it in the eradication pending state until the time expires or is
recovered.

Example 12

purefs recover MFiles

Recovers file system MyFi | es if performed before the eradication pending period expires.
Example 13

purefs eradi cate MyFil es

Eradicates file system MyFi | es manually before the eradication pending period expires and Purity//FB
reclaims the physical storage occupied by its data.

Example 14

purefs enable --hard-limt --ignore-usage fsl

Name Size Used Hard Limt Created Prot ocol s
fsil 1M 15.51M True 2018-04-20 21:16:18 PDT nfsv4.1

Enables a hard limit on file system fs1's provisioned size of 1M.

Example 15

purefs disable --hard-limt fsi

Nane Size Used Hard Limt Created Pr ot ocol s
fsl 1M 15.51M Fal se 2018-04-20 21:16:18 PDT nfsv4.1l

Disables the hard limit on file system fs1.

Example 16

purefs list fs2

Name Size Used Hard Limt Created Pr ot ocol s
fs2 121G 90G True 2018-04-20 10:15:01 PDT -
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purefs setattr --size 70G --ignore-usage fs2
Name Size Used Hard Limt Created Prot ocol s
fs2 100G 90G True 2018- 04-20 21:16:25 PDT -

In this example, 90G of file system fs2’s provisioned size of 121G has been used. In order to control
usage, the provisioned size is reset to 70G.

Example 17

purefs nonitor --protocol nfs --interval 60 --repeat 3 fsl

Real-time performance statistics are displayed for file system fs1. Peformance data is queried and
displayed three times, once every 60 seconds.

Example 18

purefs add --policy poll fsi

In this example, snapshot policy pol 1 is added to file system f s1.
Example 19

purefs setattr --default-user-quota 2G fsl

Sets the default user quota for all users in file system fs1 to 2G.

Example 20
purefs add fs3 --protocol http, nfsv3, nfsv4. 1
Nanme Size Used Hard Limt Cr eat ed Pr ot ocol s
fs3 - 81.91G Fal se 2018-08-01 20:21:12 PDT  http
nf sv3
nfsv4. 1

Adds HTTP, NFSv3, and NFSv4.1 protocols to file system fs3.

Example 21
purefs list fs3 --protocol -specific nfs
Narme Protocols Rules
fs3 http *(rw, no_root _squash)
nf sv3
nfsv4. 1

Displays NFS attributes for file system fs3.

See Also

purealert(1) [103], purearray(1) [109], purenetwork(1) [189], purequota(1) [204],
puresubnet(1) [213], puresupport(1) [217]
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purehw

purehw, purehw-connector-list, purehw-connector-setattr, purehw-list, purehw-setattr — displays and
modifies the attributes of the array's hardware components.

Synopsis
purehw connector list [--cli] [--filter FILTER] [ --csv | --nvp ] [--limt LIMT]
[--notitle] [--page] [--sort SORT] [--raw] [ CONNECTOR...]
purehw connector setattr [--1ane-speed LANE SPEED] [--port-count {1|4}]
[ CONNECTOR]
purehw list [ --csv | --nvp ] [--filter FILTER] [--limit LIMT] [--notitle] [--
page] [--raw] [--sort SORT] [--spec] [--type COVPONENT- TYPE] [ COMPONENT.. .]
purehw setattr [--identify {off|on}] [ COVPONENT]
Arguments

COMPONENT

Hardware component whose information is to be displayed or whose attribute is to be set to the
specified value.

CONNECTOR
The name of the connection interface.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--identify {off]|on}
llluminates the component's LED. When this option is specified as on, the LED for the specified
component is illuminated.

--l ane-speed LANE SPEED
The lane (sub-port) speed for the specified hardware connector, specified in bps, kbps, Mbps, or
Gbps (case-insensitive).

--port-count {1]4}
The number of lanes (sub-ports), either 1 or 4, for the specified hardware connector.

- -spec
Displays the model and serial numbers for each of the hardware components.

--type COVPONENT- TYPE
Type of component for which information is to be displayed. The component type can be
specified as ch (chassis), et h (Ethernet port), f b (flash blade), f m(fabric module), pw (power
supply), or xf m When this option is specified, information is displayed for all components of the
specified type.
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Options that control display format:

--CSVv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

In the FlashBlade array, the chassis contains the blades and the bays that host the fabric modules.
The FlashBlade chassis name has the form CHx where x can be 1 through 5. The chassis status is
generated from a combination of software conditions and the status of its components.

The names of the other components within the chassis have the form CHx. XXmor CHx. XXm YYYn
where:

XX
Denotes the type of component within the chassis. Possible components include: FB (Blade), FM
(Fabric Module), and PWR (Power Supply Unit).

m
Identifies the specific component by its index (its relative position within the chassis, starting at

1).
YYY

Denotes the type of component within the fabric module. Possible components include ETH
(Ethernet Port) and FAN (Fan).
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Identifies the specific port by its index (its relative position within the fabric module, starting at 1).

The following table lists the FlashBlade array components that report status:

Component Name

Identify Light

Component Type

CHx Chassis Chassis. For multi-chassis FlashBlade configurations,
chassis can be numbered CH1 through CHS.

CHx. FBm Flash blade Flash blade server.

CHx. FMm Fabric module I/O modules (IOMs) within the chassis.

CHx. PV\Rm Power module Power supplies within the chassis.

CHx. FMm ETHn Ethernet port Ethernet ports to the blades.

CHx. FMm FANn Fan Fabric module cooling fan.

For multi-chassis configurations, the external fabric modules have the form XFMk, where x can be 1 or

2.

The names of the other components within the chassis have the form XFMk. XXmwhere:

XX

Denotes the type of component within the external fabric module. Possible components include
ETH (Ethernet Port), PR (Power Supply Unit) and FAN (Fan).

m

Identifies the specific component by its index (its relative position within the chassis, starting at

1).

Identifies the specific port by its index (its relative position within the fabric module, starting at 1).

The following table lists the FlashBlade external fabric module components that report status:

Component Name

Identify Light

Component Type

XFMK

External Fabric
Module

External fabric module, modules can be numbered
FM1 and FM2

XFMk. ETHN External Fabric Ethernet port.
Module

XFMK. FANm External Fabric External fabric module cooling fan.
Module

XFMK. PM\RmM Power module External fabric module power supplies.

Displaying Hardware Components

The pur ehw | i st command displays information about array hardware components that are capable
of reporting their status. The display is primarily useful for diagnosing hardware-related problems.

The pur ehw 1 i st output includes the following columns:
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Status: Component status. Possible hardware statuses include:

critical
Component requires immediate attention. Contact Pure Storage Support at
support@purestorage.com.

heal t hy
Component is performing as expected.

identifying
Component is functioning, but not yet initialized.

unheal t hy
Component is not performing as expected

unknown
Insufficient information to determine a state for this device.

unused
Slot is currently empty, as expected.

Identify: State (on or off) of an LED used to visually identify the component. (Relevant only for
controllers, NVRAM bays, storage bays, and storage shelves.)

Slot: Slot number occupied by the PCI Express card that hosts the component. (Relevant only
for ports hosted by PCI Express cards in controller chassis.)

Index: Number that identifies the relative position of a hardware component within the array.
Speed: Speed (in Gb/s) at which the component is operating.

Temperature: Temperature reported by the component. (Relevant only for temperature sensors.)

Include the - - spec option to display the model and serial numbers for each of the hardware
components.

The pur ehw connect or |1 st command displays information about all connectors. The display is
useful for showing connector information that can be used with the pur ehw connect or setattr
command.

The pur ehw connect or |1 st command output includes the following columns:

Name: The name of the connector.

Connector Type: The form factor of the interface. Possible values include:
QSFP

SFP

RJ- 45

Port Count: Number of ports.

Lane Speed: Speed in (Gb/s) at which the component is operating.
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+ Transceiver Type: Details about the transceiver that is plugged into the connector port. If nothing
is plugged into a QSFP port, the value displayed is Unused. If a transceiver is plugged in, but the
type has not been explicitly specified and the type cannot be auto-detected, the value displayed
is Unknown. Transceiver Type is not applicable for RJ-45 connectors; the value displayed is - .

Example 1

purehw |ist --csv

Displays hardware component information for all components in the FlashBlade array. The output is
displayed in CSV format.

Example 2

purehw | i st --spec

Displays the model and serial numbers for each of the hardware components.
Example 3

purehw | ist CHL. FB4

Displays hardware component information for the blade in slot 4 of the chassis.

Identifying Hardware Components

The pur ehw set at t r command identifies hardware by illuminiating the hardware's LED. This is
useful for diagnosing hardware-related problems.

Example 4

purehw setattr --identify on CHL. FB1

llluminates the LED for flash blade FBL1 in chassis CHL.

Setting Connector Attributes

The pur ehw connect or setattr command is used to set the attributes for a connection interface.
Example 5

pur ehw connector setattr --port-count 4 --lane-speed 10Ghps CHLl. FML. ETHL

The QSFP connector FM1.ETH1 is set to 4 ports with 10Gb/s lane speed.

See Also

purealert(1) [103], purearray(1) [109], puresupport(1) [217]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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purelag

purelag, purelag-add, purelag-create, purelag-delete, purelag-list, purelag-remove — displays and
manages the link aggregation group (LAG) on the array

Synopsis

purel ag add --port PORT NAME
purel ag create --port PORT NAME
purel ag del ete NAME. ..

purelag list [--cli | --csv | --nvp] [--notitle] [--filter FILTER] [--sort SORT]
[--1imt LIMT] [--raw] [--page] [NAME. ..]

purel ag renove --port PORT NAME

Arguments

NAMVE
The link aggregation group name.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--port PORT
Adds ports to or removes ports from a LAG. Enter multiple ports as comma-separated values.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSsv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.
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--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

Options that manage display results:

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

The pur el ag command configures a link aggregation group (LAG) of Ethernet ports on the array. This
concept is also known as a port channel, or a bond group. Multiple LAGs can be used to connect to
separate physical networks. By default, the array is preconfigured with all ports in a single LAG named
upl i nk which cannot be deleted. Ports can be removed from the upl i nk LAG and added to another
LAG.

Viewing a LAG

The purel ag |1 st command displays the details of all LAG configurations. Each LAG listed displays
the following information:

* Name: Assigned name of the LAG.

» Status: Condition of the LAG. If the status is heal t hy then all ports in the LAG are functioning
as expected.

» Ports: Port names associated with a LAG.
*  Port Speed: Maximum speed of each port.
*  LAG Speed: Combined speed of all ports in the LAG.

*  MAC: Unique media access control (MAC) address assigned to the network interface. This field
cannot be modified.

The following example displays the LAG attributes for upl i nk LAG. Eight ports with a speed of 10 Gb/
s each are associated with the LAG. The combined speed of all ports in the upl i nk LAG is 80 Gb/s.
Note that the upl i nk LAG is preconfigured and cannot be deleted.

purel ag |i st

Nane St at us Ports Port Speed LAG Speed MAC

upl i nk healthy CHL1.FML.ETH1.1 10.00 Gb/s 80.00 Gb/s 24:a9:37:11:9c:ce
CH1. FML. ETHL. 2
CHL1. FML. ETHL. 3
CH1. FML. ETHL. 4
CH1. FMR. ETHL. 1
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CHL. FM2. ETHL. 2
CHL. FM2. ETHL. 3
CHL. FM2. ETHL. 4

Creating a LAG

The purel ag create --port command creates a new LAG configuration. Enter multiple ports as
comma-separated values and assign a name for the LAG. Follow these guidelines when creating a
LAG:

* All ports in a LAG must be of the same speed.

» Ports must be created in pairs, mirroring FM1 and FM2. For example, ETH1.1 from FM1 and
ETH1.1 from FM2 are a pair of mirrored ports from each FM.

» Ports can only be assigned to one LAG. Ports must be removed from one LAG before being
added to another LAG.

Adding Ports to a LAG

The purel ag add --port command adds additional ports to an existing LAG. Enter multiple ports
as comma-separated values and assign them to an existing LAG configuration. Follow these guidelines
when adding ports to a LAG:

* All ports in a LAG must be of the same speed.

» Ports must be added to a LAG in pairs, mirroring FM1 and FM2. For example, ETH1.1 from FM1
and ETH1.1 from FM2 are a pair of mirrored ports from each FM.

* Ports can only be assigned to one LAG. Ports must be removed from one LAG before being
added to another LAG.

Removing Ports from a LAG

The purel ag renove --port command removes ports from a LAG configuration. Ports must be
removed from a LAG in pairs, mirroring FM1 and FM2. For example, ETH1.1 from FM1 and ETH1.1
from FM2 are a pair of mirrored ports from each FM.

Deleting a LAG

The pur el ag del et e command followed by the name of the LAG will delete the entire LAG
configuration and unbinds the ports.

Examples

Example 1

purel ag create --port CHL. FML. ETH1. 1, CHL. FM2. ETH1. 1 LAQD1

Creates a new LAG named LA®)1 that consists of ports CH1. FML. ETH1. 1 and CH1. FM2. ETH1. 1.
Example 2

purel ag del ete LAQRD1
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Deletes the LAG1 LAG and unbinds ports CH1. FML. ETH1. 1 and CH1. FM2. ETHL. 1.

See Also

purehw(1) [164], puresubnet(1) [213], purenetwork(1) [189]

Author

Pure Storage Inc. <docunent f eedback@ur est or age. conp
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purelicense

purelicense — End User Agreement (EUA) between Pure Storage Inc. and end users of the company's
products

END USER AGREEMENT (v25May18)

Available online at: http://www.purestorage.com/legal/productenduserinfo.html

IMPORTANT: PLEASE READ THIS END USER AGREEMENT (“AGREEMENT”) BEFORE
INSTALLING OR USING THE PURE STORAGE PRODUCT, INCLUDING THE HARDWARE AND
SOFTWARE COMPONENTS THEREOF (“PRODUCT”). THIS AGREEMENT APPLIES TO THE
PRODUCTS AND SERVICES THAT YOU OR THE ENTITY THAT YOU REPRESENT (“END USER”)
OBTAIN FROM PURE STORAGE, INC. (‘PURE”) OR FROM ANY THIRD PARTY AUTHORIZED BY
PURE TO RESELL THE PRODUCTS AND SERVICES. BY INSTALLING OR USING THE PRODUCT
OR SERVICES, YOU REPRESENT AND WARRANT THAT YOU HAVE THE AUTHORITY TO

BIND END USER AND AGREE THAT END USER IS BOUND BY THIS AGREEMENT WITH PURE,
UNLESS A SEPARATE WRITTEN AGREEMENT IS IN EFFECT THAT SPECIFICALLY GOVERNS
THE SUBJECT MATTER HEREOF. IF END USER DOES NOT HAVE A SEPARATE WRITTEN
AGREEMENT WITH PURE AND DOES NOT AGREE TO THIS AGREEMENT, THE END USER MAY,
WITHIN 30 DAYS OF INITIAL RECEIPT OF THE PRODUCT, RETURN THE UNUSED PRODUCT
FOR A REFUND.

1. SOFTWARE LICENSE.

1.1 Software Licnese.

Subject to End User’s compliance with the terms and conditions of this Agreement, Pure grants to End
User, and any third party that End User authorizes to perform services involving the Product solely for
End User’s benefit, a nontransferable, nonexclusive, perpetual license to use and execute the Pure
software provided with, or incorporated in, the Product (the “Software”), in executable object code
format only, and solely to the extent necessary to operate the Product in accordance with the applicable
Product documentation and Product SKU description. Pure may make Software updates and new
releases available for installation by the End User and such updates will be subject to the terms of this
Agreement.

1.2 Termination of Software License.

The license in Section 1.1 and End User’s rights to use the Software will terminate immediately in
the event that End User returns the Product to Pure as provided herein or in the event that End User
materially breaches any provision of this Agreement. Upon termination, End User shall promptly
discontinue all use of the Software and Sections 2, 3.2, 5.4, 6, 7, and 9 will survive.

2. PRODUCT RESTRICTIONS AND TITLE.

2.1 Restrictions.

End User will not directly or indirectly (i) reproduce, modify, distribute, assign, disclose or make
available any portion of the Software (or any related documentation) to any third party (except as
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otherwise authorized herein); (ii) rent, lease or sublicense the Product, unless otherwise authorized

by Pure in writing; (iii) reverse engineer, decompile, or disassemble any portion of the Product, or
otherwise attempt to decrypt, extract or derive source code for, or any algorithms or data structures
embodied within, any portion of the Software (except to the extent the foregoing restriction is expressly
prohibited by applicable law); (iv) use the Product to develop a similar product or service; (v) transfer,
copy or use the Software to or on any other product or device, including any second-hand or grey
market hardware that End User has not purchased from Pure or a Pure authorized reseller; or (vi)
publish or disclose to any third party any technical features, performance or benchmark tests, or
comparative or competitive analyses relating to the Product, except for internal use by the End User or
as may be authorized by Pure in writing. End User will remain fully and primarily responsible to Pure for
compliance with this Agreement if End User permits any third party to access the Product. Any future
release, update, or other addition to functionality of the Product made available by Pure to End User
shall be subject to the terms and conditions of this Agreement, unless Pure expressly states otherwise.
End User shall preserve and shall not remove, obscure or alter any copyright labels required by law or
other proprietary notices in the Products or related documentation.

2.2 Title.

Pure and its suppliers shall exclusively retain all right, title and interest, in all intellectual property rights,
including patent, trademark, trade name and copyright, whether registered or not registered, in and to
the Software and related documentation. Pure and its suppliers reserve all rights not expressly granted
herein, and no other license or other implied rights of any kind are granted or conveyed. Any non-public
information relating to, or derived from, the Products and related services, including technical features,
benchmark results, or performance results, is the confidential information of Pure, and End User shall
not use or disclose such information except as expressly authorized in this Agreement. In the event
that items of software code provided with the Product are subject to “open source” or “free software”
licenses, nothing herein limits End User’s rights under, or grants rights that supersede, the applicable
license therefor.

3. PRE-RELEASE PRODUCTS AND FEEDBACK.

3.1 Pre-Release Products.

Pure may make available to End User a beta or pre-release version of the hardware and/or Software
(“Pre-Release Products”). End User acknowledges that the Pre-Release Products (i) are not at the
level of performance or compatibility of final, generally available products; (i) may not operate correctly;
(iii) may be modified prior to being made generally available; (iv) may not be made available for general
release; and (v) may not be used in a production environment. End User agrees to notify Pure of any
bugs or problems in the PreRelease Products.

3.2 Feedback.

End User may provide feedback to Pure regarding the use, operation, performance, and functionality
of the Products and Pre-Release Products, including identifying potential errors and improvements
(collectively, “Feedback”). End User grants to Pure a perpetual, irrevocable, worldwide, sublicenseable,
fully paid-up and royalty-free right to modify and use the Feedback in any manner, provided that
Feedback is anonymized and does not identify End User.
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4. EVERGREEN SUBSCRIPTION.

At its option, End User may purchase an innovation and support subscription for a purchased Product
(“Evergreen Subscription”), which provides End User with additional software and hardware benefits.
Under an applicable Evergreen Subscription, Pure will provide the generally available Product
maintenance and technical support in accordance with the Pure Storage Customer Support Guide
during the term for which End User has purchased such Evergreen Subscription. Depending on the
Product or Evergreen Subscription purchased, certain benefits of the Evergreen Storage Program
Description may also apply. Pure may designate support partners and authorized resellers to deliver the
Evergreen Subscription in accordance with the terms of this Agreement.

5. WARRANTY AND DISCLAIMER.

5.1. Limited Warranty.

Subject to Section 5.2, Pure warrants that the hardware in the Product will perform in substantial
accordance with the corresponding Product documentation for three years from the date of shipment
by Pure and that the Software will perform in substantial accordance with the corresponding Product
documentation for 90 days from the date of shipment by Pure. The Evergreen Subscription benefits
described in Section 4 extend beyond the limited warranty for the term purchased by End User.

5.2. Limited Warranty Process.

End User may contact Pure via email at <support @ur est or age. con® or phone at +1 (866) 244-
7121 for warranty service. If a return is required, End User must obtain a return material authorization
number from Pure and return the Product in secure packaging, freight prepaid, as instructed by Pure.
Under the hardware warranty, Pure, at its option, either (i) will repair or replace any defective Product
with Product or components of equal or greater functionality as the returned Product, or (ii) will refund
the purchase price paid to Pure for such Product, reduced on a straight-line basis over a three-year
life. Replacement Products or components will continue to be warranted for the remainder of the
applicable warranty term. Repair, replacement or refund is the sole and exclusive remedy for breach
of this warranty. Under the Software warranty, Pure will provide End User access to bug fixes and
emergency patches. This warranty is provided to the original End User only and is not transferable.
This warranty does not cover defects or damages resulting from: (a) use of Products other than in a
normal and customary manner in accordance with Pure’s documentation; (b) physical or electronic
abuse or misuse, accident, or neglect; or (c) alterations or repairs made to Products that are not
authorized by Pure in writing. Pure will use reasonable efforts to destroy (but have no liability for any
loss or inadvertent disclosure of) data stored or remaining on a Product returned to Pure. Under this
Agreement, all returned Products and components become the property of Pure.

5.3. No Warranty or Support for Pre-Release Products.

Pure provides Pre-Release Products for evaluation only on an “AS IS” basis (without warranty or
liability of any kind), for use at End User’s own risk. Evergreen Subscriptions are not available for
PreRelease Products. Pure will, at its discretion, use reasonable efforts to resolve problems identified in
Pre-Release Products.

Page 175



o PURESTORAGE purelicense

5.4. Disclaimer.

EXCEPT FOR THE EXPRESS WARRANTY IN SECTION 5.1, PURE DISCLAIMS ALL OTHER
WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, TO THE EXTENT WARRANTIES MAY

BE DISCLAIMED UNDER APPLICABLE LAW, INCLUDING ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. PURE DOES NOT WARRANT
AGAINST LOSS OR INACCURACY OF DATA OR THAT THE OPERATION OF THE PRODUCT
WILL BE UNINTERRUPTED OR ERROR FREE. EXCEPT AS EXPRESSLY STATED IN SECTION
5.1, PURE PROVIDES THE PRODUCTS (INCLUDING ANY SOFTWARE) ON AN “AS IS” BASIS.
THE PRODUCT IS NOT DESIGNED OR INTENDED FOR USE WHERE FAILURE OF THE
PRODUCT COULD REASONABLY BE EXPECTED TO RESULT IN PERSONAL INJURY, LOSS OF
LIFE OR PROPERTY DAMAGE. END USER IS RESPONSIBLE FOR ENSURING THAT IT HAS
APPROPRIATE DATA BACK-UP, DATA RECOVERY, AND DISASTER RECOVERY MEASURES IN
PLACE.

6. INDEMNIFICATION.

Pure will indemnify and defend End User, at Pure’s expense, against any action brought by a third
party against End User to the extent that the action is based upon a claim that the Product directly
infringes any copyrights or U.S. patents or misappropriates any trade secrets, and Pure will pay those
costs and damages finally awarded by a court of competent jurisdiction against End User in any such
action that are specifically attributable to such claim or those costs and damages agreed to by Pure in
a monetary settlement of such action. If End User’s use of the Product is, or in Pure’s opinion is likely
to become, enjoined as a result of an infringement claim, Pure will, at its option and expense, either (i)
procure the right to continue using the Product; (ii) replace or modify the Product so that it becomes
non-infringing and remains functionally equivalent; or (iii) if, despite its commercially reasonable efforts,
Pure is unable to do either (i) or (ii), Pure will accept return of the Product, terminate the rights herein,
and pay to End User a prorated refund of the money paid to Pure for the purchase of such Product,
reduced on a straightline basis over a three-year life. Notwithstanding the foregoing, Pure will have

no obligation with respect to any infringement claim based upon (a) any use of the Product that is not
in accordance with this Agreement or the corresponding Product documentation; (b) any use of the
Product in combination with other products, equipment, software, or data not supplied by Pure if such
infringement would not have arisen but for such combination; (c) the use of any release of the Software
other than the current and immediately preceding version; or (d) any modification of the Product by
any person other than Pure if such infringement would not have occurred but for such modification.
This Section 6 states Pure’s entire liability, and End User’s sole and exclusive remedy, for infringement
claims and actions. The foregoing obligations are subject to End User notifying Pure promptly in writing
of such action, giving Pure sole control of the defense thereof and any related settlement negotiations,
and cooperating and, at Pure’s reasonable request and expense (including reasonable attorneys’ fees),
assisting in such defense.

7. LIMITATION OF LIABILITY.

OTHER THAN PURE’S INDEMNIFICATION OBLIGATIONS UNDER SECTION 6, TO THE MAXIMUM
EXTENT PERMITTED BY LAW, THE PURE PARTIES’ AGGREGATE LIABILITY UNDER OR
RELATING TO THIS AGREEMENT SHALL NOT EXCEED THE AMOUNT PAID BY END USER

FOR THE PRODUCTS OR SERVICES THAT GAVE RISE TO SUCH CLAIM. IN NO EVENT WILL
PURE, ITS PARENTS, SUBSIDIARIES, AFFILIATES, AND THEIR RESPECTIVE DIRECTORS,
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OFFICERS, SHAREHOLDERS AND EMPLOYEES NOR ITS SUPPLIERS (COLLECTIVELY,

THE “PURE PARTIES”) BE LIABLE FOR ANY SPECIAL, CONSEQUENTIAL, EXEMPLARY,
INCIDENTAL, OR INDIRECT DAMAGES, OR FOR LOST PROFITS, LOST OR CORRUPTED
DATA, OR INTERRUPTION OF BUSINESS ARISING IN CONNECTION WITH THE USE OF THE
PRODUCT OR SERVICES OR IN CONNECTION WITH ANY OTHER CLAIM ARISING FROM THIS
AGREEMENT, EVEN IF THE PURE PARTIES HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

8. PRODUCT DIAGNOSTIC REPORTING.

End User acknowledges that the Product will store certain diagnostic information about the routine
operations of the Product (including performance, capacity usage, data reduction ratios, configuration
data, and hardware faults) and will periodically transmit this diagnostic information to Pure and
authorized End User partners. No actual user data of End User is accessed, transmitted or provided to
Pure or any third party as part of this process, and no interruption of service is required to gather such
detailed diagnostics. End User will control Pure or any third party’s physical access to the Product. End
User agrees that the collection and transmission of such Product information is necessary to facilitate
the Evergreen Subscription.

9. GENERAL PROVISIONS.

9.1 Governing Law and Venue.

This Agreement will be governed and interpreted by and under the laws of the State of California,
without giving effect to any conflicts of laws principles. The parties expressly consent to the personal
jurisdiction and venue in the state and federal courts in Santa Clara County, California for any lawsuit
filed there arising from or related to this Agreement. The U.N. Convention on Contracts for the
International Sale of Goods shall not apply to this Agreement.

9.2 Notices.

Except as specifically stated, all notices or other communications required or permitted under this
Agreement shall be in writing and shall be delivered by personal delivery, certified overnight delivery
such as Federal Express, or registered mail (return receipt requested) and shall be deemed given upon
personal delivery or upon confirmation of receipt.

9.3 Compliance with Laws.

The parties agree to comply with all laws applicable to the distribution and use of the Product and
performance of its obligations under this Agreement.

9.4 Severability; Waiver.

If any provision of this Agreement is, for any reason, held to be invalid or unenforceable, the other
provisions of this Agreement will remain enforceable and the invalid or unenforceable provision will
be deemed modified so that it is valid and enforceable to the maximum extent permitted by law. Any
waiver or failure to enforce any provision of this Agreement on one occasion will not be deemed a
waiver of any other provision or of such provision on any other occasion.
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9.5 Export.

The Product, Software, and related technology are subject to U.S. export control laws and may be
subject to export or import regulations in other countries. End User agrees not to export, re-export,

or transfer, directly or indirectly, any technical data acquired from Pure, or any products incorporating
such data, in violation of applicable export laws or regulations. For purposes of Pure’s compliance with
applicable export laws, End User agrees to provide Pure with applicable end use information upon
Pure’s request.

9.6 No Assignment.

This Agreement, and End User’s rights and obligations herein, may not be assigned by End User
without Pure’s prior written consent, which consent will not be unreasonably withheld, and any
attempted assignment in violation of the foregoing will be null and void.

9.7 U.S. Government End Users.

The Product, Software, and related documentation are “commercial off the shelf items” as defined
in FAR 2.101 and their use is subject to the policies set forth in FAR 12.211, FAR 12.212 and FAR
227.7202, as applicable.

9.8 Force Majeure.

Neither party shall be liable hereunder by reason of any failure or delay in the performance of its
obligations under this Agreement on account of strikes, shortages, riots, insurrection, fires, flood, storm,
explosions, acts of God, war, terrorism, governmental action, labor conditions, earthquakes, volcanic
eruption, material shortages or any other cause that is beyond the reasonable control of the party.

9.9 Privacy

This Agreement is subject to Pure’s Privacy Policy and constitutes an integral part of this Agreement.
End User is solely responsible for personal data managed or stored using the Products and for
compliance with all applicable data privacy laws related thereto.

9.10 Entire Agreement; Modification.

This Agreement, including any terms referenced herein, is the entire agreement between the End

User and Pure with respect to the subject matter hereof. Any varying or additional terms relating to the
subject matter hereof in any purchase order, discussion, or other written document will be of no effect.
This Agreement, including any rights hereunder, may be extended or amended by the parties in writing.
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pureman
pureman — displays man pages for Purity//FB commands
Synopsis

pureman { pureadnmin | purealert | purearray | pureblade | purebucket | purecert
| pureconfig | puredns | pureds | purefs | purehw | purelag | purelicense |
purenetwork | pureobjaccount | pureobjuser | puresntp | puresubnet | puresupport }

Description

Enter the command pur eman with one of the arguments listed in the synopsis to display the man page
for that Purity//FB command.

Help on Purity//FB subcommands is also supported.

Enter the subcommand preceded with a hyphen. For example:

pur eman purearray-|i st

Purity//[FB Conventions

Purity//FB follows certain naming and numbering conventions.

Object Names

Valid characters are letters (A-Z and a-z), digits (0-9), and the hyphen (-) character. File system
names can also include the underscore (_) character. The first and last characters of a name must be
alphanumeric, and a name must contain at least one letter.

Most objects in Purity//FB that can be named, including file systems, data vips, and subnets can be
1-63 characters in length.

Array names can be 1-56 characters in length. The array name length is limited to 56 characters so that
the names of the individual controllers, which are assigned by Purity//FB based on the array name, do
not exceed the maximum allowed by DNS.

Array and File System Sizes

Array and file system sizes are specified as integers followed by one of the suffix letters K, M G T, P,
representing Ki B, M B, G B, Ti B, and Pi B, respectively, where "Ki " denotes 210, "M " denotes 220,
and so on.

Time Zones

Dates and times appear throughout the Purity//FB GUI and CLI to mark when an event occurred or
when a change was made to the array.

Purity//FB GUI dates and times are displayed in the user's local time zone, which is determined by the
browser's local time. The user's local time zone appears at the bottom of the navigation pane of the
Purity//FB GUIL.
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Purity//FB CLI dates and times are displayed in the time zone of the array, which is set during
FlashBlade installation. The array time zone appears in the Time panel of the System > Settings page.

CLI Command Syntax

The Purity//FB CLI is comprised of built-in commands specific to the Purity//FB operating environment.

Purity//FB CLI commands have the general form:
command subcommand --options OBJECT- LI ST

The parts of a command are:

COVIVAND
Type of FlashBlade object to be acted upon, prefixed by "pure". For example, the pur ef s
command acts on Purity//FB file systems. Run the pur ehel p command to see a list of Purity//
FB CLI commands.

SUBCOMVAND
Action to be performed on the specified object. Most CLI subcommands are common to some or
all object types. For example, pur esubnet | i st lists all subnets on the array.

OPTI ONS
Options that specify attribute values or modify the action performed by the subcommand.

For example, in the following command, the - - si ze option sets the provisioned size of file
system MyFi | es to 100 gigabytes.

purefs setattr --size 100G MyFil es

OBJECT- LI ST
Object or list of objects upon which the command is to be operated. If a subcommand changes
the object state, then at least one object must be specified. Examples of subcommands
that change the object state include cr eat e, del et e, and set at t r . For example,
purefs create M/Fi | es creates file system MyFi | es. In the command synopses, OBJECT
specifications that are not enclosed in square brackets (for example, NAVE in pur enet wor k
commands) represent ones that are required.
Passive subcommands, such as | i st , which do not change object state, do not require object
specification. Leaving out the object is equivalent to specifying all objects of the type. For
example, puref s | i st with no file systems specified displays information about all file systems
in an array. In the command synopses, OBJECT specifications enclosed in square brackets (for
example, [ NAME] ) represent ones that are optional.

Most subcommands act on a single object. For example, in the following command, the cr eat e
subcommand can only be run on a single file system to change the attributes of that file system.

purefs setattr --size 10T MyFiles

Certain subcommands can operate on multiple objects. For example, the following command
creates two alert watchers.
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pureal ert create watcher wendywat cher @xanpl e. com wal t er wat cher @xanpl e. com

In the command synopses, OBJECT specifications that take in a list of objects are appended
with ellipses (for example, ADDRESS. . . ).

The following list describes the conventions used in CLI documentation:

« Text in fixed-width (Courier) font must be entered exactly as shown. For example,
puresubnet |ist.

+ Text not enclosed in brackets represents mandatory text.
+ Text inside square brackets (“[ ]”) represents optional items. Do not type the brackets.

« Text inside curly braces (“{ }") represents text, where one (and only one) item must be specified.
Do not type the braces.

* The vertical bar (|) separates mutually exclusive items.

* Uppercase italic text represents entered text whose value is based on the nature of the
subcommand or option. For example, - - si ze S| ZE, where SIZE represents the value to be
entered, such as 10T.

CLI Output

Various Purity//FB CLI subcommands, such as | i st, generate list outputs. With the ability to create
and manage hundreds of file systems, list outputs can become very long. The Purity//FB CLI includes
options to control the way a list output is displayed and formatted. The CLI also includes sort, filter, and
limit options to control the results you see and the order in which you see them.

Interactive Paging

Pagination divides a large output into discrete pages. Pagination is disabled by default and is only in
effect if the - - page option is specified and the number of lines in the list output exceeds the size of the
window.

To interactively move through a paginated list output:
* Pressthe[ Ri ght Arrow] key or space bar to move to the next page.

 Pressthe[ Left Arrow] keyto move to the previous page.
To quit interactive paging and exit the list view, press q .

With pagination, each page of the CLI list output begins with the column titles. To suppress the column
titles, run the command with the - - not i t | e option.

Using Wildcards

The asterisk (* ) symbol denotes a wildcard character used in list operations to represent zero or more
characters in an object name. The object name can include multiple asterisks.

When running the purefs |i st command, include the asterisk in the name argument to expand the
list results. For example, the purefs Iist *cat* command displays a list of all hosts that contain
"cat", such as cat, cat nap, happycat s, and | ol cat . If the asterisks were not included, only the host
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named cat would be returned. As another example, the purefs |i st *fs* command displays a list
of all file systems that contain "fs", including ones that begin or end with "fs".

$ purefs list *fs*

Nane Size Used Created Pr ot ocol s
M f s 100G 0.00 2016-04-11 10:18:07 PDT http
MyFs-01 100G 0.00 2016-04-11 10:18:07 PDT  http

fs 1G 0.00 2016-04-11 11:19:19 PDT snb

fs01 100G 0.00 2016-04-11 10:17:23 PDT nfs

If Purity//FB cannot find matches for the wildcard argument specified, an error message appears.

Formatting

Format options control the way list outputs are displayed. The following format options are common to
most | i st and nmoni t or subcommands:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--Ccsv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.
Here is a comparison between the purefs i st --space output with formatted column titles
and data, and the same output with unformatted column titles and data:

$ purefs list --space --page
Nane Size Used Dat a Reducti on Physical Snapshots Total
epic0l 5T 4.03T 2.0to 1 2. 01T 0. 00 2. 01T

$ purefs list --space --raw --page
nane provi si oned space. virtual space.data_reduction space. uni que space. snapshots
epi c01 5497558138880 4429186269696 2.3 3221998891 O
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space. total _physi cal
42339133009304

Sorting

When running the purefs |i st command, include the - - sor t option to sort a column of the output
in ascending or descending order.

The sort option adheres to the following syntax:

--sort SORT

SORT represents a comma-separated list of columns to sort. Use the unformatted title name (- - r aw) of
the column to represent each column listed. To sort a column in descending order, append the minus (-)
sign to the column name.

For example, run the following commands to get the unformatted column titles in the purefs | i st
output, and then sort the same output in descending order by the space. vi rt ual (Used) column:

$ purefs list --raw --page
nane provi si oned space. vi rtual creat ed pr ot ocol s

$ purefs list --sort space.virtual -
Nane Size Used Creat ed Pr ot ocol s

FSO01 15T 2.48T  2017-06-13 09:24:44 nfs
FS06 15T 2.47T  2017-06-13 09:25:54 nfs
FS02 15T 2.25T  2017-05-13 09:24:44 nfs
FS04 10T 1.99T 2017-07-22 14:40:28 snb
FS03 50T 1.99T 2017-04-09 07:52:46 nfs
FSO5 2T 1.26T  2017-05-13 09:36:33 nfs

If multiple columns are specified, the output is sorted by the order of the columns listed.

If a sorted column contains non-unique values and a secondary sort argument is not specified, Purity//
FB automatically performs a secondary sort using the default sort criteria (typically by Nane).

Examples

Example 1: Display a list of file systems sorted in descending order by virtual space used.
$ purefs list --space --sort space.virtual -

Example 2: Display a list of file systems sorted in ascending order by virtual space used. If any of of the
file systems are identical in virtual space used, sort those file systems in descending order by name.

$ purefs list --space --sort space.virtual, name-

Filtering

When running the purefs |i st command, include the - -fi | t er option to narrow the results of the
output to only display the rows that meet the filter criteria.
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Filtering with Operators

When filtering with operators, use the following syntax:
--filter "RAWTI TLE OPERATOR VALUE"

RAW TI TLE represents the unformatted title name of the column by which to filter. Run the list
operation with the - - r aw option to get the unformatted title name.

OPERATOR represents the type of filter match (=, ! =, <, >, <=, or >=) used to compare RAW_TITLE to
VALUE.

VALUE represents the value (number, date, or string) that determines the results to be included in the
list output. Literal strings must be wrapped in quotes.

Filtering supports the following operators:

Operator |Description

= Equals

1= Does not equal

< Less than

> Greater than

<= Less than or equal to
>= Greater than or equal to

Filtering supports the asterisk wildcard character. For example, the value "*fs*" in the puref s |i st
--filter "nane = '*fs*'" command displays a list of all file systems that contain "fs" in the file
system name.

The AND and OR operators can be used to further refine your filter. The AND operator displays only the
results that meet all of the filter criteria in the command. The OR operator displays the results that meet
at least one of the filter criteria in the command.

Examples

Example 1: Display a list of file systems that are greater than or equal to 5 tebibytes in provisioned size.
$ purefs list --filter "provisioned >= \"5T\""

OR

$ purefs list --filter "provisioned >= 5497558138880"

Example 2: Display a list of empty file systems.

$ purefs list --filter "space.virtual ="'0""

Example 3: Display a list of file systems that occupy a physical space greater than or equal to 3.43
tebibytes in size, not including snapshot specific data.
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$ purefs list --space --filter "space.uni que >= 3772099408945"

Example 4: Display a list of file systems that begin with f i | e or are greater than 5 tebibytes in size.
$ purefs list --filter "nane = '"file*" or provisioned > \"5T\""

Example 5: Display a list of file systems that begin with f i | e and are greater than 5 tebibytes in size.

$ purefs list --filter "name = '"file*" and provisioned > \"5T\""

Filtering with Functions
The filter option supports the CONTAINS and NOT functions.
--filter FUNCTI ON( PARAVETERS)

Function Description

contains(raw_ title,string) Contains the enclosed string.

Takes exactly two parameters, whereraw titl e
represents the unformatted title name of the column by
which to filter and st r i ng represents the string to search
within the column. Run the list operation with the - - r aw
option to get the unformatted title name.

not ( expr essi on) Inverse of the enclosed expression.

Examples

Example 1: Get a list of all file systems with at least one NFS export rule set to
*(rw, no_root _squash).

$ purefs list --filter "contains(rules, '*(rw no_root_squash)')"

Example 2: Get a list of file systems that do not contain "file" in the file system name.

$ purefs list --filter "not(contains(nanme, 'file'))"

Existence Checks

" n

The Purity//FB CLI supports existence checks. For example, the purefs list --filter "nane

command checks to see if the "name" column exists in the file system list output.
Examples

Example 1: Get a list of all file systems with data written to them.
$ purefs list --filter "space.virtual"

Example 2: Get a list of all file systems that do not have a provisioned size set.
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$ purefs list --filter "not(provisioned)"

Setting Limits

When running the purefs |i st command, include the - - | i n t option to restrict the result size to
the limit specified.

The limit option adheres to the following syntax:
--limt ROAS
ROWS represents the maximum number of rows to return.

For example, run the following command to list only the first 5 rows of the purefs |i st --space
output:

$ purefs list --space --linmit 5

Nane Size Used Dat a Reducti on Physical Snapshots Total
M/File01l 5T 4.03T 2.3 to 1l 4. 04T 0. 00 4. 04T
M/Fi | e02 5T 3.42T 2.3 to 1 3.43T 1.23T 4. 66T
M/Fi | e03 5T 3.42T 7.6 to 1 3.43T 0. 00 3.43T
M/Fi 1 e04 5T 3.42T 2.3 to 1 3.43T 0. 00 3.43T
M/Fi |l e05 5T 3.42T 1.6 to 1 3.43T 0. 00 3.43T

Combining Sorting, Filtering, and Limit Options

The--sort,--filter,and--1imt options can all be combined together.
Examples

Example 1: Display the top 10 file systems that have the largest amount of pre-compressed data written
to them, and include "file" in the file system name.

$ purefs list --sort "space.virtual-" --limt 10 --filter "pane = '*file*""
Example 2: Display the top 10 file systems with the largest physical space used.
purefs list --space --sort "space.unique-" --linmt 10

CLI Command Help

CLI command help is available at both the command and subcommand levels. To use it, type the
Purity//FB CLI command or subcommand followed by - h or - - hel p. The command with the - h or - -
hel p switch displays usage information, supported syntax, and a list of subcommands for the specified
command. To get help information for an Purity//FB command, type:

COVMAND - h
For example,

$ purefs -h
usage: purefs [-h] {add, create, del ete, di sabl e, enabl e, list,nfs, renove, setattr, snap}...
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positional argunents:
{add, creat e, del et e, di sabl e, enabl e, | i st, nfs, renove, setattr, snap}

add add protocols to one or nore file systens
create create a file system

del et e del ete one or nore file systemn(s)

enabl e enable file systemattributes

The command with the - h or - - hel p switch displays usage information, supported syntax, and a list of
options for the specified subcommand. To get help information for an Purity//FB subcommand, type:

COVWVAND SUBCOMVAND - h
For example,

$ purefs list -h

usage: purefs list [-h] [--pending | --pending-only]
[--space | --protocol-specific {http,nfs,snb} | --special-dir | --snap]
[--cli | --csv | --nvp] [--notitle]
[--total | --total-only] [--filter FILTER] [--sort SORT]

[--raw] [--linmit LIMT] [--page]
[ FI LE- SYSTEM . . . ]

posi tional argunents:
FI LE- SYSTEM fil e system nane(s)
optional argunents:

-h, --help show this hel p nessage and exit

- - pendi ng list file systens including pending
- - pendi ng- onl y list pending file systens only

- -space di spl ay space report

--protocol -specific {http,nfs, snb}

di spl ay protocol specific information
--special-dir list status of special directories
--snap list snapshots

Troubleshooting

Help! Who do | contact about problems with the FlashBlade Array?

Contact a member of your Pure Storage account team, visit us at http://support.purestorage.com, or
email Pure Storage Support at <suppor t @ur est or age. conp.

If you are contacting Pure Storage Support about a technical issue, they may ask you to open an RA
session so that they can help you diagnose the issue.

Error Messages

The following error messages may appear when you perform operations through the Purity//FB GUI or
CLI:
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Servi ce Tenporarily Unavail abl e
An internal service is currently unavailable. This is a temporary issue. Wait a few minutes and
then try the Purity//FB GUI or CLI operation again. If you still get the error message, contact Pure
Storage Support at <support @ur est or age. conp.

Unexpected Error
The Purity//FB GUI or CLI operation that you performed generated an unexpected error. Contact
Pure Storage Support at <support @ur est or age. conp.

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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purenetwork

purenetwork, purenetwork-create, purenetwork-delete, purenetwork-list, purenetwork-setattr —
manages the network interfaces used to connect a FlashBlade system to a network

Synopsis
purenetwork create {vip} --address ADDRESS --servicelist SERVI CELI ST NAVE

purenet wor k del ete NAME. . .

purenetwork list [ --cli | --csv | --nvp ] [--notitle] [--filter FILTER] [--sort
SORT] [--limt LIMT] [--raw ] [--page ] [--service SERVICE] [--vlan VLAN|

purenetwork setattr [--address ADDRESS] NAME

Arguments

NAVE
Data virtual IP address (data vip). In CLI commands, data vip names are case-sensitive.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

- - address ADDRESS
IP address to be associated with the specified data vip.
For IPv4, enter the address in CIDR notation ddd. ddd. ddd. ddd/ dd. For example,
10. 20. 20. 210/ 24.

For IPv6, enter the address and prefix length in the form

XXXX T XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX/ xxX. For example,

2001: 0db8: 85a3: : ae26: 8a2e: 0370: 7334/ 64. Consecutive fields of zeros can be
shortened by replacing the zeros with a double colon (: : ).

--servi ce SERVI CE
Lists only the interfaces configured with the specified service. The supported service for data

vips is dat a.

--servicelist SERVICELI ST
Assigns the specified service to the data vip. The supported service for data vips is dat a.

--vl an
Lists only the interfaces configured with the specified VLAN ID.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.
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--CSV
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

Options that manage display results:

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

The pur enet wor k command displays and manages the data virtual IP addresses (data vips) on the
FlashBlade array.
Viewing Data Vips

The purenet wor k | i st command lists all the network interfaces on the array. Include the
--servi ce dat a option to display all of the data vips that have been created on the array. Include the
- - vl an option to display only the interfaces that are configured with the specified VLAN ID.

Creating Data Vips

Exporting a file system requires a data vip which, in turn, must be attached to a subnet. To create a
data vip:

1. Verify that a subnet with the correct network prefix, VLAN ID, and gateway has been created.
To view subnet details, run pur esubnet | i st . For more information about subnets, refer to
puresubnet(1) [213].

2. Create the data vip and attach it to the subnet. To create a data vip, run pur enet wor k create
Vi p.
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The pur enet wor k create vi p command creates a data vip and attaches it to a subnet. Include the
required - - addr ess option to create a reachable data vip. Specify the IP address of the client, making
sure it matches the network prefix of the subnet. Include the required - - servi cel i st dat a option to
assign the dat a service to the data vip. Once the data vip is created, it inherits the gateway, MTU and
VLAN ID from the subnet. Likewise, the subnet inherits the dat a service type from the data vip.

After a data vip has been created, the next step is to export and mount the file systems. For more
information about file systems, refer to purefs(1) [141].

Configuring Data Vip Attributes

The pur enet wor k set at t r command changes the attributes of the specified data vip, completely
replacing any existing configurations. Include the - - addr ess option to change the IP address of the
data vip.

Deleting Data Vips

The pur enet wor k del et e command deletes a data vip. Once a data vip has been deleted, any
clients connected through the data vip will lose their connection to the file system.

Examples

Example 1

purenetwork |ist --service data

Displays a list of data vips created for file system export.

Example 2

purenetwork create vip --address 10.10.200.10 --servicelist data DataVi pOl
Creates data vip Dat aVi p01 using address IP 10. 10. 200. 10 to export the file system.
Example 3

purenetwork setattr --address 10.255.9.101 DataVi p03

Changes the IP address of Dat aVi p03 from 10. 255. 9. 100 to 10. 255. 9. 101. Note that both
addresses belong to the same subnet.

Example 4
pur enet wor k del ete DataVi p01 Dat aVi p02
Deletes data vips Dat aVi p01 and Dat aVi p02 from the FlashBlade array.

See Also
purearray(1) [109], purefs(1) [141], puresubnet(1) [213], puresupport(1) [217]
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Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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pureobjaccount

pureobjaccount, pureobjaccount-create, pureobjaccount-delete, pureobjaccount-list — displays and
manages the object account attributes

Synopsis

pureobj account create ACCOUNT. . .
pureobj account del ete ACCOUNT. . .

pureobj account list [--space] [ --cli | --csv | --nvp ] [--notitle] [--total]
[--total-only] [--filter FILTER] [--sort SORT] [--raw] [--limt LIMT] [--page]
[ ACCOUNT. . . ]
Arguments

ACCOUNT

The name of an object store account.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

- -space
Displays storage consumption details for each object store account.

--total
Follows output lines with a single line containing column totals in columns where they are
meaningful.

--total -only
Displays a single line containing column totals in columns where they are meaningful.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
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convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and
filter list results.

Options that manage display results:

--filter
Displays only the rows that meet the filter criteria specified.

--limt
Limits the size of the list output to the specified maximum number of rows.

--sort
Sorts the list output in ascending or descending order by the column specified.

Description

The pur eobj account command manages the object store accounts. You can create multiple
accounts on the array and delete them as needed. Purity//FB supports multitenancy object store
accounts. More than one account can exist on the array and is logically separated, meaning each
account can be administered independently from other accounts.

Viewing an Account

The pur eobj account | i st command displays the creation date for all object store accounts. Each
account listed displays the following information:

+ Name: The name of the object store account.

¢ Created: The time the account was created.

Issuing the pur eobj account |ist --space command provides additional details about the object
stores' space consumption.

- Data Reduction: Ratio of the size of the written data (i.e. Used) versus the amount of space the
data occupies after data compression (i.e. Physical).

+ Physical: Amount of space that the written data occupies on the array after reduction via data
compression.

Creating an Account

The pur eobj account creat e command creates a new object store account. Accounts must be
created before an object store user can be created.

Deleting an Account

The pur eobj account del et e command deletes an object store account.
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Examples
Example 1

pur eobj account create pureaccountl pureaccount 2

Creates two new object store accounts named pur eaccount 1 and pur eaccount 2.

Example 2
pur eobj account del ete pureaccountl1
Deletes the object store account named pur eaccount 1.

See Also

purearray(1) [109], purebucket(1) [118] purefs(1) [141]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. conp
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pureobjuser

pureobjuser, pureobjuser-access-key, pureobjuser-access-key-create, pureobjuser-access-key-setattr,
pureobjuser-access-key-list, pureobjuser-create, pureobjuser-delete, pureobjuser-list — displays and
manages the object user attributes

Synopsis
pur eobj user create USER. ..

pur eobj user delete USER. ..

pureobjuser list [ --cli | --csv | --nvp ] [--notitle] [--filter FILTER] [--sort
SORT] [--rawj [--limt LIMT] [--page] [USER ..]

pur eobj user access-key create --user USER

pureobj user access-key {del ete} {enable} {disable} ACCESS-KEY-ID...

pur eobj user access-key list [ --cli | --csv | --nvp ] [--notitle] [--filter
FILTER] [--sort SORT] [--raw] [--limt LIMT] [--page] [ACCESS-KEY-ID...]
Arguments

USER

The user name of an object store user, specified in the format of account nanme/ user nane.
For example, account 1/j sni t h.

ACCESS- KEY- I D
The access key ID of the user.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--user USER. ..
Specify the user name for the Object Store access key.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--Ccsv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.
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--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

--filter
Displays only the rows that meet the filter criteria specified.

--limt

Limits the size of the list output to the specified maximum number of rows.
--sort

Sorts the list output in ascending or descending order by the column specified.

Description

The pur eobj user command is used to create and delete users for object store accounts. Additionally,
this command is used to manage user access keys by creating, deleting, enabling, or disabling keys.
Each user can have up to two sets of access keys. Each key consists of an Access Key ID and a
Secret Access Key.

Viewing Users and Access Keys

The pur eobj user |i st command displays the details of all user configurations. Each user listed
displays the following information:

* Name: Assigned name of the user.
» Access Key ID: The access key ID created for the specific user.

+ Created: The time the user identity was created.

The pur eobj user access-key |ist command displays all users with access key IDs.
+ Access Key ID: The access key ID created for the specific user.
+ Enabled: The status of the access key can be set to True or False.
+ Secret Access Key: The secret key is encrypted and only the user can reveal the key.
* User: The name of the user.

* Created: The time the access key was created for the user.
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Creating a User

The pur eobj user creat e command creates users for an object store account. Users are created

to administer the object storage for a specified object store account. A user name must be unique and
prefixed with the account name it is assigned, thus requiring an account to be created before creating a
user for that account.

To create a user pur euser for an object store account named pur eaccount , add pur eaccount as a
prefix followed by a forward slash. For example, pur eaccount / pur euser .

pur eobj user create pureaccount/pureuser

Creating an Access Key

An access key allows the user to administer the object store. A maximum of two sets of keys can be
created for each user. A set of keys consists of an access key ID and Secret Access Key.

The Secret Access Key will only be displayed as unencrypted once during the creation of a new access
key. Copy and paste the Secret Access Key if necessary and place in a secure location.

Use the pur eobj user access-key create —dser command followed by the user name,
including the account prefix. For example:

pur eobj user access-key create —dser pureaccount/ pureuser

An access key ID and secret access key is created for the user named pur eaccount / pur euser .

Deleting, Disabling, Enabling an Access Key

An access key for a user is enabled by default. Keys can be disabled for temporary purposes and re-
enabled at a later time. Additionally, keys can be deleted and keys must be generated again for the
user to gain access to the object store. Use the following commands for each action:

* pureobjuser access-key di sabl e followed by the access key ID to disable a user's
access key.

* pureobjuser access-key enabl e followed by the access key ID to re-enable a user's
access key.

* pureobjuser access-key del et e followed by the access key ID to delete a user's access
key.

Examples

Example 1

pur eobj user create pureaccount/pureuser

Creates a new user named pur eaccount / pur euser that is assigned to account pur eaccount .
Example 2

pur eobj user access-key create --user pureaccount/pureuser
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Creates an access-key for the User pur eaccount / pur euser .
Example 3

pur eobj user access-key di sabl e PSFBI AZFABAAMFP
Disables access key PSFBI AZFABAAMFP.

Example 4

pur eobj user del ete pureaccount/ pureuser

Deletes user pur eaccount / pur euser .

See Also

purearray(1) [109], purebucket(1) [118] purefs(1) [141]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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purepolicy

purepolicy, purepolicy-add, purepolicy-create, purepolicy-delete, purepolicy-disable, purepolicy-enable,
purepolicy-list, purepolicy-remove, purepolicy-rule-add, purepolicy-rule-remove, purepolicy-rule-list —
creates, manages, and displays array snapshot policies.

Synopsis

purepolicy add --fs FI LE- SYSTEM PCLI CY. ..

purepolicy create POLICY...

purepolicy delete PCLI CY

purepolicy disable POLI CY

purepol i cy enable POLI CY

purepolicy list [ --cli | --csv | --nvp ] [--notitle] [ --menber | --fs | --
fs-snap ] [--filter FILTER] [--sort SORT] [--raw] [--limt LIMT] [--page]
[PCLI CY...]

purepolicy renove --fs FI LE- SYSTEM PQOLI CY. ..
purepolicy rule add --keep-for KEEP_FOR --every EVERY --at AT POLICY...
purepolicy rule renove --keep-for KEEP_FOR POLI CY. ..

purepolicy rule list [ --cli | --csv | --nvp ] [--notitle] [--filter FILTER] [--
sort SORT] [--raw] [--limit LIMT] [--page] [POLICY...]
Arguments

PCLI CY

The name of the policy.

Positional Arguments

add
Adds a policy retention rule. Must be used with the r ul e subcommand.

renove
Removes a policy retention rule. Must be used with the r ul e subcommand.

l'ist
Lists all policy retention rules. Must be used with the r ul e subcommand.
Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.
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--at AT
The time of day a snapshot is taken, specified in the format HH[ anj pnj ; for example 23, 5am If
the time was previously set, specify " " to clear the time.

--every EVERY
The snapshot interval, specified in the format N[ ] h| d| w] ; for example 15m 1h, 2d, 3w.

--fs FILE- SYSTEM
A file system or a comma-separated list of file systems to which a policy or policies are added or
removed.

--keep-for KEEP_FOR
The period in which snapshots are retained before they are eradicated, specified in the format
N[ m h| d| w] ; for example 15m 1h, 2d, 3w.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--fs
Lists file systems added to policies.

--fs-snap
Lists file system snapshots added to policies.

- - menber
Lists file systems and file system snapshots added to policies.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

Options that manage display results.
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--filter FILTER
Displays only the rows that meet the filter criteria specified.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.
Description

Policies are rules that govern snapshot creation and retention, which are applied to file systems. In a
typical workflow:

1. Create a policy.
2. Add rules to the policy.
3. Add the policy to a file system.

Creating Snapshot Policies

The purepol icy create POLI CY command is used to create one or more snapshot policies. If
creating multiple policies, the new policies' names, as specified by the POLI CY argument, must be
specified in a space-separated list. For example, purepol i cy create pol 1 pol 2 pol 3. Once a
snapshot policy has been created, by default it becomes enabled.

Adding Snapshot Policy Rules

After creating a snapshot policy, add snapshot creation and retention rules using the
purepolicy rul e add command. Snapshot rules include:

+ the snapshot interval (- - every)
+ the time of day snapshots are taken (- - at )

* when snapshots are eradicated (— keep-f or)

Disabling Snapshot Policies

To disable a snapshot policy, issue the pur epol i cy di sabl e POLI CY command. Once the
snapshot policy, as specified with the PCL| CY argument, is disabled the snapshot creation and
retention rules are suspended for any file systems to which the policy was added. Multiple policies can
be disabled at once by specifying a space-separated list of policy names.

Viewing Snapshot Policies

To view all snapshot policies, run the pur epol i cy |i st command. You can apply filters to display
only policies applied to file systems, snapshots as a result of applied policies, or both file systems and
snapshots using the - - f s, - - f s- snap, or - - nenber options, respectively.

You can also view the details of all policies and their rules by issuing the
purepolicy rule |ist command.
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Modifying Snapshot Policy Rules

To modify the rules of an existing snapshot policy, you must first remove the policy's original rules using
the purepolicy rule renove --keep-for KEEP FOR PCLI CY command. Note that when
removing rules you must specify the same snapshot retention before eradication period originally set for
the policy. For example, if the policy's snapshot retention before eradication period was originally set to
2h, when removing the rule, you must specify a - - keep- f or value of 2h. Once the original rules are
removed, issue the pur epol i cy rul e add command and specify new of snapshot interval, creation
time, and period-before-eradication parameters.

Removing and Deleting Snapshot Policies

Snapshot policies can be removed and deleted. For example, if a policy no longer

meets your current needs, remove it from its associated file system using the

purepolicy renmove --fs FILE-SYSTEM PCLI CY command and then delete the policy using the
purepolicy del ete POLI CY command.

Examples

Example 1

purepolicy create pol1l pol2 pol 3

Creates snapshot policies pol 1, pol 2, and pol 3.

Example 2

purepolicy rule add --every 1d --at 6am --keep-for 5d pol1l

Sets snapshot rules for snapshot policy pol 1 so that one snapshot is taken at 6am every day and then
eradicated after five days.

Example 3

purepolicy add --fs fsl pol1l

Adds snapshot policy pol 1 to file system f s1.
Example 4

pur epolicy di sable pol1

Disables snapshot policy pol 1.

See Also

purealert(1) [103], purearray(1) [109], purefs(1) [141] puresupport(1) [217]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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purequota

purequota, purequota-group-create, purequota-group-delete, purequota-group-list, purequota-
group-setattr, purequota-notification-disable, purequota-notification-enable, purequota-notification-
list, purequota-notification-setattr, purequota-user, purequota-user-create, purequota-user-delete,
purequota-user-list,

purequota-user-setattr — Sets and displays user and group quotas.

Synopsis

purequota group create --fs FI LE- SYSTEM --quota QUOTA [ --gid G D | --group-nane
GROUP_NAME ]

purequota group delete --fs FILE-SYSTEM|[ --gid G D | --group-nane GROUP_NAME ]

purequota group list [ --cli | --csv | --nvp ] [--notitle] [--filter FILTER
[--sort SORT] [--raw] [--limt LIMT] [--page] --fs FILE- SYSTEM
[ --gid @ D| --group-name GROUP_NAME | [--all-usage]

purequota group setattr --fs FILE-SYSTEM][ --gid G D | --group-nane GROUP_NAME ]
--quota QUOTA

purequota notification disable

purequota notification enable

purequota notification list [ --cli | --¢csv | --nvp ] [--notitle] [--raw]
purequota notification setattr --contact CONTACT

purequot a user create --fs FI LE- SYSTEM --quota QUOTA [ --uid U D | --user-nane
USER NAME ]

purequota user delete --fs FILE-SYSTEM[ --uid U D | --user-nanme USER NAME ]

purequota user list [ --cli | --csv | --nvp ] [--notitle] [--filter FILTER
[--sort SORT] [--raw] [--limt LIMT] [--page] --fs FILE-SYSTEM]|--all-usage]
[ --uid UD| --user-name USER NAME ]

purequot a user setattr --fs FILE-SYSTEM[ --uid U D | --user-nane USER NAME ]
--quota QUOTA

Positional Arguments

gr oup
Manages group quotas.

notification
Manages quota notifications.

user
Manages user quotas.
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Subcommands

Ccreate
Creates user quota or group quota.

del ete
Deletes user quota or group quota.

l'ist
Lists user and group quotas and quota notification information.

setattr
Modifies user and group quota attributes and .

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--al |l -usage
Lists all user usage or group usage, with or without set quotas.

--contact CONTACT
The contact information of a FlashBlade administrator included in a direct email notification to
users or groups approaching or exceeding their file system quota. The contact information is a
free-form string of a name, email, or phone number enclosed in quotes. For example, " John
Doe, Storage Adnin Team |jdoe@xanple.com (555-867-5309)".
The contact information for the individual or organization who will receive the quota notification
email alerts. The contact information is a free-form entry for names, emails, or phone numbers.
The contact field cannot exceed 256 characters in length.

--fs FILE- SYSTEM
A file system to which a group or user quota is added or removed.

--gid GdD
The group ID.

--group- name GROUP_NAME
The group name. Note that the group name maps to the sAMAccountName field of a group in
Active Directory servers, and the Common Name (CN) of a group in all other types of directory
servers.

--quota QUOTA

The quota size for the group or user. The size must be an integer followed by a capacity suffix:
K.M,G,T,P, or E.

--uid UD
The user ID. Note that the user name maps to the sAMAccountName field of a user in Active
Directory servers, and to the UID field of a user for all other types of directory servers.
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--user-nanme USER NAME
The user name.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--CSVv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--notitle
Lists information without column titles.

- - page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

Quotas can be set for users and groups on a per-file system basis to help manage file system space
usage by those users and groups.

When the array detects that a user or group has exceeded its quota, further writes to the file system by
that user or group are halted until usage decreases below the set quota size via deletion or truncation
of that user or group's data from the file system. Note that a quota can be exceeded during this
detection period. For example, if you are writing a large file that exceeds the quota, the write will fail, but
the total usage may slightly exceed the quota.
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Creating User Quotas and Group Quotas

Use the pur equot a group create and purequota user creat e commands to set user and
group quotas for each file system group ID and user ID (quotas can be set explicitly). The group or user
ID must be specified using the - - gi d or - - ui d options, as well as the file system (- - f s) and quota
size (- - quot a). Alternatively, you can specify the group or user name rather than the group or user ID
using the - - gr oup- nane or - - user - name options. If a quota already exists for a user or group, the
cr eat e command will fail.

If you wish to create a default user or group quota that applies to all users and

groups on a file system, use the purefs setattr --defaut-user-quota or

purefs setattr --default-group-quotacommand. Default quotas apply to all users and
groups that do not have explicit quotas.

Modifying User Quotas and Group Quotas

Existing user and group quotas can be modified at any time using the pur equot a group setattr
and pur equot a user setattr commands. Note that if you modify a user's or group's quota

to a lower value and that user or group's usage has already exceeded the new value, writes will
automatically halt until usage decreases below the new quota setting.

Deleting User Quotas and Group Quotas

User and group quotas can be deleted. For example, if a user's or group's quota is no longer applicable
for your needs, delete it from its associated file system using the pur equot a group del ete or
purequota user del et e command. As with creating quotas, you must specify either the user ID

(- - ui d), user name (- - user - nane, group ID (- - gi d), or group name (- - gr oup- nane), as well as
the file system (- - f s). If a default quota was set for the file system's users or groups, the default quota
will take effect when the explicit quota (quota per user or group ID) is deleted.

Viewing User Quota and Group Quota Reports

To view the quotas and current usage of users and groups whose quotas were set using the
purequota creat e command, runthe purequota user |ist andpurequota group |ist
commands. In addition to standard filtering options, you can also view quota and usage information

for specific users or groups using the - - ui d, - - user - nane, - - gi d, - - gr oup- nane options.

To view all file system user and group usage, regardless of if a specific quota was set, run the
purequota user list --all-usage andpurequota group |ist --all-usage commands.

Enabling Quota Notifications

Direct email notifications can optionally be enabled to send emails to users and groups when they
approach or exceed their file system quota. An email with a warning message is sent to a user or
group when their quota reaches 80% capacity and again at 90% capacity. When a quota is at 100%
capacity, a critical email is sent. Emails will be sent every 24-hours until the quota falls below 80%
capacity threshold. Use the pur equot a notificati on enabl e command to enable notifications or
purequota notification disabl e to disable notifications.

A direct email notification can optionally be configured to include the administrator's
contact information which the user and group can use to inquire about their quota and
manageability options, such as requesting an increase of their individual space quota.
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The FlashBlade administrator can include a free-form string enclosed by quotation marks.

The contact information can include a name, phone number, or email. For example

"John Doe, Storage Admin Team |doe@xanple.com (555-867-5309)". Use the
purequota notification setattr --contact command to enter contact information.

Note: Quota usage alerts will be downgraded from critical or warning to info-level when notifications
are enabled. This will prevent the administrators and watchers from constantly receiving direct email
notifications.

Examples

Example 1

purequota user create --fs fsl --uid 1001, 1002 --quota 100G

Creates a quota of 100G for users with user IDs 1001 and 1002 on file system fs1.
Example 2

purequota user setattr --fs fsl --uid 1001 --quota 500G

Modifies the quota (from 100G as shown in Example 1 to 500G) for user ID 1001 on file system fs1.
Example 3

purequota user list --fs fsl --all-usage

Lists the quotas and current usage for all users on file system fs1.

Example 4

purequota user list --fs fsi

Lists the current usage for all users with set quotas on file system fs1.

Example 5

purequota user delete --fs fsl --uid 1002

Deletes the quota from user ID 1002.

Example 6

purequota notification enable

Enables the FlashBlade array to send email notifications to any user or group approaching or
exceeding their quota.

Example 7

purequota notification setattr --contact "John Doe, Storage Admin Team |doe@xanple.com (555
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Adds the contact information of John Doe. Email notifications will include John Doe's contact
information should users or groups need to inquire about their quota.

See Also
purealert(1) [103], purefs(1) [141]
Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®

Page 209



O PURESTORAGE puresmtp

puresmtp
puresmtp, puresmtp-list, puresmtp-setattr — displays and sets SMTP attributes.
Synopsis

puresntp list [ --cli | --csv | --nvp ] [--notitle]

puresntp setattr [--relayhost RELAYHOST] [--senderdonmai n SENDERDOVAI N

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--rel ayhost RELAYHOST
Displays or sets the hostname or IP address of the email relay server currently being used as a
forwarding point for alert email notifications generated by the array. If specifying an IP address,
enter the IPv4 or IPv6 address.
For IPv4, specify the IP address in the form ddd. ddd. ddd. ddd, where ddd is a number
ranging from 0 to 255 representing a group of 8 bits. If a port number is also specified, append
it to the end of the address in the form ddd. ddd. ddd. ddd: PORT, where PORT represents the
port number.

For IPv6, specify the IP address in the form

XXXX T XXXXD XXXX T XXXX: XXXXD XXXX: XXXX: XXXX, where xxxX is a hexadecimal number
representing a group of 16 bits. Consecutive fields of zeros can be shortened by replacing the
zeros with a double colon (: : ). If a port number is also specified, enclose the entire address

in square brackets ([ ] ) and append the port number to the end of the address. For example,

[ XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XxXXX] : PORT, where PORT represents the port
number.

--sender domai n SENDERDOVAI N
Displays or sets the domain name. The domain name determines how logs are parsed and
treated by Pure Storage Support and Escalations. The domain name is also used in the "from"
address of outgoing alert email notifications. The domain name must be set to your company's
domain name. For example, nydomai n. com

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - cl i output is not meaningful when combined with immutable attributes.

--Csv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.
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--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--notitle
Lists information without column titles.

Description

The pur esnt p command allows you to view and set your array's SMTP attributes.

Viewing SMTP Attributes

The puresmnt p || st command allows you to view the configured relay host and sender domain for
your array.

Configuring the SMTP Relay Host

The puresnip setattr --relayhost command sets the hostname or IP address of the email
relay server that is to be used as a forwarding point for alert email notifications generated by the array.
To clear the configured hostname or IP address, set - - r el ayhost to an empty value (""). Once
cleared, Purity//FB sends all alert email notifications directly to the recipient addresses rather than route
them via the relay (mail forwarding) server.

Configuring the Sender Domain
The puresntp setattr --senderdonai n command sets the domain name.
Set the domain name to your company's domain name. For example, mydonai n. com

The domain name determines how logs are parsed and treated by Pure Storage Support and
Escalations. The domain name is also used in the "from" address of outgoing alert email notifications.
For example, pur ear ray-c01- 1@rydonai n. com

Examples

Example 1

puresntp |ist

Displays the array's current SMTP attributes.

Example 2

puresntp setattr --relayhost fake.rel ay. purestorage.com

Sets the email relay server to host f ake. r el ay. pur est or age. com which will be used as a
forwarding point for alert email notifications generated by the array.
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Example 3
puresntp setattr --senderdonmai n mydonai n. com

Sets the sender domain mydonai n. comto be used as the forwarding point for alert email notifications
generated by the array.

Example 4
puresntp setattr --relayhost rel ay. purestorage.com --senderdonmai n mydonai n. com

The - -rel ayhost and - - sender domai n options can be issued together.

In this example, the the email relay server is set to host r el ay. pur est or age. comas the forwarding
point for alert email notifications, and the the sender domain nydomai n. comis set as the forwarding
point for alert email notifications generated by the array.

See Also

pureadmin(1) [99], purearray(1) [109]
Author

Pure Storage Inc. <docunent f eedback@ur est or age. conp
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puresubnet

puresubnet, puresubnet-create, puresubnet-delete, puresubnet-list, puresubnet-setattr — displays and
manages the subnets on the FlashBlade array

Synopsis

puresubnet create [--gateway GATEWAY] [--lag LAG [--mtu MIU] --prefix PREFI X [--
vl an VLAN] SUBNET

puresubnet del ete SUBNET

puresubnet list [--service SERVICE] [ --cli | --csv | --nvp ] [--notitle] [--
service SERVICE] [--filter FILTER] [--sort SORT] [--limt LIMT] [--raw ] [--
page] [ SUBNET. . .]

puresubnet setattr [--gateway GATEWAY] [--lag LAG [--mu MIU] [--prefix PREFI X]
[--vlan VLAN] SUBNET

Arguments

SUBNET
Subnet name.

Options

-h | --help
Can be used with any command or subcommand to display a brief syntax description.

--gat eway GATEWAY
IP address of the gateway through which the specified interface is to communicate with the
network. For IPv4, specify the gateway IP address in the form ddd. ddd. ddd. ddd. For IPv6,
specify the gateway IP address in the form xXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX: XXXX.
When specifying an IPv6 address, consecutive fields of zeros can be shortened by replacing the
zeros with a double colon (: : ).
To remove the gateway specification, set to a null value (" " ). The interfaces in the subnet inherit
the gateway address.

--lag LAG
Sets the link aggregate group (LAG) that will be associated with the subnet.

--mu MU
Maximum transmission unit (MTU) for the data vips, in bytes. The data vips in the subnet inherit
the MTU value.

--prefix PREFIX
IP address of the network prefix and prefix length of the subnet. For IPv4, specify the subnet
prefix in the form ddd. ddd. ddd. ddd/ dd. For IPv6, specify the subnet prefix in the form
XXXX D XXXXD XXXXT XXXX T XXXX: XXXX: XXXX: XXXX/ XxX. When specifying an IPv6 address,
consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: : ).
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--servi ce SERVI CE
Lists only the subnets configured with the specified service. For FlashBlade, the single supported
service is dat a.

--vl an VLAN
VLAN ID number. The data vips in the subnet inherit the VLAN ID. Valid VLAN ID numbers are

between 1 and 4094.

Options that control display format:

--cli
Displays output in the form of CLI commands that can be issued to reproduce the current
configuration. The - - ¢l i output is not meaningful when combined with immutable attributes.

--CSsv
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.

--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--page
Turns on interactive paging.

--raw
Displays the unformatted version of column titles and data. The - - r awoutput is used to sort and

filter list results.
Options that manage display results:

--filter FILTER
Displays only the rows that meet the filter criteria specified.

--limt LIMT
Limits the size of the list output to the specified maximum number of rows.

--sort SORT
Sorts the list output in ascending or descending order by the column specified.

Description

The pur esubnet command displays and manages the subnets on the FlashBlade array.

In the FlashBlade array, data virtual IP addresses (data vips) are organized into subnetworks (subnets).
Exporting a file system requires a data vip which, in turn, must be attached to a subnet. Data vips that
share the same network prefix and gateway are grouped into the same subnet.
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Before creating a data vip, verify the subnet with the correct network prefix, VLAN ID, and gateway
appears in the list output. For more information about creating data vips, refer to purenetwork(1) [189].

Viewing Subnets

The puresubnet |1 st command displays a list of subnets on the array and the attributes of each
subnet. For example,

pur esubnet |i st
Nane Enabl ed Prefix VLAN Gat eway MIU  LAG Services Interfaces
SUBO1 True 10. 10. 200. 0/ 24 100  10.10.200.1 1500 wuplink - -

If the desired subnet does not appear in the list output, run the pur esubnet creat e command to
create a new subnet.

The puresubnet |ist --service datacommand displays a list of subnets on the array to which
data vips are attached for file system export. For example,

pur esubnet |ist --service data
Nane Enabl ed Prefix VLAN Gat eway MIU  LAG Services Interfaces
SUBO1 True 10. 10. 200. 0/ 24 100  10.10.200.1 1500 wuplink data Dat aVi pO1

Note that the subnet inherits the dat a service type from the data vip.

Creating Subnets
The pur esubnet creat e command creates subnets.

Creating a subnet requires a prefix and VLAN interface. Include the - - pr ef i x option to define

the subnet prefix. Specify the IP address of the subnet prefix and prefix length in the form

ddd. ddd. ddd. ddd/ dd for IPv4, or XXXX: XXXX: XXXX: XXXX7 XXXX: XXXX: XXXX: XXXX/ Xxxx for
IPv6. Include the - - vI an option to specify the VLAN ID to which the subnet is configured. Valid VLAN
ID numbers are between 1 and 4094.

Optionally include the - - gat eway option to define the gateway IP address through which the data vip
is to communicate with the network.

Optionally specify a LAG name using the - - | ag option if creating a subnet associated to a specific
LAG. For more information about creating LAGs, refer to purelag(1) [169].

Optionally include the - - nt u option to specify the maximum transmission unit (MTU) of the data vip. If
the MTU is not specified during subnet creation, the value defaults to 1500.

When a data vip is attached to the subnet, it inherits the gateway, MTU and VLAN ID of the subnet.
Likewise, the subnet inherits the dat a service type from the data vip.

Modifying Subnets

The pur esubnet setattr command modifies the attributes of a subnet.
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Deleting Subnets

The pur esubnet del et e command deletes subnets that are no longer needed. Note that exporting
a file system requires at least one valid data vip, which must be attached to a subnet. Therefore, there
must always be at least one subnet (for service type dat a) on the array.

Examples

Example 1

pur esubnet |i st

Displays a list of all subnets on the FlashBlade array and the attributes of each subnet.
Example 2

pur esubnet |ist SUBO1

Displays the attributes of subnet SUBO1.

Example 3

pur esubnet |ist --service data

Displays a list of subnets to which data vips are attached for file system export.
Example 4

pur esubnet create --prefix 192.168.1.0/24 --vlan 100 SUBO1

Creates subnet SUB01 with prefix 192. 168. 1. 0/ 24 and VLAN ID 100. The MTU defaults to 1500.
Example 5

pur esubnet del ete SUB01

Deletes subnet SUBO1. A subnet can only be deleted if it does not contain data vips.
Example 6

pur esubnet setattr --vlan 50 SUBO1

Sets subnet SUBO1 to VLAN ID 50.

See Also

purearray(1) [109], purefs(1) [141], purenetwork(1) [189], puresupport(1) [217], purelag(1) [169]

Author

Pure Storage Inc. <docunent f eedback @ur est or age. conp
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puresupport

puresupport, puresupport-connect, puresupport-disable, puresupport-disconnect, puresupport-enable,
puresupport-list, puresupport-setattr, puresupport-test — manage the phone home facility and remote
assistance sessions

Synopsis

puresupport connect

pur esupport disable { phonehone }
puresupport disconnect
puresupport enable { phonehone }

puresupport list [ --connect ] [--path] [ --cli | --csv | --nvp ] [--notitle]

puresupport setattr { --proxy HITPS- PROXY }

puresupport test { --connect | --phonehone } [--filter FILTER] [--sort SORIT] [--
raw
Arguments
None.
Options
-h | --help

Can be used with any command or subcommand to display a brief syntax description.

- -connect
For pur esupport |i st, displays remote assistance connection details. For pur esupport
t est used by Pure Storage Support to troubleshoot remote assistance issues.

--path
Displays the information about the path of the remote assistance session on each fabric module.
This option requires the - - connect option.

- - phonehone
Used by Pure Storage Support to troubleshoot phone home issues.

- - proxy HTTPS- PROXY
Server to be used as the HTTP or HTTPS proxy. Specify the server name, including the scheme
and proxy port number. For example, <ht t p: // pr oxy. exanpl e. com 8080>. To clear the
proxy setting, set to an empty string (" " ).

Options that control display format:

--CSV
Lists information in comma-separated value (CSV) format. The - - csv output can be used for
scripting purposes and imported into spreadsheet programs.
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--notitle
Lists information without column titles.

--nvp
Lists information in name-value pair (NVP) format, in the form | TEMNAME=VALUE. Argument
names and information items are displayed flush left. The - - nvp output is designed both for
convenient viewing of what might otherwise be wide listings, and for parsing individual items for
scripting purposes.

--raw
Displays the unformatted version of column titles and data. The - - r aw output is used to sort and
filter list results.

Options that manage display results:

--filter
Displays only the rows that meet the filter criteria specified.

--sort
Sorts the list output in ascending or descending order by the column specified.

Description

The pur esupport command manages the phone home facility, remote assistance (RA) sessions, and
proxy settings.

Phone Home Facility

The phone home facility allows the array to transmit log and diagnostic information to Pure Storage
Support via a secure network connection. Optionally configure the proxy host.

The phone home facility can be enabled and disabled at any time.

To enable the phone home facility, run the pur esupport enabl e phonehone command. Once
enabled, the phone home facility immediately begins to transmit logs to Pure Storage Support. The logs
are transmitted on a regular basis until the phone home facility is disabled.

To disable the phone home facility and thereby stop log transmission, run the
puresupport di sabl e phonehonme command.

To view the phone status (enabled or disabled), run the pur esupport |i st command.

Remote Assistance (RA) Sessions

In some cases, the most efficient way for Pure Storage Support to service a FlashBlade array or
diagnose problems is through direct access to the array. A remote assistance (RA) session grants
Pure Storage Support direct and secure access to the array through a reverse tunnel which you, the
administrator, open. This is a two-way communication. Optionally configure the proxy host.

RA sessions can be opened and closed at any time.

The pur esupport connect command opens an RA session, giving Pure Storage Support the
ability to log into the array, effectively establishing an administrative session. Once the RA session
is successfully established, the array returns connection details, including the date and time when
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the session was opened, the date and time when the session expires, and the proxy status (true, if
configured). To view the details of an open RA session, run the pur esupport |i st --connect
command.

After the Pure Storage Support team has performed all of the necessary diagnostic or maintenance
functions, run the pur esupport di sconnect command to terminate the RA session. A disconnected
status of true confirms that the sessions has successfully closed.

An open RA session automatically terminates (closes) after two days have lapsed.
To view the connection status of the RA session, run the pur esupport |i st command.
Proxy Hosthames

The pur esupport setattr --proxy command configures the proxy hostname. The format for the
proxy host name is ht t p(s) : // host nane: port, where host nane is the name of the proxy host,
and port is the TCP/IP port number used by the proxy host.

To view the current proxy settings, run the pur esupport |i st command.
Displaying Support Connection Details
The pur esupport |i st command displays the following support connection details:

* Remote assistance session status as open (RA Active is True) or closed (RA Active is False).
Include the - - connect option to view the details of an open RA session.

*  Proxy host setting.

*  Phonehome status as enabled or disable.

You can also display the following information about the remote assistance connection path by issuing
the pur esupport |ist --connect --path command:

¢ The name of the fabric module.
* Per-fabric module session status.
Troubleshooting

The puresupport test command displays information to help Pure Storage Support troubleshoot
connection issues.

If you are experiencing connection issues, contact a member of the Pure Storage account team or
email Pure Storage Support at <support @ur est or age. conp.

Examples
Example 1

pur esupport |i st
RA Active Proxy Phonehone
Fal se - enabl ed

Displays the remote assistance (RA), proxy, and phone home settings for the array.
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Example 2

pur esupport |ist --connect
Nane St at us Opened Expi res
Arl di sconnected 2017-11-27 15:39:27 PST 2017-11-29 15:39:27 PST

Displays the connection details and status of a remote assistance (RA) session.
Example 3

pur esupport |ist --connect --path

Nane St at us
FmL connect ed
Five unknown

Displays the connection status of a remote assistance (RA) session per fabric module.
Example 4

pur esupport connect
Name St at us Opened Expires
Arl partially connected 2017-11-27 15:39: 27 PST 2017-11-29 15:39: 27 PST

Opens a remote assistance (RA) session between the current array and Pure Storage Support, giving
Pure Storage Support the ability to establish an administrative session.

Example 5

pur esupport di sconnect
Name St at us Opened Expires
Arl di sconnect ed - -

Closes a remote assistance (RA) session between the current array and Pure Storage Support.
Example 6

pur esupport enabl e phonehone

Enables the automatic transmission of array logs and diagnostic information to Pure Storage Support.
Example 7

pur esupport setattr --proxy http://proxy. exanpl e. com 8080

Sets the proxy host for HTTPS communication between the array and Pure Storage Support.
Example 8

pur esupport test
Conponent Nane Test Success Details
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FML phonehone True -
renot e- assi st True -
FMve phonehone Tr ue -

renot e- assi st True -
Displays the current remote and phone home status for each fabric module.

See Also

purealert(1) [103], purearray(1) [109],

Author

Pure Storage Inc. <docunent f eedback @ur est or age. con®
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Appendix A. Quick Reference Guide

This section provides step-by-step instructions on how to perform various tasks to administer the
FlashBlade array. For detailed information about each step, refer to the Purity//FB CLI and GUI sections
of the FlashBlade User Guide.

Exporting a File System

FlashBlade file systems support the HTTP, NFS, and SMB protocols. Each file system can support
multiple protocols.

When creating a file system, consider which protocol(s) you want to configure:

* File sharing over NFS

File sharing over NFS requires that you configure the NFS export rules and then enable the
protocol. Per NFS limitations, each user can belong to a maximum of 16 groups. If users belong
to more than 16 groups and a directory service contains the group information, configure file
sharing over NFS with a directory service.

Follow these steps to set up file sharing over NFS without a directory service:
1. Create the data vip.

2. Create the file system.

3. Define the NFS export rules.

4. Enable the NFS protocol.

* File sharing over NFS with a directory service

For file sharing over NFS where a user might belong to more than 16 groups, configure the
FlashBlade directory service to integrate with a directory server. This assumes that you already
have a directory service, such as OpenLDAP or Active Directory set up.

Follow these steps to set up file sharing over NFS with a directory service:
1. Configure the directory service for protocol support.

2. Create the data vip.

3. Create the file system.

4. Define the NFS export rules.

5. Enable the NFS protocol.

* File sharing over SMB with Active Directory
FlashBlade offers the following SMB authentication modes:
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 AD RFC2307. Recommended for customers where the same data needs to be accessed over
SMB and NFS, and where access control is required. For more information, refer to the RFC
2307 specifications set by the Internet Engineering Task Force.

» AD Auto. Recommended for customers with SMB-only clients or when SMB and NFS clients
never access the same file systems.

The default SMB authentication mode is AD RFC2307. To configure file sharing over SMB in
other authentication modes, such as AD Auto mode, contact Pure Storage Support.

Follow these steps to set up file sharing over SMB in AD RFC2307 mode:
1. Configure the directory service for protocol support.

2. Create the data vip.

3. Create the file system.

4. Enable the embedded SMB protocol adapter.

File system access over HTTP

Note that any user can read, modify, and delete any files on a filesystem when HTTP is
enabled. The use of HTTP connections, as opposed to HTTPS connections, potentially gives
unauthenticated users access to the file system.

1. Create the data vip.
2. Create the file system.

3. Enable HTTP access.

The following sections walk you through the steps on how to export a file system via the Purity//FB CLI
and GUI.

Exporting a File System via the CLI

Perform the following Purity//FB CLI commands to export a file system:

Configuring the directory service for protocol support

Configuring the directory service is a one-time process and is only required if you are integrating the
FlashBlade array with a directory service.

To configure the directory service for protocol support:

1.

2.

Verify that the directory server is accessible through a management interface. For file sharing
over SMB, verify that the Active Directory server is accessible through a management interface.

Verify that the DNS settings can be used to resolve the directory server domain and server.
puredns |i st

Configure the directory service.

pureds setattr [--uri URI-LIST] [--base-dn BASE-DN] [--bind-user BIND
USER] [ --bi nd- password] SERVI CE- NAME
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For file sharing over SMB, the base DN (- - base- dn) of the directory service is used in place of
the URI (- - uri ) to represent the LDAP URL. SERVI CE- NAME is specified as SMB or NFS.

4. Test the directory service configuration to verify that the URI can be resolved and that the
directory service can successfully bind and query the tree using the bind user credentials.

pureds test SERVI CE- NAME

5. Enable the directory service.
pur eds enabl e SERVI CE- NAME

Creating the data vip

Exporting a file system requires a data vip, which in turn must be attached to a subnet. It is through
the data vip that clients connect to the file systems. Data vips that share the same network prefix and
gateway are grouped into the same subnet.

To create the data vip:

1. Find the subnet to which the data vip will be added.
puresubnet i st

If the desired subnet does not appear in the list output, create it.

puresubnet create [--gateway GATEWAY] [--mtu MIU --prefix PREFIX
[--vlan VLAN] SUBNET

2. Add the data virtual IP address (data vip) to the subnet, making sure it falls within the subnet
mask. The data vip will be used to export the file system.

purenetwork create vip --address ADDRESS --servicelist data NAME

Creating and exporting the file system

Creating and exporting a file system involves creating the file system and configuring protocol support
for the file system. A file system can support multiple protocols.

Before you export a file system, verify that a data vip has been created. Clients connect to the file
system via the data vip.

If you are integrating the FlashBlade array with a directory service, also verify that the directory service
has been properly configured and enabled.

If you are enabling the SMB protocol in AD RFC2307 mode, prepare Active Directory for multi-protocol
support by setting the gi dNunber and ui dNunber attributes for each domain user and group that
will be accessing the SMB shares. The gi dNunber and ui dNunber attributes can be set through the
Microsoft Identity Management for UNIX service or PowerShell.

To create and export the file system:

1. Create the file system.
purefs create [--size SIZE] FILE- SYSTEM

2. Perform the following protocol-specific configurations for NFS and SMB:
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* NFS. Define the NFS export rules so the file system is accessible to the appropriate clients.
purefs setattr --rules RULES FlI LE- SYSTEM

+ SMB. By default, file sharing over SMB is configured in AD RFC2307 mode for mixed
Windows/UNIX environments.

3. Enable the protocols. Enter multiple protocols as comma-separated values.
purefs add --protocol PROTOCOL FlI LE- SYSTEM

The file system is now visible through any of the data vips configured on the subnet, ready to be
mounted on the clients.

Example

In the following example, a series of CLI commands are performed on a FlashBlade array to export an
NFS file system for the very first time. The CLI commands will perform the following tasks:

» Configure the directory service to integrate the FlashBlade array with Active Directory.
+ Create the data vip so that clients can connect to the MyFi | es file system.

+ Create and export the MyFi | es file system. NFS client 192. 168. 1. 0/ 24 should be able to
access the exported files with r ead- onl y access and r oot _squash privileges. NFS client
1. 2. 0. 0/ 16 should be able to access the exported files with r ead- wri t e access and r oot
privileges.

*  Mount the exported MyFi | es file system from server 10. 10. 200. 10 to the / nmt directory of
the local host.

On the server...

puredns |i st
//Verify the DNS settings can be used to resolve the Active Directory domai n and server.
pureds setattr --uri |daps://adl. nyconpany.com | daps://ad2. nyconpany.com
- - base- dn DC=myconpany, DC=com
- - bi nd-user CN=John, QU=User s, DC=nyconpany, DC=com
- - bi nd- passwor d
pur eds enabl e
puresubnet list //Verify the subnet with the correct configurations exists.

purenetwork create vip --address 10.10.200.10 --servicelist data DataVi pOl

purefs create --size 10T MFiles
purefs setattr --rules '192.168.1.0/24(ro) 1.2.0.0/16(rw, no_root_squash)' MFiles
purefs add --protocol nfs MFiles

On the client...

nkdir -p ~/ mt
nmount 10. 10. 200. 10: / MyFi |l es ~/ mt

Page 228



Quick Reference Guide

o PURESTORAGE Exporting a File System

Exporting a File System via the GUI

Perform the following Purity//FB GUI commands to export a file system:

Configuring the directory service for protocol support

Configuring the directory service is a one-time process and is only required if you are integrating the
FlashBlade array with a directory service.

To configure the directory service for protocol support:

1.

Verify that the directory server is accessible through a management interface. For file sharing
over SMB, verify that the Active Directory server is accessible through a management interface.

Verify that the DNS settings can be used to resolve the directory server domain and server.

a. Select Settings > Network

b.

In the DNS Settings panel, verify that the DNS settings be used to resolve to the directory

server domain and server.

Configure the directory service.

a.

b.

Select Settings > Users

In the Directory Service panel, click the Edit icon. The Edit Directory Service Configuration
pop-up window appears.

In the URIs field, type the comma-separated list of up to 30 URIs of the directory servers.

For file sharing over SMB, the base DN of the directory service is used in place of the URI to
represent the LDAP URL.

Each URI must include the scheme | dap:// or | daps:// (for LDAP over SSL), a
hostname, and a domain name or IP address. For example, | dap: / / ad. conpany. com
configures the directory service with the hostname "ad" in the domain "company.com" while
specifying the unencrypted LDAP protocol.

If specifying a domain name, it should be resolvable by the configured DNS servers.
If specifying an IP address, enter the IPv4 or IPv6 address.

For IPv4, specify the IP address in the form ddd. ddd. ddd. ddd, where ddd is a number
ranging from 0 to 255 representing a group of 8 bits.

For IPv6, specify the IP address in the form

XXXX: XXXX: XXXX T XXXX: XXXX: XXXX: XXXX: XXXX, where xxxX is a hexadecimal number
representing a group of 16 bits. Consecutive fields of zeros can be shortened by replacing
the zeros with a double colon (: : ).

If the scheme of the URIs is | daps: //, SSL is enabled. SSL is either enabled or disabled
globally, so the scheme of all supplied URIs must be the same. They must also all have the
same domain.

If base DN is not configured and a URI is provided, the base DN will automatically default to
the domain components of the URIs.
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Optionally specify a port. Append the port number after the end of the entire address. Default
ports are 389 for Idap, and 636 for [daps. Non-standard ports can be specified in the URI if
they are in use.

In the Base DN field, type the base distinguished name (DN) of the directory service. The
Base DN is built from the domain. For example, for | dap: // ad. st or age. conpany. com
the Base DN would be: DC=st or age, DC=conpany, DC=com

In the Bind User field, type the username used to bind to and query the directory.

For Active Directory, enter the username - often referred to as the sAMAccountName or
user login name - of the account that is used to perform directory lookups. The username
cannot contain the characters” [ ] : ; | = + * ? < >/ \,and cannot exceed 20
characters in length.

For OpenLDAP, enter the full DN of the user. For example,
CN=John, O=User s, DC=exanpl e, DC=coni'.

In the Bind Password field, type the password for the bind user account.

(For Array Management) In the Group Base field, enter the organizational unit (OU) to

the configured groups in the directory tree. The Group Base consists of OUs that, when
combined with the base DN attribute and the configured group CNs, complete the full
Distinguished Name of each groups. The group base should specify "OU=" for each OU and
multiple OUs should be separated by commas. The order of OUs should get larger in scope
from left to right. In the following example, SANManagers contains the sub-organizational
unit PureGroups: "OU=PureGroups,OU=SANManagers"

(For Array Management) In the Array Admin Group field, enter the Common Name (CN)
of the directory service group containing administrators with full privileges to manage the
FlashArray. Array Admin Group administrators have the same privileges as pureuser.
The name should be the Common Name of the group without the "CN=" specifier.

If the configured groups are not in the same OU, also specify the OU. For example,
"pureadmins,OU=PureStorage", where pureadmins is the common name of the directory
service group.

Click Save.

4. Test the directory service configuration to verify that the URI can be resolved and that the
directory service can successfully bind and query the tree using the bind user credentials.

From the Directory Service panel, click Test.

5. Enable the directory service. From the Directory Service panel, click the toggle button to enable
(blue) the directory service.

Creating the data vip

Exporting a file system requires a data vip, which in turn must be attached to a subnet. It is through
the data vip that clients connect to the file systems. Data vips that share the same network prefix and
gateway are grouped into the same subnet.
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To create the data vip:
1. Find the subnet to which the data vip will be added.

» Select Settings > Network.
The subnet appears in the Subnets list.

If the desired subnet does not appear in the list output, create it by clicking the Add button in
the Subnets title bar.

2. Add the data virtual IP address (data vip) to the subnet, making sure it falls within the subnet
mask. The data vip will be used to export the file system.

a. Select Settings > Network.

b. Inthe Subnets list, find the subnet with the correct network prefix, VLAN ID, and gateway.
The data vip will be attached to this subnet for file export purposes. Create a subnet if none
of the existing ones meet your requirements.

c. Click the Add interface button (under the Interfaces column) belonging to the subnet to which
the data vip will be attached. The Create Network Interface pop-up window appears.

d. Inthe Name field, type the name of the data vip.

e. Inthe Address field, type the IP address to be associated with the data vip.
f. Inthe Services field, leave the service type as dat a.

g. Inthe Subnet field, leave the subnet name as the default.

h. Click Create.

Creating and exporting the file system

Creating and exporting a file system involves creating the file system and configuring protocol support
for the file system. A file system can support multiple protocols.

Before you export a file system, verify that a data vip has been created. Clients connect to the file
system via the data vip.

If you are integrating the FlashBlade array with a directory service, also verify that the directory service
has been properly configured and enabled.

If you are enabling the SMB protocol in AD RFC2307 mode, prepare Active Directory for multi-protocol
support by setting the gi dNunber and ui dNunber attributes for each domain user and group that
will be accessing the SMB shares. The gi dNunber and ui dNunber attributes can be set through the
Microsoft Identity Management for UNIX service or PowerShell.

To create and export the file system:
1. Create the file system.

a. From the Storage page, click Add (+) in the heading of the File Systems list. The Create File
System pop-up window appears.
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b. Inthe Name field, type the name of the directory to be exported.

c. Inthe Provisioned Size field, specify the provisioned size allocated to the file system. The
size is a quota of space that helps gauge the fullness of the file system. If left blank, the
provisioned size will default to an unlimited size.

For more information about the provisioned size, refer to the File System Size section.

d. To enable the ability to quickly remove large directories using the fast remove feature, click
the Fast Remove toggle button to enable (blue) the feature.

For more information about the fast remove feature, refer to the Fast Remove section.
2. Perform the following protocol-specific configurations:
* NFS. Define the NFS export rules so the file system is accessible to the appropriate clients.
a. From the Create File System pop-up window, click NFS in the Protocols section.
b. Click the Enabled toggle button to enable (blue) NFS.

c. Inthe Export Rules field, configure the NFS export rules to define the access rights and
privileges a client has to the file system.

If the rule is defined but one or more export options are not specified, then the undefined
option(s) will default to r o access and r oot _squash privileges. For example, an export
rule that is defined as * (rw) will have r oot _squash privileges. Likewise, an export rule
that is defined as * (no_r oot _squash) will have r o access.

d. Click Create.

+ SMB. By default, file sharing over SMB is configured for a mixed Windows/UNIX (RFC2307)
environment.

a. From the Create File System pop-up window, click SMB in the Protocols section.
b. Click the SMB Adapter Enabled toggle button to enable (blue) the SMB protocol adapter.
« HTTP.
a. From the Create File System pop-up window, click HTTP in the Protocols section.
b. Click the HTTP toggle button to enable (blue) HTTP access.
3. Click Create.

The file system is now visible through any of the data vips configured on the subnet, ready to be
mounted on the clients.

Adding an Alert Watcher

1. Send a test message to an email address to ensure alert notifications can reach the intended
destination.

pureal ert test watcher ADDRESS
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2.
3.

4.

Verify that the test message reached the destination email address.

Create an alert watcher to which alert email notifications are sent.
pureal ert create watcher ADDRESS

Newly added alerts watchers are by default enabled to receive alert email notifications.

Verify that the new email address has been added to the alert watcher list.
purealert |ist --watcher

Optionally run pur eal ert test to send a test message to the email addresses of all enabled
alert watchers - including the newly added watcher - to ensure alert notifications reach the
intended destinations.

The file system is now visible through any of the data vips configured on the subnet, ready to be
mounted on the clients.

For example, run the following commands to:

Send a test message to Aartie Alert’'s email address aartiealert@example.com.

After verifying that Aartie Alert received the email notification, add Aartie Alert as an alert
watcher.

Verify Aartie Alert's email address has been added to the list of alert watchers.

pureal ert test watcher aartieal ert @xanple.com
pureal ert create watcher aartieal ert @xanpl e.com
purealert |ist --watcher
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Appendix B. SMB Port Assignments

This section provides the minimum ports required on each VLAN for SMB to fucntion successfully. This
information should be provided to your network team who configures the firewall.

Management Network Ports

The following table provides the ports required on the management network. Without these ports
opened, SMB and LDAP will not be able to authenticate. These ports must be open between the
FlashBlade management VIP and the LDAP/Active Directory (AD) server(s).

Port TCP UDP Purpose

53 Yes Yes DNS used to locate the AD hosts and services.

123 Yes Yes NTP to avoid time skews, which needs to be limited
for authentication.

389 Yes Yes Used to manage array integration with a directory
service using LDAP. Active Directory requires both
TCP and UDP. LDAP only requires TCP.

636 Yes Yes Used to manage array integration with a directory
service using LDAPS (LDAP over TLS/SSL).

445 Yes No Used by SMB join/unjoin AD and perform all
authentication/authorization via the management
network.

Firewall Ports

The following table lists the required firewall ports for Pure1 access. These ports are outgoing traffic

from the FlashBlade to the public network.

Port

TCP

UDP

Purpose

443

Yes

No

Used for both HTTPS and SSHover HTTPSFor IPv4.

Use the following IP block and hostnames:
+ IP block 52.40.255.224/27

* Hostname: cloud-support.purestorage.com

Static IPs are not supported for IPv6. Use the
hostname: .cloud-support.purestorage.com

Add all items above to your whitelist.
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Data Network Ports

The following table describes the required ports on the data network. These ports must be open
between the FlashBlade data VIP and SMB hosts.

Port TCP UDP Purpose
53 Yes Yes Share name resolution.
445 Yes No SMB data traffic.

SMB 2.1 is supported; therefore port 139 is not needed.
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Appendix C. About NFSv4.1 Support

In the current implementation of the NFSv4.1 protocol, FlashBlade supports the following subset of core
NFSv4.1 protocol features, which are compliant with Linux clients:

* Native byte-range locking semantics required by Linux clients

* All NFS traffic through single secure port (2049)

» Top level root mountable with file systems as directories

* Exportable to NFSv3 and NFSv4.1 clients simultaneously

* Client qualification: CentOS/RedHat OS

* Management support using the FlashBlade GUI, CLI, and REST API

The following features of the NFSv4.1 protocol are currently unavailable:

e ACLs
« Kerberos
* pNFS

* Delegation
* Referrals

e Shared reservation

Important note! NFSv4.0 is not supported.

Top Level Mounting

In the current implementation of NFSv4.1, hosts can mount at the top level root (/ ) with file systems as
directories. File systems can be exported to different clients with different export rules and permissions.
Note that issuing | s on/ displays the file system that is mountable to that host, and issuing df on

/ displays space information for / and any mountable, actively used (accessed within the last 60
seconds) file systems.
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Appendix D. Documentation

Related Documentation

The FlashBlade REpresentational State Transfer (REST) APIs use HTTP requests to interact with
select resources on the FlashBlade. These are data path APls.

The following guides provide overviews of these APIs and list all available resources.

* FlashBlade HTTP Access to File Systems REST API Reference Guide.

The FlashBlade HTTP Access to File Systems REST API uses HTTP requests to interact with
the NFS file systems resource on the FlashBlade.

* FlashBlade Object Store REST API Reference Guide.

The FlashBlade Object Store REST API uses HTTP requests to interact with object stores on the
FlashBlade.

All related guides are or will soon be available in the Pure Storage Knowledge Base, which is located at
http://support.purestorage.com.

Contact Us

Pure Storage is always eager to hear from you.

Documentation Feedback

We welcome your feedback about Pure Storage documentation and encourage you to send your
questions and comments to <docunent f eedback @ur est or age. conp.

Product Support

If you are a registered Pure Storage user, log in to http://support.purestorage.com to browse our
knowledge base, view the status of your open support cases, and view the details of past support
cases.

You can also contact Pure Storage Support at <support @ur est or age. conp.
General Feedback

For all other questions and comments about Pure Storage, including products, sales, service, and just
about anything that interests you about data storage, email <i nf o@ur est or age. conp.
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