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Summary

OpenStack deployments are rapidly gaining a foothold in many organizations across numerous industry sectors,
but the one thing that affects all deployments, no matter who you are using for your deployment tool, whether it
be Red Hat, HP Helion or Mirantis, is the time it takes to create a compute

instance when using a source image file.

Some third party storage vendors have, in the past, implemented a |_I B E R I (\(

proprietary method of creating an internal cache of recently used images THE TWELFTH RELEASE OF OPENSTACK 12

and using their arrays image cloning technology. With the release of the

Liberty version of OpenStack comes the implementation of the Generic

Image Cache for Cinder. This creates a unified approach to perform a similar function which can, for backend
storage arrays with very efficient cloning method, significantly reduce compute instance creation times. This
functionality is a core feature and can be utilized by any backend block storage array.

This paper will discuss this feature and how it has been integrated with the Pure Storage Cinder driver giving
implementation details and examples of the volume creation improvements that can be gained.

Standard Approach

Firstly, let’s consider the standard methodology for instance creation from images.

When creating an instance from an image that will boot from a persistent storage backend there are at least four
OpenStack projects that need to work together. These are

e Cinder —the block storage service

e Glance —the image service

e Neutron —the network service

e Nova - the compute service
Let’s take relatively simple OpenStack infrastructure with one cloud controller node with the Cinder block storage
service configured as well and one Nova compute node. These nodes are configured to communicate through a

1Gb management network and also have 10Gb iSCSI storage and public networks.

When the cloud controller is requested to create a Nova instance that will boot from a Cinder block storage volume
using an image that resides within the Glance repository the process that is followed is:

e Create block storage device on block storage backend
e Find the glance image in the repository on the cloud controller
e Attach the block storage volume to the cinder volume node (in this case the cloud controller)

e Copy the image using http over the 1Gb management network to temporary file on cinder volume node
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e Write the image to the cinder block storage device utilizing gemu-img, allowing the handling of
compressed images

e Detach the volume from the cinder volume node

e Attach the volume to the appropriate compute node

e Boot compute instance from block storage device
If the image that is being used is large there is a finite time that can be tens of seconds, which must pass for the
image to be copied from the Glance repository to the storage node and then the time to copy the image to the

block storage device.

Every time you create a new instance using the same Glance image, exactly the same process has to be followed.
You can imagine therefore how long it might take to boot 15, or 50, instances from the same glance image.

Glance Image-Cache Approach

This core functionality that has been added to Cinder in the Liberty release of OpenStack aims to help reduce the
time delays encountered when creating multiple instances from the same Glance image.

The first time an image is requested to be used to create a volume on a block storage backend array the same
process steps must be taking as detailed above. However, it is at this point that the image cache comes into its
own.

The backend array has the option to take a gold copy of the image file that has been built on the Cinder backed
array. This gold image is kept on the array and is owned by an internal Cinder OpenStack tenant. This tenant can
be managed like any other tenant including tools like volume quotas and also protects normal tenants from having
to see the cached-images, but does not make them globally hidden.

The following screenshots show the creation of a single volume from an image on a Cinder backend and how this
is represented from both the Project view of volumes and from the Admin view of the volumes:
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Create Volume

Volume Name

new-image

Description

Volume Source

Image

Use image as a source

cirros-0.3.4-x86_64-uec (24.0 MB)

Type
pure-1
Size (GB) *

1

Availability Zone

nova

Description:

Volumes are block devices that can be attached to

instances.

Volume Type Description:

pure-1

No description available

Volume Limits
Total Gigabytes (0 GB)

Number of Volumes (0)

Cancel Create Volume

Figure 1: Create a volume in Horizon

B openstack 2 admin ~ & admin ~
Projet . Volumes
Compute N Volumes | Volume Snapshots
Overview Filter Q  +CreateVolume = = Accept Transfer
Instances - o ) - ’
[ Name Description size Type Attached To Availability Zone Bootable Encrypted Actions
Volumes
©  newimage - 168 pure-1 nova Yes No EditVolume | ~
Images
Displaying 1 tem
Access & Security
Admin ~
Identity -
Figure 2: User view of volumes
B3 openstack = admin » & admin -
Project - Volumes
Admin & Volumes | Volume Types  Volume Snapshets
System ~
— Filter Q <+ Manage Volume
Overview
[  Project Host Size Status  Type Attached To Bootable Encrypted Actions
Hypenvisors
0 admin devstack@pure-pure-1 1GB  Available  pure-1 Yes No v
Host Aggregates
B © | cinder intemal tenant | devstack@pure-t#pure-1 | imagecae73160-5efd-dca5-ae535af7ed8323a | 1GB | Available  pure-d No No v
Volumes Dieplaying 2fems
Flavors
Images
Defautts
Metadata Definitions

System Information

Identity -

Figure 3: Admin view of volumes
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Notice how in the Admin view there are now two volumes. One is the gold image-cache copy of the Glance image
and the other is the volume that is visible the user who requested the volume initially.

The next time the image is requested from Glance, the glance service will check to see if there is a corresponding
image in the volume cache. If the image does exist then OpenStack will use the image clone to create a new volume
for the instance. This has now removed the need to copy the image from the Glance node to the storage node with
all the associated time savings.

It should be noted that the Image Cache is optional and needs to be enabled in the Cinder configuration file.
Details of this are covered later in this paper.

Pure Storage Integration

Using a Pure Storage array as the backed Cinder block storage device will allow the OpenStack Cinder clone image
call used by the generic image cache to fully leverage the instantaneous image copy functionality within the Pure
Storage FlashArray. The cloned volume is instantly available and can be used by the Nova compute instance to
boot. Of course you also gain the performance advantage of booting from an all-flash array with very high read
performance and sub-millisecond read latency.

Within the GUI of the Pure Storage array you can see that each volume that is being used by an instance is cloned
from the single gold copy of the image volume, and that the go/d volume is not mounted by any host.

Help | Log Out
o PURESTORAGE Welcome pureuser logged in as array_admin o nypureD02-v
DASHBOARD PROTECTION ANALYSIS SYSTEM Search Hosts and Volumes Q
Provisioned Total Reduction Data Reduction 0,
Hosts ~ Volumes | ,50ea . B 0% ful
~ Volumes Used Total
0GB /5.73GB
=)
& volume-1d34d21b-c2e6-41c2... Volumes l Snapshots i Shared Space E System Empty Space
S volume-c0f3d914-Tc34-40a1-... 0GB 0GB 0GB 0GB 5.73GB
=
W Unused Volumes
Volumes (2)
NAME #HOSTS  PROVISIONED VOLUMES  SNAPSHOTS REDUCTION SERIAL
E volume-1d34d21b-c2e6-41c2-a13e-0d0D5291... 0 1GB 0GB 0GB - FO105SEBF30CACB3FO00011FFB
I 9 volume-c0f3d914-7c34-40a1-aBaa-39af880.. 0 1GB 0GB 0GB - FO105EBF30CACS3FO0011FFA

Figure 4: Pure Storage GUI view of created volumes
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Help | Log Out

o PURESTORAGE ‘Welcome pureuser logged in as array_admin to nypure002-v

DASHBOARD STORAGE PROTECTION ANALYSIS W ME - Search Hosts and Volumes Q
Hosts [+] | ~ & volume-c0f3d914-7c34-40at-a8a... | jgooa pata Reducton | gy |
~ Volumes +| S Used
[+] | S 0GB
e volume-1d34d21b-c2e6-41c2. i volumes l Snapshots
S Unused Volumes
Connected Hosts and Host Groups (0) | Snapshots (0) | Details
Serial FO105EBF30CACE3F00011FFA
Created 2015-09-29 13:36:33
Figure 5: Pure Storage GUI of cached volume
Help | Log Qut
Welcome pureuser logged in as array_admin to nypure002-v
(‘ PURESTORAGE . E i
DASHBOARD STORAGE PROTECTION \NAI 1 MESSAGES Search Hosts and Volumes Q
— Provisioned Total Reducti Data Reduct oo
Hosts [+] |~ & volume-1d34d21b-c2e6-41c2-a13... ppen |0 Feetn e redueon | gy
~ Volumes +] v Used
Bl ;e

N

= volume-1d34d21b-c2e6-41c2 - i volumes l Snapshots
& volume-c0f3d914-7c34-40a1-... oGB ocB

& Unused Volumes

Connected Hosts and Host Groups (0) | Snapshots (0) | Details

Serial FO105EBF30CACE3F00011FFE
Created 2015-09-29 13:36:39
Source 9 volume-c0f3d914-7c34-40a1-aBaa-39af889bbdr1-cinder

Figure 6: Pure Storage GUI view of cloned volume

Limits and Image Life Cycle

Things are constantly changing in Operating Systems and the same is true of images that are used in cloud
implementations within the glance image repository.

It is conceivable that an image that resides in the image cache could be updated in the primary glance image
repository, which retaining the same image name. To ensure that this does not cause problems, whenever an
image is requested from glance the primary image is compared with the image cache version. Should the image
cache version not match exactly with the primary, the cached version is deleted and the primary image has to go
through the copy process to the storage node and a new cached copy created.

In OpenStack environments there could be many different images in a glance repository and therefore there has
to be limits applied to the capacity of the image cache. This has been implemented using a number of different
criteria, configurable in the Cinder configuration file. The criteria that can be used are

e Cache maximum size (GB)

e Maximum number of images
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These values are implemented using a logical AND gate. Examples of this are given in the Image Cache
Configuration section below.

Cache Management

There is no real requirement to actively manage the image cache as this will be controlled by the core OpenStack
code.

If there is a need to delete volumes from the image cache then this can be performed by just deleting the

volumes from the OpenStack dashboard as either an admin user or my logging in as the Cinder Internal Tenant
user. Deletions can also be performed using standard OpenStack CLI commands.

Configuring the Internal Tenant

As previously mentioned the image-cache uses an internal tenant and project to be configured for the Block
Storage service. This tenant owns the cached image volumes but must be configured manually for use and then
added to the DEFAULT stanza of the cinder configuration file.

The following commands show how to create and apply these internal tenant and project.

# openstack project create —domain default —description “Cinder Internal
Tenant Project” cinder internal project

# openstack user create —domain default —password-prompt

cinder internal project

# openstack role add —project cinder internal project —user

cinder internal project member

Once the IDs for these are created they should be added into the cinder. conf file:
[DEFAULT]

cinder internal tenant project id = PROJECT ID
cinder internal tenant user id = USER ID

The actual user and project created do not require any special privileges. They can be the Block Storage service
tenant or can be any normal project and user.

Configuring the Image-Cache

To enable the image cache the following parameter must be setin cinder.conf

image volume cache enabled = True

This can be applied within either the default stanza of the file, or can be scoped per backend in a specific volume
backend stanza when using multi-backends.
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As mentioned above there are optional parameters that can be used to control the size of the image cache. These
again can be scoped per backed stanza or in the default stanza of cinder.conf

image volume cache max size gb = SIZE GB
image volume cache max count = MAX COUNT

The default values for these are 0, which means unlimited.

For example, a configuration which would limit the maximum size to 200GB and 50 cache entries would be:

image volume cache max size gb = 200
image volume cache max count = 50

If you have an implementation of OpenStack with many images that are being put into the cache when the count
limit is reached, or the capacity limit of the cache is reached, then the least recently used image will be evicted
from the cache to create space for the new image.

Ceilometer Integration

As part of the implementation of the generic image cache there are three cache actions will trigger telemetry
messages to Ceilometer.

These messages are:

e image volume cache.miss—A volume is being created from an image which was not found in the
cache. This will usual mean that a new cache entry will be created for the image

e image volume cache.hit —Avolumeis being created from animage which was found in the
cache

e image volume cache.evict —A cachedimage volume has been deleted from the cache

Performance Improvements

To illustrate the performance gains achieved using the image cache the following results come from a series of
tests we did using a Rally Benchmark Test to automate the volume creation and deletion tasks.

The block storage backend was a Pure Storage FlashArray and the Glance repository was populated with a single
20GB CentOS raw image.

The following table and graph show times to complete creating and then deleting multiple volumes with the
image cache turned on and off and allowing for 2 processes to occur in parallel.
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5 426 241

10 790 197
20 1,573 257
50 3,952 330

Table 1: Time to Create and Delete Multiple Volumes

Effect of Glance Image Cache on Volume Creation and
Deletion L
Image Cache
Disabled
* Image Cache
Enabled

VOLUME COUNT

Remember that these times are for both the creation and deletion of volumes. The detailed results showed that
the time for volume deletion was unaffected by the image cache, as would be expected and on average took 2.25s

per volume.

If we remove the image deletion times from the above results we get the following, again with a parallelism of 2:

o PURESTORAGE

| 10



Number of Volumes Time Elapsed (seconds)

(Creation Only) Image Cache Disabled Image Cache Enabled

5 373 232
10 773 180
20 1,545 136
50 3,781 264

Table 2: Time to Create Multiple Volumes

To simplify these numbers even more we can look at the non-parallelized average volume creation times we get
the following:

e Image Cache Disabled: 154s
e Image Cache Enabled: 2.9s (first volume creation excluded)

The difference in volume creation time is significantly better with the Glance Image-Cache for Cinder enabled and
obviously this will have a major impact in time to service when creating instances for users.

Summary

It is clear that the Glance Image Cache feature can have a significant effect on the volume creation times when
using a standard image file.

In an environment where OpenStack instances are being created and deleted on a large scale this could significantly
increase productivity rates and reduce wait times for instances to be made available to a user base.

An added benefit to the use of the glance image cache it that your internal networks do not have to deal with the
additional load of the multiple http-based copies that historically had to be dealt with for each volume creation.
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