FlashArray REST API 1.12

ﬁ PURESTO

REST API 1.12

This guide describes how to use the Pure Storage REST API. The guide is divided into two sections: Overview and Resources. The Overview section
describes high-level concepts while the Resources section contains a comprehensive list of resources and endpoints.

o Overview
o Release Notes
e Resources

REST API Overview

The Pure Storage REST API provides simple interfaces for many Purity commands.

What is REST?

A
AT

REpresentational State Transfer (REST) uses HTTP requests to interact with resources within Pure Storage. REST is an architectural style that describes

the following constraints:

e Uniform Interface. Individual resources are identified in requests using URIs as resource identifiers. For example:

volume
volume/vl

Clients manipulate resources through request methods, such as:

Method Description Example

GET List resources. GET volume

POST Create a resource. POST volume/vl
PUT Modify a resource. PUT volume/vl
DELETE Delete a resource. DELETE volume/v1l

Requests can include additional parameters, either in the URL or as JSON post data. For example, the snap parameter is included in the following

request to list all snapshots:

GET volume?snap=true

Responses return a response code and data (represented in JSON). For example, the following GET volume/v1 request returns a response code

200 OK and the attribute details for a volume named "v1":

>> GET volume/vi
<< 200 OK
:creaEed::: ':Tue Jan 28 06:15:23 2014",

v1i'",
“serial": "CEE061D3B3B23499000101E1",
“'size': 1073741824,
“source': null

e Stateless. The necessary state to handle a request is contained in the request itself.

e Cacheable. The responses must implicitly or explicitly define themselves as cacheable.

e Client-Server. The uniform interface creates separation between client and server. Clients can be more portable, severs do not need to know
anything about user interface or state.

e Layered System. A client cannot tell if it is connected directly to the server; intermediary servers can be used to improve scalability or enforce

security policies.
Pure Storage REST API

The Pure Storage REST API provides simple interfaces for many Purity commands.

purearray list
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In the following example, the Purity CLI command returns the attributes for the array:

$ purearray list _ .
Name 1D Version Revision
pure-001 9d2c3325-c5b9-14ad-43b8-1c773a6406b90 4.8.0 201510290821+alafOba

The equivalent REST API request GET https://pure-001.example.com/api/1.12/array produces the same results:

>> GET https://pure-001.example.com/api/l.12/array
<< 200 OK

array_name': "

pure-001",
"1d": T"9d2c3325-c5b9-14ad-43b8-1c773a6406b9",
"revision': "201510290821+alaf0Oba",
"version': ""4.8.0"

Using the REST API consists of the following steps:

1. Generate the API token. This is a one-time step.
2. Create the REST session.

3. Submit REST API requests.

4. Invalidate the REST session.

Generating an API Token

The REST API uses authentication tokens to create sessions. All Purity users can generate their own API tokens.
Generate the API token through the Purity GUI (System > Users > Create APl Token) or CLI (pureadmin create --api-token).

API tokens can also be generated through the REST API. Generating API tokens through the REST API may be convenient during development, but is
discouraged in production environments as it exposes usernames and passwords.

Once generated, the API token is valid until it is deleted or recreated.
Creating a REST Session

After the API token has been generated, use the token to create a REST session.

To create a REST session, send the following request and payload:

>> POST https://pure-001.example.com/api/1l.12/auth/session
<< 200 OK

"api_token": "a00bcd9e-f3gh-20i17-j51k-7013515mn300""

The session is valid until it is explicitly deleted (invalidated) or experiences 30 minutes of inactivity.
Submitting REST API Requests

REST API requests can be performed within a REST session.
The user's authorization role in Purity determines which requests the client can perform within the session.

Each REST API request is comprised of a complete URL. The complete URL used to make a Pure Storage REST request includes the following
components:

Method (GET, POST, PUT, or DELETE)
Purity array

REST API version

URI

For example, the following request lists all volumes and their attributes:

GET https://pure-001.example.com/api/1.12/volume

Some REST API requests include additional parameters.
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Parameters for GET methods may be specified as query parameters in the URL. For example, the following request, with space specified as a query
parameter, lists array space usage:

GET https://pure-001.example.com/api/1l.12/array?space=true

All other methods (POST, PUT, and DELETE) must be specified as JSON post data. Refer to the http://www.json.org/ website for more information about
the JSON interchange format.

The following are examples of how different data types are formatted in JSON:

Data Type Examples

boolean {"eradicate": true}

object {"replicate_blackout": {"end": 14400,"start": 7200}}
list {"'nameservers': ["192.168.1.1","192.168.0.1"]}
number {"per_day": 12}

string {"'domain': "example.com"}

For example the following request and payload, with the source parameter specified as JSON post data, creates a new volume named v6 by copying
volume v1.

>> POST https://pure-001.example.com/api/1.12/volume/v6
<< 200 OK

"'source': "v1"

Refer to Resources for a list of all available Pure Storage REST requests.

Each REST API request returns a response code. Successful requests return the response code 200 OK. Scripts must be prepared to handle responses
with codes other than 200 OK.

In the following example, the client is attempting to list alert information for email recipient support_@purestorage .com. The request returns a response
code 400 BAD REQUEST, stating that recipient support_@purestorage.com does not exist.

>> GET http://1tl4/api/1.12/alert/support_@purestorage.com
E< 400 BAD REQUEST

msg: '"Address does not exist."
ctx: "'support_@purestorage.com"

Refer to the Response Codes table for a description of each response code.

Every request that modifies a resource is logged in the Purity audit trail. These requests include most POST, PUT, and DELETE requests. The logged
events can be viewed through the Purity GUI (Messages > Audit Trail) and CLI (puremessage list --audit).

Invalidating a REST Session
A REST session is valid until it is explicitly deleted (invalidated) or experiences 30 minutes of inactivity.

To manually invalidate a REST session, send the following request:

>> DELETE https://{array}/api/1.12/auth/session
<< 200 OK

'username’: "pureuser’

Version Control

The REST API consists of a major and minor version.
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Major releases modify or remove existing functionality and are not backward compatible.

Minor releases add new functionality only. Minor releases are backward compatible, with exceptions listed in the REST API release notes. For example,
users on REST API version 1.2 can submit any of the requests available in REST API versions 1.0 through 1.2.

To determine the supported REST API versions for the current release, enter the URL https://{array}/api/api_version. The supported version

numbers are returned as a list. For example,

{"version”: ["1.0", "1.1", "1.2", "1.3", "1.4", "1.5", "1.6", "1.7", "1.8", "1.9", "1.10", "1.11"]}

Authentication vs. Authorization

The REST API uses authentication tokens instead of credentials to create sessions, while authorization roles determine which requests can be performed
within a session.

Authentication

Purity clients must use an API token in order to securely create REST API sessions. By using API tokens to authenticate, scripts do not have to expose
usernames and passwords. The Purity username and password are required initially to create the API token.

API tokens are unique to the Purity user for whom it was created. Each Purity user can generate and view only their own API token. Once created, an API
token is valid until it is deleted or recreated.

API tokens can be created and recreated through the Purity GUI (System > Users > Create API Token), CLI (pureadmin create --api-token)or
REST API.

After obtaining an API token, clients can create REST API sessions and start sending requests. Since REST API service sessions are completely separate
from Purity GUI sessions, REST requests cannot be accessed through the Purity GUI.

API token management does not affect Purity usernames and passwords. For example, invalidating an API token does not invalidate the Purity username or
password that was used to create the token. Likewise, changing the Purity username or password does not affect the API token.

Authorization

Authorization determines what the client is permitted to do within a REST session.

If Purity is integrated with a directory service, such as Microsoft Active Directory or OpenLDAP, the REST service leverages role-based access control
(RBAC) to determine permission levels. In other words, the roles that are assigned to the users in a directory service are the same roles that are used in
Purity and in the REST API.

Once you have created a REST API session, the requests that the client is authorized to make depend on the role of the user associated with the API token
(as system administrator, storage administrator, or read-only user).

The integration of RBAC in the REST API with directory services is dynamic. The API token permissions are integrated with the Active Directory
permissions. Changes made to a user's Active Directory permissions affect the associated API token permissions.

For example, if a user is moved to a different directory services group and the permission level changes from read-only user to storage administrator, the
associated API token permissions change as well. Permission changes made in the directory server are cached on the array and may take 30 minutes to
affect the API token.

Response Codes

The Pure Storage REST API returns the following HTTP response status codes for the GET, POST, PUT, and DELETE operations:

Code Description

200 OK The request is successful.

400 BAD REQUEST The request includes an invalid action or invalid or missing data. Refer to the REST API response for more
information.

401 UNAUTHORIZED The REST API session has not been created or has expired. Create a new session.

403 FORBIDDEN The request is valid, but the client is not authorized to perform the action. For example, a read-only client is not

allowed to create volumes.
404 NOT FOUND The URI is not valid.

405 METHOD NOT ALLOWED The method is not valid for the URI specified. Enter a GET, POST, PUT, or DELETE method that is valid for the URI
specified.
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450 VERSION NOT SUPPORTED The request is not valid for the REST API version specified.

500 SERVER ERROR The request generated an internal error. Contact Pure Storage Support for help.

Sorting, Filtering, and Pagination

When submitting GET requests that return a large amount of data, include filtering, sorting, and pagination query parameters to help you better manage the
results.

The Pure Storage REST API supports filtering, sorting, and pagination for the following GET methods: GET volume, GET host, GET hgroup, GET pgroup,
and GET port.

Sorting

The sort query parameter returns the response objects of a GET request in the order specified. Sorting can be performed on any of the fields in the
response, and the response objects can be sorted in ascending or descending order.

Syntax
?sort=Ffield_name
field_name

Name of the field to sort. Field_name can be any of the fields in the response. To sort in descending order, append the minus sign (-) to the field
name. To sort on multiple field names, list the field names as comma-separated values.

Examples

Example 1: Get a list of all protection groups sorted in ascending order by protection group name.
GET https://purell._example.com/api/1l.12/pgroup?sort=name
Example 2: Get a list of all host groups sorted in descending order by host group name.
GET https://pure0l.example.com/api/1.12/hgroup?sort=name-
Example 3: Get a list of all volumes sorted in descending order by volume size, and then sorted in ascending order by volume name.

GET https://pureOl._example.com/api/l1l.12/volume?sort=size-,name

Filtering

The filter query parameter narrows down the results of a GET request to only the response objects that satisfy the filter criteria.
Filtering With Operators
Pure Storage REST API filter queries support common comparison operators.
Syntax
?Filter=Field_name operator field_value

field_name

Name of the field on which to create the filter. Field_name can be any of the fields in the response.
operator

Type of filter match used to compare field_name to field_value. Filters support the following operators:

Operator Description Examples

= Equals Get a list of all volumes with volume names that include v1.
/volume?filter=name="*v1*"

1= Does not equal Get a list of all volumes with volume names that do not include v1.
/volume?filter=name!l="*v1*"

< Less than Get a list of all volumes that are less than 100 gigabytes in size.
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/volume?filter=size<107374182400
> Greater than Get a list of all volumes that are greater than 100 gigabytes in size.
/volume?filter=size>107374182400
Get a list of all volumes that were created after 2016-04-25T723:02:23Z.
/volume?filter=created>"2016-04-25T23:02:23Z"
<= Less than or equal to Get a list of all volumes that are less than or equal to 100 gigabytes in size.
/volume?filter=size<=107374182400
Get a list of all volumes that were created on or before 2016-04-25T23:02:23Z.
/volume?filter=created<="2016-04-25T23:02:23Z"
>= Greater than or equal to Get a list of all volumes that are greater than or equal to 100 gigabytes in size.
/volume?filter=size>=107374182400
field_value
Search value (number, date, or string) that determines the fields to be included in or excluded from the response.
Literal strings must be wrapped in quotes.
To refine the filter, include the asterisk (*) symbol as a wildcard character in the field value to represent zero or more characters. Field_value can
include multiple asterisks, and the asterisks can appear anywhere in the value. For example, the request GET /host?filter=name="*cat*"

lists all hosts with names that contain cat, including ones that begin or end with cat, such as cat, catnap, happycats, and lolcat. If the
asterisks were not included, only the host named cat would be returned.

Examples

Example 1: Get the volume with serial number 31F52075433543110001103F.
GET https://pureOl.example.com/api/1.12/volume?filter=serial="31F52075433543110001103F"
Example 2: Get a list of hosts that are associated with host group ESXi-1T-Cluster02-hg2.
GET https://pure0l.example.com/api/1.12/host?filter=hgroup="ESXi-I1T-Cluster02-hg2*
Example 3: Get a list of all Fibre Channel ports on controller ctO.
GET https://pureOl.example.com/api/1.12/port?filter=name="ct0.fc*"
Example 4: Get a list of all volumes that have been destroyed and will be eradicated within the next 2 hours (7200 seconds).
GET https://pureOl.example.com/api/1.12/volume?pending_only=true&filter=time_remaining<="7200"

Filtering With Functions

Pure Storage REST API filter queries support the CONTAINS and NOT functions.
Syntax

?filter=Ffunction(parameters)

Filters support the following functions:

Function Description Examples
contains(field_name,string) Contains the enclosed string. Get a list of all host groups with names that include
cluster02.

Takes exactly two parameters, where

field_name represents the name of the field on /host?filter=contains(hgroup, "cluster02*)
which to create the filter, and string represents

the string to search within Field_name.

not(expression) Inverse of the enclosed expression. Get a list of all host groups with names that do not
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include cluster02.
/host?filter=not(hgroup="cluster02*)
Examples

Example 1: Get a list of all hosts that are associated with host groups that include hg3 in the host group name.
GET https://purell._example.com/api/1l.12/host?filter=contains(hgroup, "hg3")

Example 2: Get a list of all volumes with names that do not include volO1.
GET https://pure0l.example.com/api/1.12/volume?filter=not(contains(name, "vol01%))

Existence Checks

The REST API supports existence checks. For example, the request GET /volume?fi lter=name checks to see if "name" field name exists in the volume
resource.

Examples

Example 1: Get a list of all hosts that are associated with a host group.
GET https://pure0l.example.com/api/1.12/host?filter=hgroup
Example 2: Get a list of all volumes that were not created from another source.
GET https://pure0l.example.com/api/1.12/volume?filter=not(source)
Example 3: Get a list of all hosts that are not associated with Fibre Channel WWNs. (Sample response included.)

>> GET https://pureOl.example.com/api/1.12/host?filter=not(wwn)
<< {

"ign": .
"wwn'tz ,

"name'': "ESXi-Cluster02-v7",
"hgroup™: null

"ign™: .
"wwn''z ,

"name': "ESXi-Cluster02-v8",
""hgroup': "ESXHGroupl"

= M

wwn*"' 2 ,
“name': "ESXi-Cluster02-v9",
"hgroup': null
3
"ign": .
wn®

“name’: "éSXi—CIusterOZ—le",
"hgroup': null

Example 4: Get a list of all protection groups that do not contain volume or host group members.

GET https://pure0l.example.com/api/1.12/pgroup?filter=not(volumes) and not(hgroups)

Pagination

Pagination controls the amount of data returned by displaying response objects (items) as page-by-page lists.

Pagination only applies if the total number of items returned is greater than the limit specified. To determine the total number of items returned, see the x-
total-item-count header field of the response.

The Pure Storage REST API offers two methods of pagination: page by index, and page by continuation token.

Page by Index

10/2017 7/103



FlashArray REST API 1.12

Page by index enables clients to control the size and starting point of a page. Use page by index, such as in GUI implementations, to navigate through
response objects page by page, jump to specific pages, and jump to the first or last page. For example, to page through all results with 20 results per page,
begin with start=0&1imit=20.

With page by index pagination, consistency may not be guaranteed in that some data may be duplicated or missing across pages. If consistency is
important, use continuation tokens.

Syntax
start=starting_index&limit=items_returned
starting_index
Index number of the first item you want results for.
items_returned

Maximum number of response objects returned per page.
Examples

Example 1: Get all volumes starting at the very first volume.

GET https://pure0l.example.com/api/1.12/volume?start=0

Example 2: Get 10 volumes at a time.

GET https://pureOl.example.com/api/1.12/volume?limit=10

Example 3: Get 10 volumes with index 0 to 9.

GET https://pure0l.example.com/api/1.12/volume?start=0&1imit=10

Example 4: Get 1 host with index 100.

GET https://pureOl.example.com/api/1l.12/hosts?start=100&1imit=1

Page by Continuation Token

The REST API supports continuation tokens, giving clients the ability to paginate with some consistency guaranteed.
Page by continuation token requires the limit and token query parameters.

The Iimit parameter determines how many response objects (items) are returned on each page.

The token parameter is a Base64 encoded value that is used to get the next page of data. The token is taken from the x-next-token header field of the
response. A query has reached its last page when the response does not include a token.

Syntax
limit=items_returned&token=token
items_returned
Maximum number of response objects returned per page.
token

Token of the last/first item returned in the current paginated request. The token is used in the next submit to determine the first item that should
appear on the next page. The token appears in the response header. To ensure consistent paging, the token parameter must always be used with
the sort parameter.

Examples

Example 1: Use token aWQgPSA50DA1Mg== to get the next 10 volumes.

GET https://pure01.example.com/api/1.12/volume?limit=10&token=aWQgPSA50DA1Mg==

Example 2: Use token c3JjX2FwdCA9IDY2LG1k1DOgMQ== to get the next 10 protection groups.

GET https://pure01.example.com/api/1.12/pgroup?limit=10&token=c3JjX2FwdCA9IDY2LGIkIDOgMQ==
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Example 3: Get 2 volumes with index 5 to 9, and then use the token returned (aWQgPSA20TY1NA==) to get the next 2 volumes.

>> GET https://pure01.example.com/api/1.12/volume?start=5&limit=2

<< x-next-token —» aWQgPSA20TY1INA==
x-total-item-count —21

<< {
"source": null,
"serial": "122E64ABC3FE4BA100011015",

“created": "2016-04-28T20:30:56Z",
"name": "ESXi-Cluster02-vol005",
"size": 107374182400

"source": null,
"serial": "122E64ABC3FE4BA100011016",

"created": "2016-04-28T20:30:56Z",
"name": "ESXi-Cluster02-vol007",
}"size": 107374182400

>> GET https://pure0l.example.com/api/1.12/volume?limit=2&token=aWQgPSA20TY1NA==

<< ‘>{<-next-token - aWQgPSA20TY2MQ==
<<

"source™: null,
“serial": "122E64ABC3FE4BA10001101C",

“created"; "2016-04-28T20:30:56Z2",
"name": "ESXi-Cluster02-vol006",
"size": 107374182400

}

"source": null,
"serial": "122E64ABC3FE4BA10001101D",

"created": "2016-04-28T20:30:56Z2",
"name": "ESXi-Cluster01-vol001",
"size": 107374182400

Example 4: Get one protection group at a time using the token returned each time to get the next protection group.

>> GET https://pure0l.example.com/api/1.12/pgroup?limit=1

<< x-next-token — c3JjX2FwdCA9IDY2LGIkIDOgMQ==
x-total-item-count —10

<< {
“name": "PG001",
"hgroups": null,
""source": "pure001",
"hosts": [
"ESXi-PROD-Cluster01-h2",
"ESXi-STG-Cluster03-h2"

]'volumes": null,
"targets": null

>> GET https://pure0l.example.com/api/1.12/pgroup?limit=1&token=c3JjX2FwdCA9IDY 2LGlkIDOgMQ==

<< x-next-token — c3JjX2FwdCA9IDY2LGIkIDOgMg==
<<
"name": "PG002",
"hgroups": null,
"source": "pure001",
"hosts": [
"ESXi-GRP-Cluster02-h2",
"ESXi-GRP-Cluster02-h3"

"volumes": null,
"targets": null

>> GET https://pure0l.example.com/api/1.12/volume?limit=1&token=c3JjX2FwdCA9IDY 2L GlkIDOgM

<< ‘>{<-next-token — c3JjX2FwdCA9IDY 2L GIkIDOgMw==

<<

“name": "PG003",

"hgroups": null,

"source": "pure005",

"hosts": null,

"volumes": [
"ESXi-Cluster01-vol007",
"ESXi-Cluster01-vol010",
"ESXi-Cluster01-vol009",
"ESXi-Cluster01-vol008"

]"targets": null
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Combining Sorting, Filtering, and Pagination

Follow these guidelines when combining sorting, filtering, and pagination:

e Sort queries can be combined. A single request can be sorted on multiple field names. For example, you can sort all volumes from largest to smallest
volume size, and then sort volumes of the same size in ascending order by volume name. To sort on multiple field names, list the field names as
comma-separated values.

e Filter queries can be combined using the AND and OR operators. The AND operator displays response objects that meet the criteria of all filter
queries in the request. The OR operator displays response objects that meet the criteria of at least one of the filter queries in the request.

e The sort, Filter, limit, and start filters can all be combined together.
Examples

Example 1: Get a list of all volumes sorted in descending order by volume size, and then sorted in ascending order by volume name.
GET https://pure01.example.com/api/1.12/volume?sort=size-,name

Example 2: Get a list of all hosts with names that include h2 and are associated with host groups with names that include hg3.

GET https://pure01.example.com/api/1.12/host?filter=(contains(name,'h2") and contains(hgroup,'hg3"))

Example 3: Get a list of all volumes that are greater than 10 gigabytes in size and were created after 2016-04-25T723:02:23Z.
GET https://pure01.example.com/api/1.12/volume?filter=size>10737418240 and created>'2016-04-25T23:02:23Z'

Example 4: Get a list of all volumes that begin with v1, and sort the list in descending order by name.

GET https://pure01.example.com/api/1.12/volume?filter=name='v1*'&sort=name-

Example 5: Get a list of either all volumes with names that include 123 and are greater than or equal to 10 gigabytes in size, or all volumes with names that
include abc and are less than or equal to 10 gigabytes in size.

GET https://pure01.example.com/api/1.12/volume?filter=(contains(name,'123") and size >= 10737418240)
or (contains(name,'abc’) and size <= 10737418240)

Audit Trail

Every request that creates, modifies, or deletes a resource will be logged in the audit trail, which can be viewed through the Purity GUI (Messages > Audit
Trail) and CLI (puremessage). For example, if the client sends the following request to create a snapshot of volume v1, the action, including the username
of the user associated with the API token, is logged in the audit trail:

>> POST https://pure-001.example.com/api/1.12/volume
<< 200 OK
"'snap": true,

"source": [
1"

]
}

REST API and Scripting

Session Management

The client that makes the REST API requests will need to store a cookie returned by the REST service in order to continue to use the session. When using
Python to create REST scripts, the Cookiedar library can be used to manipulate session cookies. For example,

cj = CookieJar() ) ) )
opener = urllib2.build_opener(urllib2.HTTPCookieProcessor(cj))
urllib2.install_opener(opener)
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Refer to the cookielib module at docs.python.org for more information about cookie handling. Refer to RFC 2109 for protocol standards and
recommendations about setting cookies.

Content Type

The request header must be set to the “application/json” content type. When using Python to create REST scripts, set the content-type header value to
application/json. For example,

headers = {"Content-Type": “application/json"}
req = urllib2.Request(url, headers=headers)

Back to top
Release Notes

This section outlines the changes made to the REST API.
Compatibility Changes

The following compatibility changes affect all versions of the REST API and potentially break pre-existing API requests.

Description Details Purity Versions

Changes to cert requests With support for named certificates, changed the meaning and behavior of the GET cert
request. GET cert now returns all attributes of all certificates on the array.

cert requests that work with previous releases of the API will need to be modified for use 4.10.7 and later

with REST API 1.12. (Pre-existing cert requests will continue to work with API 1.11 and
earlier versions.)

Changed the output of the GET  The output of the GET drive and GET drive/{drive} requests is changed when the value of
drive and GET drive/{drive} the type field is null. The output previously returned "- in the type field for a null value.
requests Now null is returned in the type field for a null value. 4.10.0 and later

This change affects all versions of the REST API, when connecting with FlashArrays
running Purity 4.10.0 or later versions.

Made GET message open and The open and audit parameters are not supported together in the same GET message
audit options incompatible REST API request.
4.5.0 and later
This change affects all versions of the REST API, when connecting with FlashArrays
running Purity 4.5.0 or later versions.

Deprecated DRV component The DRV component name is deprecated. This change affects the following requests:

name
e Deprecated DRV information in the response of GET hardware requests.

Information for the BAY component name is still reported.

e Deprecated DRV in the GET hardware/{component} request URL.
Instead, use the BAY component name with a GET drive/{component} request.

For example, deprecated GET
https://pure0l.example.com/api/1.4/hardware/SHO.DRVO. 4.1.4 and later
Instead, use GET

https://pure0l.example.com/api/1.4/drive/SHO.BAYO.

(Note: The BAY component name is still available with the GET
hardware/{component} request, but the GET drive/{component} request above is
preferred.)

The DRV deprecation affects all versions of the REST API, when connecting with
FlashArrays running Purity 4.1.4 or later versions.

Removed method stub PUT Removed the method stub PUT port, which was inadvertently exposed.

port
This removal affects all versions of the REST API, when connecting with FlashArrays 4.1.0 and later

running Purity 4.1.0 or later versions.

TLS Requirements
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With the release of Purity 4.7.0, support for TLS 1.0 is dropped for all versions of the REST API.

The following table lists the TLS versions required to communicate with the Pure Storage REST API:

Purity Version

Purity 4.7.0 and later

Earlier versions of Purity

REST API 1.12

Supported TLS Versions

TLS 1.1 and 1.2

TLS 1.0,1.1,and 1.2

This section describes changes made between REST API 1.11 and REST API 1.12.

Description

Added support for multiple
certificates

Increased support for SNMP v3

REST API 1.11

Details

Added two new endpoints:

e POST cert/{name} to create a certificate with the specified name
e DELETE cert/{name} to delete the specified certificate

cert requests now require a name component:

o GET cert/{name} to list the specified certificate
e PUT cert/{name} to modify the specified certificate

Added a name field to responses for GET cert, GET cert/{name}, and PUT cert/{name} requests.

Added a ca-certificate field to responses for GET cert/{name}, POST cert/{name}, and PUT cert/{name}
requests.

Notes:

e The management certificate, used internally by the Purity GUI, cannot be modified or deleted.

e The GET cert request now returns all attributes of all certificates on the array.
Added v3 as a supported value for the version parameter with the special localhost endpoint (which is associated
with the array's SNMP agent).

Added a notification parameter to the following endpoints. Supported values are inform and trap.

e POST snmp/{name}
e PUT snmp/{name}

Added a notification field to responses for the following endpoints:

e GET snmp

e GET snmp/{name}
e POST snmp/{name}
e PUT snmp/{name}

Note: In environments that include arrays running other versions of the REST API, we recommend using only REST
1.12 (or higher) to configure SNMP v3.

This section describes changes made between REST API 1.10 and REST API 1.11.

Description

Details

Added new field to the output of Added the protocol field to the output of GET drive and GET drive/{drive} requests. The protocol field currently

GET drive and GET
drive/{drive} requests

10/2017

returns these values:

e SAS: for drives with SAS connections
o NVMe: for drives with NVMe connections
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FlashArray REST API 1.12

This section describes changes made between REST API 1.9 and REST API 1.10.

Description

Added SAN latency information

REST API 1.9

Details

Changed the response of the GET array?action=monitor, GET hgroup?action=monitor, GET host?
action=monitor, and GET volume?action=monitor requests. The following fields no longer include SAN latency:

e usec_per_read_op: displays the average arrival-to-completion time for a host read operation (microseconds)
e usec_per_write_op: displays the average arrival-to-completion time for a host write operation (microseconds)

Added the following fields to report SAN latency:

e san_usec_per_read_op: displays the average time required to transfer data from the array to the initiator
(microseconds)

e san_usec_per_write_op: displays the average time required to transfer data from the initiator to the array
(microseconds)

This section describes changes made between REST API 1.8 and REST API 1.9.

Description

Added support for Pure Apps

Added support for IPv6

REST API 1.8

Details

Added following endpoints to display information about installed apps:
e GET app to display information about all installed apps
o GET app/{app} to display information about a specific app
On arrays running Purity 4.9.0 and above, IPv6 addresses can be passed anywhere an IPv4 address could be passed

using any REST version.

Note: In a mixed environment with some arrays running Purity 4.8.x or below, using REST API 1.9 guarantees that the
request supports IPv6.

This section describes changes made between REST API 1.7 and REST API 1.8.

Compatibility Changes in REST API 1.8

Description

Changed the response returned
by the GET drive requests.

Details

Removed the degraded field from the responses of the GET drive and GET drive/{drive} requests. Previously, the
degraded field displayed the percentage of data that is not protected by redundancy.

Note: This change affects all versions of the REST API.

The parity field in the response of GET array?space=true request now provides data redundancy information that
previously appeared in the degraded field.

Note: The parity field is only available in version 1.8 and higher of the REST API.

Other REST API 1.8 Changes

Description
Added information about data

redundancy to the GET array
response

10/2017

Details

Added the parity field, showing the percentage of data that is protected by RAID-6, to the response returned by the
GET array?space=true request.

The percentage value drops below 100% if the data is not fully protected, such as when a module is pulled and the
array is rebuilding the data to bring it back to full parity.

Note: The parity field returns null when the historical parameter is used.
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Added voltage information to
GET hardware responses

REST API 1.7

FlashArray REST API 1.12

Added the voltage field to the responses of the GET hardware and GET hardware/{component} requests.

This section describes changes made between REST API 1.6 and REST API 1.7.

Compatibility Changes in REST API 1.7

Description

Changed the response returned
by protection group snapshot
transfer

Changed the response returned
by phonehome

Details

Removed the queued field from the response of the GET pgroup/{pgroup}?snap=true&transfer=true request.
The started field now provides the data that previously appeared in the queued field.

Note: This change also affects REST API 1.5 and REST API 1.6.

In 4.7 x release and 4.6.x releases after 4.6.4, the response to the GET array/phonehome request was: {"'status':
", Maction': """} In 4.8.0, the response is changed back to {"'status': null, "action": null} tobe
backwards compatible with 4.1.x and 4.5.x releases.

Other REST API 1.7 Changes

Description

Added the ability to add and
remove hosts, host groups, and
volumes from protection groups

Added the ability to list
protection group membership
for hosts, host groups, and
volumes

Added support for filtering,
limiting, pagination, and sorting

Added port failover status

Added ability to display private
and shared connections and to
display LUNs used in host-
volume connections

10/2017

Details

Added the following endpoints to add or remove hosts, host groups, and volumes to and from protection groups:

POST host/{host}/pgroup/{pgroup} to add a host to a protection group

POST hgroup/{hgroup}/pgroup/{pgroup} to add a host group to a protection group

POST volume/{volume}/pgroup/{pgroup} to add a volume to a protection group

DELETE host/{host}/pgroup/{pgroup} to remove a host from a protection group

DELETE hgroup/{hgroup}/pgroup/{pgroup} to remove a host group from a protection group
DELETE volume/{volume}/pgroup/{pgroup} to remove a volume from a protection group

Added the protect parameter to the following endpoints:

GET host?protect=true to display all protected hosts and their associated protection groups

GET hgroup?protect=true to display all protected host groups and their associated protection groups
GET volume?protect=true to display all protected volumes and their associated protection groups
GET host/{host}?protect=true to display protection group membership for a specific host

GET hgroup/{hgroup}?protect=true to display protection group membership for a specific host group
GET volume/{volume}?protect=true to display protection group membership for a specific volume

Set the protect value to true to list protection group membership for hosts, host groups, and volumes.
The protect parameter is optional.

Filtering narrows down the results of a GET request.

Limiting restricts the number of entries returned in the results of a GET request.
Pagination displays the results of a GET request as page-by-page lists.

Sorting returns the response objects of a GET request in the order specified.

See the Sorting, Filtering, and Pagination section.
The GET port endpoint now also returns the failover status of ports (NPIV status of FC ports).
Added the connect parameter to the following endpoints:

e GET hgroup
e GET host
o GET volume

Set the connect value to true to display private or shared host-volume connections and the LUNs used by the hosts
to address the volumes.

The connect parameter is optional.

Added the private and shared parameters to the following endpoints:
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GET host
e GET volume

Set the private value to true to display private host-volume connections and the LUNs used by the hosts to address
the volumes.

Set the shared value to true to display shared host-volume connections and the LUNs used by the hosts to address
the volumes.

The private and shared parameters are optional and are only valid if the connect parameter is set to true.

Added ability to query specific Added the names parameter to the following endpoints to restrict the returned output to only the named objects:
object names (for hosts, host
groups, protection groups, and
volumes)

GET hgroup
GET host

GET pgroup
GET volume

The names parameter accepts a single name or a comma-separated list for multiple values. The names parameter also
accepts an asterisk (*) as a wildcard character.

The names parameter is optional, as is the asterisk wildcard character.

Added limited support for An asterisk (*) wildcard character representing zero or more unspecified characters is supported in filters and in the
asterisk as a wildcard character names parameter when used with the following objects:

Hosts

Host groups

Protection groups
Protection group snapshots
Volumes

The asterisk wildcard character is optional.

Added size and total options to  Added size parameter to the following endpoints:

monitor resources
GET array

GET host

GET host/{host}

GET hgroup

GET hgroup/{hgroup}
GET volume

GET volume/{volume}

Set the size value to true to display the average I/O sizes.
The size parameter is optional and is only valid if the action parameter is set to monitor.
Added the total parameter to the following endpoints:

e GET hgroup
e GET host
o GET volume

Set the total value to true to append a row containing aggregated data.

The total parameter is optional and is only valid if the action parameter is set to monitor.

REST API 1.6

The following changes were made between REST API 1.5 and REST API 1.6:

Description Details

Added ability to list historical
storage capacity and utilization
data

For the GET array, GET volume, and GET volume/{volume} requests, added the ability to use the historical
parameter with the space=true parameter to display historical storage capacity and utilization data.

Note: See also REST 1.7 Compatibility Changes for a change to the response returned by a protection group snapshot transfer request. This change is also
made in REST 1.5 and REST 1.6.

REST API 1.5
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The following changes were made between REST API 1.4 and REST API 1.5:

Description

Added ability to list performance
data for hosts, host groups,
volumes, or snapshots

Added ability to specify multiple
protection groups with the
pgroupl ist parameter

Added ability to specify optional
Boolean parameters as false

Added ability to copy protection
groups

Added ability to manage
subnets and virtual network
interfaces

Added ability to manage traffic
between connected arrays

Added controller name to GET
array/remoteassist response

Removed ability to expose the
API tokens of other users

Details

Added the action=monitor value to the following requests to display real-time 1/0O performance data:

GET host to display data for all hosts

GET host/{host} to display data for the specified host

GET hgroup to display data for all hosts

GET hgroup/{hgroup} to display data for the specified host

Added the action=monitor value to the GET volume request to display real-time or historical performance data.
Combine with the historical parameter to display historical data.

The action parameter is optional.

The GET volume and GET volume/{volume} requests now accept either a single protection group or a comma-
separated list of protection groups in the pgroupl ist parameter. When multiple protection groups are specified, the
request returns information for all snapshots that were created for any of the specified protection groups. Previously,
the pgroupl ist parameter accepted only a single protection group.

This code change does not modify API request behavior, except to allow an optional Boolean parameter to be set to
false. Setting an optional Boolean parameter to false is equivalent to not including the parameter in the request.

Previously, optional Boolean parameters only accepted true. The following are examples of optional Boolean
parameters that now also accept false:

GET admin?api_token
GET admin?expose
GET admin?publickey
GET array?controllers
GET host?all

Added the source and overwrite parameters to the POST pgroup/{pgroup} request to enable the copying of
protection groups.

The source and overwrite parameters are optional.
Added the following resources to support VLAN tagging:

GET subnet and GET subnet/{subnet} to list subnets
POST subnet/{subnet} to create a subnet

PUT subnet/{subnet} to set subnet attributes
DELETE subnet/{subnet} to delete a subnet

POST network/vif to create a VLAN interface
DELETE network/vif to delete a VLAN interface

Added the PUT array/connection/{connection} resource to modify bandwidth throttling attributes for a connected
array.

Changed GET array/remoteassist to include the controller's hostname in the request response.

Changed the GET admin expose parameter to unmask only the API token of the current user when set to true.
Previously, setting the expose parameter to true unmasked the API tokens of all users.

Note: See also REST 1.7 Compatibility Changes for a change to the response returned by a protection group snapshot transfer request. This change is also

made in REST 1.5 and REST 1.6.

REST API 1.4

The following changes were made between REST API 1.3 and REST API 1.4:

Description

Added ability to list user login
sessions

10/2017

Details

Added the GET message login parameter to list user session logs.

Include the recent parameter with login to display login, logout, and authentication events that have occurred within
the past 24 hours.
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Added ability to list volume
snapshots created as part of
one or more protection groups
or protection group snapshots

Added ability to recover and
rename volume snapshots

Added ability to generate a
snapshot for multiple protection
groups specified

Added ability to specify whether
snapshot data should be
immediately replicated, or
queued up to begin replicating
after all earlier replication
sessions are complete

Added ability to specify a
preferred time of day at which to
generate local snapshots

Changed POST
snmp/{manager} host
parameter to be a required
parameter

Deprecated ability to list all
volume snapshots that have
been created as part of
protection group snapshots

REST API 1.3

FlashArray REST API 1.12
Include the user parameter with 1ogin to list user session logs for a specific user.

When the GET volume pgrouplist parameter is set, the REST APl lists all volume snapshots that were created as
part of protection group snapshots for the specified protection group or protection group snapshot.

When the GET volume/{volume} pgrouplist parameter is set, the REST APl lists the volume snapshots of the
specified volume that were created as part of protection group snapshots for the specified protection group.

The pgroupl ist parameter is optional and is only valid if snap is true.
Added the ability to recover and rename volume snapshots through PUT volume/{volume}.
Previously, PUT volume{volume} resized, recovered and renamed volume names only.

Now, PUT volume{volume} can also recover and rename volume snapshots. When renaming a volume snapshot, only
the suffix can be changed.

Added the ability to generate a snapshot for multiple protection groups specified through the POST pgroup source
parameter.

Previously, the source parameter only accepted one protection group. Now, the source parameter accepts a list of
protection groups.

The source parameter is required and is only valid if snap is true.
Added the ability to specify whether snapshot data should be:

o Immediately replicated (POST pgroup replicate_now) to each allowed target, or
e Queued up (POST pgroup replicate) and only begin replicating to each allowed target after all earlier
replication sessions for the same protection group have been completed to that target.

When the POST pgroup replicate_now parameter is set, the REST APl immediately replicates the snapshot data to
all allowed target arrays.

When the POST pgroup replicate parameter is set, the REST API queues the snapshot for replication to all allowed
target arrays, excluding sessions started with replicate_now. Purity will begin replicating data to each allowed target
when all earlier replication sessions for the same protection group have been completed to that target.

The replicate_now and replicate parameters are optional and cannot be used together.

Added the ability to specify the preferred time, on the hour, at which to generate local snapshots through the PUT
pgroup/{pgroup} snap_at parameter.

The snap_at parameter is optional and is only valid if snap_frequency is set to 3600 or more seconds.

Changed the POST snmp/{manager} host parameter from an optional to required parameter.

Deprecated the ability to list all volume snapshots that have been created as part of protection group snapshots through
the GET volume pgroup and GET volume/{volume} pgroup parameters.

A new parameter named pgrouplist has been created to perform similar requests.

The following changes were made between REST API 1.2 and REST API 1.3:

Description

Added ability to view and
manage SSL certificates

Added ability to clear the
replicate_at time

Added ability to clear the
replicate_blackout period

10/2017

Details

Added the following resources to view and manage SSL certificates:

e GET cert to list certificate attributes or export certificates.

e GET cert/certificate_signing_request to construct a certificate signing request (CSR) for signing by a
certificate authority (CA).

e PUT cert to create a self-signed certificate or import a certificate signed by a certificate authority (CA).

Added the ability to clear the PUT pgroup/{pgroup} replicate_at parameter by passing in a null value.

Added the ability to clear the PUT pgroup/{pgroup} replicate_blackout parameter by passing in a null value.
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Changed the response of the
replicate_blackout field

REST API 1.2

FlashArray REST API 1.12

If the PUT pgroup/{pgroup} replicate_blackout parameter is set to a null value, the replicate_blackout field
for GET pgroup/{pgroup} returns an empty response.

Before, replicate_blackout returned the response [{"'start: 0,"end": 0}].

The following changes were made between REST API 1.1 and REST API 1.2:

Description

Added ability to connect and
disconnect arrays

Added ability to manage
protection groups

Deprecated ability to rename
volume snapshots

Added various fields to the
POST volume/{volume}
response

REST API 1.1

Details

Added the following resources to manage array connections:

GET array/connection to list the connected arrays.

GET array?connection_key=true to list the connection key.
POST array/connection to connect an array.

DELETE array/connection/{connection} to disconnect an array.

Added the following resources to manage protection groups:

GET pgroup to list protection groups and their attributes.

GET pgroup/{pgroup} to list the attributes for the specified protection group.

POST pgroup{pgroup} to create a protection group with the specified name.

PUT pgroup{pgroup} to modify a protection group, its retention schedule, and its snapshot schedule.
DELETE pgroup{pgroup} to destroy a protection group and all of its snapshots.

Deprecated the ability to rename snapshots through the PUT volume/{volume} name parameter.
If the Purity client attempts to rename snapshots, the REST API returns response error code 400 BAD REQUEST.

This change also impacts REST API versions 1.0 and 1.1.

Added the following fields to the POST volume/{volume} response: source, serial, size and created.

The following changes were made between REST API 1.0 and REST API 1.1:

Description

Added ability to overwrite an
existing volume

Renamed parameter from force

to trust

Fixed a bug in GET volume

Back to top

Resources

Authentication
Array

Volumes and Snapshots

10/2017

Details

Added the overwrite parameter to POST volume/{volume}. When used with source, set the overwrite value to
true to overwrite an existing volume.

Boolean (true or false).
Optional.

Renamed the PUT directoryservice parameter from force to trust. When used with certificate, set the trust value
to true to skip certificate chain trust verification.

Boolean (true or false).
Optional.

In v1.0, calls to GET volume with space set to true failed to return values for thin_provisioning and
total_reduction. This has been fixed.
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Hosts
Host Groups
Protection Groups
Connection Ports
Alerts and Messages
SNMP Manager Connections
SSL Certificate
Network Interface
Hardware Components
Apps

Users

1. Authentication
Create and destroy REST sessions.
1.1 POST auth/apitoken

Generates a REST API token that can be used to create a REST session.

API tokens are tied to a particular administrative account. Each administrator has permission to manage their own API token. Administrators cannot manage
tokens on behalf of other users.

Parameters
Parameter Type Description
password string Purity user login password used to generate the REST API token.
Required.
username string Purity user login name used to generate the REST API token. Sometimes referred to as sAMAccountName.
Required.

Example 1: Create an APl token

Request:

POST https://pure0l.example.com/api/1.12/auth/apitoken

""password': "‘pureuser',
"'username’: "pureuser"
Response:

{
“api_token': "e6deeb34-b9a8-6d15-c65b-b63933632821""

1.2 POST auth/session

Creates a REST session using the REST API token.

Parameters

Parameter Type Description
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api_token string REST API token used to create a REST session.

Required.

Example 1: Create a REST session

Request:

POST https://pure0l.example.com/api/1l.12/auth/session
"api_token": "$APITOKEN"

Response:

"'username': "0s76"

1.3 DELETE auth/session

Deletes (invalidates) the REST session.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Delete (invalidate) a REST session
Request:
DELETE https://pureOl.example.com/api/1.12/auth/session

Response:

"'username'™: "0s76"

2. Array
View and manage the array, and administer the phonehome and remote assist features.
2.1 GET array

Lists the attributes for the array, including the array name, Purity version and Purity revision number. Can also display historical performance or capacity
data.

Parameters
Parameter Type Description
action string If set to monitor, displays the following real-time or historical performance data:

Latency

e san_usec_per_read_op - average time, measured in microseconds, required to transfer data from
the array to the initiator.

e san_usec_per_write_op - average time, measured in microseconds, required to transfer data from
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the initiator to the array.

e usec_per_read_op - average time, measured in microseconds, it takes the array to process an 1/O
read request.

e usec_per_write_op - average time, measured in microseconds, it takes the array to process an /0
write request.

e queue_depth - average number of queued /O requests.
IOPS
e reads_per_sec - number of read requests processed per second.
e writes_per_sec - number of write requests processed per second.
Bandwidth
e Input_per_sec - number of bytes written per second.
e output_per_sec - number of bytes read per second.
Optional.

Displays the "message of the day" (MOTD) text that is sent to all Purity users. The banner message is
displayed in the login pane of the Purity GUI and via SSH after users log in.

Optional.
Displays a connection key that can be used to connect to this array.
Optional.

Displays the mode and status of each controller on the array. For arrays to which a second controller has never
been connected, only a single controller mode is displayed. Once an additional controller has been connected,
its information is always shown.

Optional.

If the action parameter is set to monitor, set this parameter to display historical performance data at the
specified resolution.

If the space parameter is set to true, set this parameter to display historical space data at the specified
resolution.

Valid historical values are: 1h, 3h, 24h, 7d, 30d, 90d, and 1y.
Optional.

Displays the idle time limit, in minutes, of the Purity GUI and CLI sessions. Users are automatically logged out a
session that exceeds the idle timeout limit.

Optional.

Displays the hostnames or IP addresses of the NTP servers currently being used by the array to maintain
reference time.

Optional.

Displays the current state of the Purity phonehome automatic hourly log transmission facility as enabled or
disabled.

Optional.

Displays the proxy host for the phonehome facility when HTTPS is the phonehome protocol (the phonehome
facility itself determines which protocol to use).

Optional.

Displays the hostname or IP address of the electronic mail relay server currently being used as a forwarding
point for email alerts generated by the array.
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Optional.

scsi_timeout boolean Displays the amount of time (in seconds) that can lapse during an I/O interruption before the target ports log out
of the fabric. The default timeout value is 60 seconds.

Optional.
senderdomain boolean Displays domain name from which Purity sends email alert messages.
Optional.

space boolean Displays the amount of usable physical storage on the array and the amount of storage occupied by data and
metadata.

Optional.
syslogserver boolean Displays remote syslog servers for delivering notifications.
Optional.
Example 1: List array attributes

Request:
GET https://pure0l.example.com/api/1.12/array

Response:

array_name ""pure0

id" 3c764f35 25ch- 4fce 8d79-a8d4ac99e52f""
“revision™: '"201710030218+01fa946"
“version”: "4.10.7"

Example 2: List array controllers

Request:

GET https://purell._example.com/api/1l.12/array?controllers=true

Response:

L
"mode* 2 "primary",
model “VMware",
“name*: "CTO"
status"' "ready
"version": "4.10.7"

1

Example 3: List array space usage

Request:

GET https://pureOl.example.com/api/1.12/array?space=true

Response:

"‘capacity'': 3774649904,
"data_reduction': 1.0,
"hostname': "‘pure0l1",
"parity": 1.0,
"shared_space': 0,
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"snapshots": o,

system™: O,
t in prOV|S|on|ng : 0.0,
“total™:

total_redﬂctlon 1.0,
“volumes'": 0

Example 4: List array space usage for the past hour
Request:

GET https://pure0l.example.com/api/1.12/array?space=true&historical=1h

Response:

"capacity': 3770384763,
"data_reduction'': 1.0,
"hostnhame': "pure0l”,
"parity": null,
"shared_space': 0,
"snapshots": o,

system™: O,

t in prOV|S|on|n8 : nul

“time™ '2017-10 3T04 17 302",
“total": O,
"total_reduction”: null,
“volumes'": 0

"capacity': 3774649904,

"data reductlon - 1.0,
"hostname"" pureOl

"parity': nuII
"'shared_space': 0,
"snapshots"' 0,

Kstem"' ,
"thin prOV|5|on|n " null,
"time™: "2017-10-03T04:18:00Z"

"“total_reduction”: null,
"“volumes': 0

Example 5: List real-time performance data for the array

Request:
GET https://pure0l.example.com/api/1.12/array?action=monitor

Response:

"input_per_sec": O,
“output_per sec™: O,
queue_ depth': 0,
"reads_per_sec': 0,
"san usec_per_ read _op™: O,
"'san_usec_per_write op": O,
"tlme"' "2017-10- 03T04:19: 427",
"'usec_per_read_op': O,
"'usec_per_write op 0,
"writes_per_sec™: 0

Example 6: List historical performance data for the array at resolution '1h
Request:

GET https://pureOl.example.com/api/l.12/array?action=monitor&historical=1h
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Response:

"“input_per_sec': O,

"output_per sec’: 0,

"gueue_depth": O,

"reads_per_sec': 0,

"san usec_per_read op"' 0,
'san_| usec_per | write_op": O,
“time": "2017-10- 03T04 17:30z",
"usec per read_op": O,
"'usec_per_write op"' o,
"writes_per_sec™: 0O

"input_per_sec”: 0,
“output_per _sec”: O,
“queue_depth*': o,
"reads_per_sec': O,
"'san_usec_per._| read _op™:
"'san_usec _per_write op"' O

“time": '"2017-10-03T04:18:00Z",

usec_per_ read_op": O,
"'usec_per_write op"' 0,
"writes_per_sec™: 0

"usec_per_write op': O,
"writes_per_sec™: 0

2.2 GET array/connection

Lists connected arrays.

Parameters
Parameter Type Description
throttle boolean Displays (true) outgoing bandwidth throttling information.

Optional.

Example 1: List connected arrays

Request:

FlashArray REST API 1.12

GET https://pure0l.example.com/api/l.12/array/connection

Response:

L1

2.3 GET array/console_lock

Displays the status of the console lock.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Displays the console lock status

Request:

10/2017
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GET https://pureOl._example.com/api/l.12/array/console_lock

Response:

**console_lock™: "disabled"

2.4 GET array/phonehome

Lists information about the status of the transmission logs for the phonehome facility.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Display phonehome status

Request:
GET https://pureOl.example.com/api/1.12/array/phonehome

Response:

"action": null,
“"status': null

2.5 GET array/remoteassist

Lists information about the status (enabled or disabled) of a remote assist session.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Display remoteassist status

Request:
GET https://pureOl._example.com/api/l.12/array/remoteassist

Response:

"name': "pure0l-ct0",
mport”: v
"status': "disabled"”

2.6 POST array/connection

Creates a connection between the current array and the specified array.

10/2017
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Parameters

Parameter

connection_key

management_address

replication_address

type

Type

string

string

string

list

FlashArray REST API 1.12

Description

The connection_key of the array to be connected.

Required.

The management address of the array to be connected.

Required.

The replication address of the array to be connected.

Optional.

The type(s) of connection desired. The only option supported in this version is 'replication'.

Required.

Example 1: Create a connection between array pure01 and array pure02 for replication purposes.

Request:

POST https://pure0l.example.com/api/1.12/array/connection

connection_key":

management —address"

"type"’

"repl ication"

}

Response:

array name

"$CONNECTION KEY"™,

‘pure02. example. com™,

id” 64b04931pceb8 4b2d afb2-8025788c0c3e™
management address™

"repl ication_ address" :

“type':

"repl ication"

1.

“version': "4.10.7"

2.7 PUT array

Modifies the attributes for the array.

pure02
pure02"

At least one parameter must be specified.

Parameters

Parameter

banner

idle_timeout

name

10/2017

Type

string

number

string

Description

Sets a common "message of the day" (MOTD) that is sent to all Purity users. The banner message is displayed
in the login pane of the Purity GUI and via SSH after users log in.

Optional.

Sets the idle time limit, in minutes, of the Purity GUI and CLI sessions. Valid values are between 5 and 180
minutes. The default timeout value is 30 minutes. Specifying a value of zero disables the automatic log-off
feature. Changes made to the idle_timeout value do not apply to existing Purity sessions.

Optional.

Renames the array.

26/103



FlashArray REST API 1.12
Optional.

ntpserver list Specifies alternate NTP servers, by IP address or hostname, assigned as the array source for reference time.
Supersedes any previous NTP server assignments.

If specifying an IP address, for IPv4, specify the IP address in the form ddd .ddd .ddd.ddd, where ddd is a
number ranging from 0 to 255 representing a group of 8 bits. For IPv6, specify the IP address in the form
XXXX T XXXX 2 XXXX T XXXX T XXXX 2 XXXX T XXXX 2 XXXX, wWhere xxxX is a hexadecimal number representing a
group of 16 bits. When specifying an IPv6 address, consecutive fields of zeros can be shortened by replacing
the zeros with a double colon (: :).

Optional.

proxy string Sets the proxy host for the phonehome facility when HTTPS is the phonehome protocol (the phonehome facility
itself determines which protocol to use). The format for the value is https://HOSTNAME : PORT, where
HOSTNAME is the name of the proxy host and PORT is the TCP/IP port number used by the proxy host.

Optional.

relayhost string Sets the hostname or IP address of the electronic mail relay server currently being used as a forwarding point
for email alerts generated by the array.

If specifying an IP address, enter the IPv4 or IPv6 address.

For IPv4, specify the IP address in the form ddd .ddd . ddd.ddd, where ddd is a number ranging from 0 to 255
representing a group of 8 bits. If a port number is also specified, append it to the end of the address in the
format ddd .ddd.ddd.ddd : PORT, where PORT represents the port number.

For IPv6, specify the IP address in the form XxXxX 7 XXXX 2 XXXX 2 XXXX I XXXX I XXXX I XXXX I XXXX, where Xxxx
is a hexadecimal number representing a group of 16 bits. Consecutive fields of zeros can be shortened by
replacing the zeros with a double colon (: ). If a port number is also specified, enclose the entire address in
square brackets ([1) and append the port number to the end of the address. For example,

XK 2 XXXX 2 XXXX 2 XXXX T XXXX 2 XXXX 2 XXXX 2 XXXX] - PORT, where PORT represents the port number.

Optional.

scsi_timeout number Changes the amount of time, in seconds, that can lapse during an I/O interruption before the target ports log
out of the fabric. The default timeout value is 60 seconds.

Changing the default timeout value may cause an initiator to mistakenly interpret the status of the FlashArray as
failed or generate a host timeout. Contact the Pure Storage Support team before you change the
scsi_timeout value.

Optional.
senderdomain string Sets the domain name from which Purity sends email alert messages.
Optional.
syslogserver list Specifies the remote syslog servers for delivering notifications. For example, tcp://MyHost.com.

Specify the URI in the format PROTOCOL : //HOSTNAME : PORT.
PROTOCOL is "tcp", "tIs", or "udp".

HOSTNAME is the syslog server hostname or IP address. If specifying an IP address, for IPv4, specify the IP
address in the form ddd .ddd . ddd . ddd, where ddd is a number ranging from 0 to 255 representing a group of
8 bits. For IPv6, specify the IP address in the form [XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX I XXXX 2 XXXX],
where xxxx is a hexadecimal number representing a group of 16 bits. Enclose the entire address in square
brackets ([]). Consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: :).

PORT is the port at which the server is listening. If a port number is specified, append it to the end of the
address. If the port is not specified, it defaults to 514.

Optional.

2.8 PUT array/connection/{connection}

Modifies the bandwidth throttling attributes for a connected array.
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At least one parameter must be specified.

Parameters

Parameter Type Description
default_limit number or string  Default maximum bandwidth threshold for outbound traffic. Once exceeded, bandwidth throttling occurs.

Enter the size as a number (bytes) or as a string with a single character unit symbol. Valid unit symbols are K,
M, G, representing KiB, MiB, GiB, respectively, where "Ki" denotes 2210, "Mi" denotes 220, and so on. If the
unit symbol is not specified, the unit defaults to bytes.

Optional.
window object Range of time during which ——window_limit threshold is in effect.
The start and end times must be set on the hour.

Enter the time range with the start and end attributes, both measured in seconds, where start represents
the window start time and end represents the window end time.

Optional.

window_limit number or string  Maximum bandwidth threshold for outbound traffic during the specified window_I imit time range. Once
exceeded, bandwidth throttling occurs.

Enter the size as a number (bytes) or as a string with a single character unit symbol. Valid unit symbols are K,
M, G, representing KiB, MiB, GiB, respectively, where "Ki" denotes 2210, "Mi" denotes 220, and so on. If the
unit symbol is not specified, the unit defaults to bytes.

Optional.

2.9 PUT array/console_lock

Enables or disables root login through the console.

At least one parameter must be specified.

Parameters
Parameter Type Description
enabled boolean Enables (true) or disables (false) the console lock which prevents the root user from logging in through the

system console.

Optional.

Example 1: Enable console lock

Request:

PUT https://pure0l.example.com/api/l.12/array/console_lock

"enabled": true

Response:

"'console_lock": "enabled"

Example 2: Disable console lock
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Request:

PUT https://pureOl.example.com/api/l.12/array/console_lock

"enabled": false

Response:

""console_lock": "disabled"

2.10 PUT array/phonehome

Performs phonehome actions.

At least one parameter must be specified.

Parameters

Parameter Type Description

action string Transmits event logs stored in the array to the Pure Storage Support team via the phonehome channel. Specify
the phonehome log time period as any of the following: send_all, send_today, send_yesterday, cancel.
Optional.

enabled boolean Enables (true) or disables (false) the automatic hourly transmission of array logs to the Pure Storage
Support team.
Optional.

Example 1: Enable phonehome

Request:

PUT https://pureOl.example.com/api/1.12/array/phonehome

“enabled": true

Response:

""phonehome™: "enabled"

Example 2: Disable phonehome

Request:

PUT https://pureOl.example.com/api/1.12/array/phonehome

“enabled": false

Response:

""phonehome™: "disabled"

2.11 PUT array/remoteassist

10/2017 29/103



FlashArray REST API 1.12

Enables or disables a remote assist session.

Parameters

Parameter

action

Type

string

Description
Enables (*"connect') or disables ("'disconnect'’) a remote assist session.

Required.

2.12 DELETE array/connection/{connection}

Disconnects the current array from the specified array.

Parameters

Parameter

None

Type

n/a

Description

n/a

Example 1: Disconnect array pure02 from array pure01

Request:

DELETE https://pureOl.example.com/api/l1.12/array/connection/pure02

Response:

“name™: “pure02"

3. Volumes and Snapshots

View and manage volumes and snapshots.

3.1 GET volume

Lists volumes and snapshots and their attributes.

Created time is displayed in Greenwich Mean Time (GMT) and size is displayed in bytes.

Parameters

Parameter

action

connect

historical

10/2017

Type

string

boolean

string

Description

If set to monitor, displays real-time or historical performance data. Time is displayed in Greenwich Mean Time
(GMT).

Optional.

Displays all host-volume connections, either private or shared, and the LUNs used by the hosts to address the
volumes.

Optional.

If the action parameter is set to monitor, set this parameter to display historical performance data at the
specified resolution.

If the space parameter is set to true, set this parameter to display historical space data at the specified
resolution.
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Optional.
names list

Optional.
pending boolean

seconds.

Optional.
pending_only boolean

seconds.

Optional.
pgrouplist list

Optional.
private boolean

Optional.
protect boolean

Optional.
shared boolean

Optional.
shap boolean Lists all snapshots (true).

Optional.
space

Optional.

FlashArray REST APl 1.12
Valid historical values are: 1h, 3h, 24h, 7d, 30d, 90d, and 1y.

Include the names parameter to only display historical performance or space data for the specified volumes.

Lists (true) destroyed volumes that are in the eradication pending state. Time remaining is displayed in

Displays specified volumes. Enter multiple volume names in comma-separated format. Volume names can
include asterisk (*) wildcard characters to represent zero or more characters.

Includes (true) destroyed volumes that are in the eradication pending state. Time remaining is displayed in

Displays specified protection groups or protection group snapshots. Only valid if the snap parameter is set to

true. Enter multiple names in comma-separated format. Names can include asterisk (*) wildcard characters to

represent zero or more characters.

boolean Lists size and space consumption attributes for each volume.

Example 1: List all volumes

Request:

GET https://pure0l.example.com/api/1.12/volume

Response:

"created'': "2017-10-03T04:19:37Z2",
“name’: w1,

"serlal"' "3C764F3525CB4FCE00011010"
"size'": 1073741824,

*source”: null

created: ""2017-10-03T04:19:37Z2",
“name’: "'v2"

"serlal"' "3C764F3525CB4FCE00011011"
"size'": 2147483648

*source™: null

created : ""2017-10-03T04:19:37Z2"
“"name': " 3
"serial": "3C764F3525CB4FCE00011012"

10/2017

Used with the connect parameter to display (true) private host-volume connections.

Displays (true) all protected volumes and their associated protection groups.

Used with the connect parameter to display (true) shared host-volume connections.
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'size': 3221225472,
"source": null

Example 2: List all volumes including those pending eradication
Request:
GET https://pureOl.example.com/api/1.12/volume?pending=true

Response:

"created': ""2017-10-03T04:19:37Z2",
“"name': "v1",

“serial": "3C764F3525CB4FCE00011010",
size': 1073741824,

"“source": null,

"time_remaining': null

"created': ""2017-10-03T04:19:37Z2",
“"name': "'v2",

“serial": ""3C764F3525CB4FCE00011011",
“size': 2147483648,

“source": null,

"time_remaining': null

"created": "2017-10-03T04:19:37Z",
“name': V3",

"serial': "3C764F3525CB4FCE00011012",
"'size': 3221225472,

“source": null,

"time_remaining': null

"7 "source": null,
"time_remaining': 86400

Example 3: List all volumes pending eradication
Request:
GET https://pure0l.example.com/api/1.12/volume?pending_only=true

Response:

{
“created: '"2017-10-03T04:19:38Z",
“name': "v4',
"serial': "3C764F3525CB4FCE00011013",
"'size': 4294967296,
“source™: null,
"time_remaining': 86400

Example 4: List all snapshots

Request:
GET https://pureOl._example.com/api/1.12/volume?snap=true

Response:

“'created: '""2017-10-03T04:19:38Z7",
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“"name': "'v3.4116",

"serlal"' "3C764F3525084FCE00011014"
""'size': 3221225472,

“source™: "v3"

"‘created" - 2017110 -03T04:19:382"
e "v ap
"serlal"' "3C764F3525084FCE00011015"
"'size': 3221225472,
"source™: "v3"

"created "*2017-10- 03T04 19:40z"
“name"* 91 monda

serlal"' ‘3C764F3 25CB4FCE00011016"
'size': 1073741824,

"source": "v1"

"created 2017 10 03T04:19:40Z2"
"name"": pg 21 ,

'size': 1073741824,
"source': "'vi1"

Example 5: List per volume space usage
Request:
GET https://pure0l.example.com/api/1.12/volume?space=true

Response:

"data reductlon : 1.0,
"name .

shared space null,
"size'": 1073741824
"snapshots"' 0,

system™: null,
"thin_provisioning™: 1.0,
"total: O,
“total_reduction': 1.0,
“volumes': 0

"data_reduction': 1.0,

"name"' v2"r,

shared |_space': null,

"size" 2147483648

snapshots 0,
system®: nuII

t in prOV|S|on|ng": 1.0,

"total": O,

"total_reduction': 1.0,

"volumes': 0O

3.
"total_reduction': 1.0,
"volumes™": 0O

Example 6: List all volume snapshots that were created as part of protection group snapshots for protection groups pgl and pg2.
Request:
GET https://pure0l.example.com/api/1.12/volume?snap=true&pgrouplist=pgl,pg2
Response:
created "'2017-10- 03T04 19:40Z"
"'name 91- onda

serlal"' *3C764F3 25CB4FCE00011016"
size': 1073741824,
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source™: "'vi1™
"‘created":
“"name': " -
"serial": "3C
"'size': 1073741824,
3 'source™: "'vi1"
{
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"'2017-10-03T04:19:40Z",
1.v1",
764F3525CB4FCE00011017",

"created": "2017—%0—03T04:19:4OZ",

“name'": "pgl 2
“serial": "
'size': 1073741824,
'source™: "'vi"

3.2 GET volume/{volume}

_2.v1",
3C764F3525CB4FCE00011018",

Lists the attributes for the specified volume or snapshot.

If listing volume snapshot attributes, the snap parameter must be specified.

Parameters

Parameter

action

historical

pending

pending_only

pgrouplist

protect

snap

space

10/2017

Type

string

string

boolean

boolean

list

boolean

boolean

boolean

Description

If set to monitor, displays real-time or historical performance data. Time is displayed in Greenwich Mean Time
(GMT).

Optional.

If the action parameter is set to monitor, set this parameter to display historical performance data at the
specified resolution.

If the space parameter is set to true, set this parameter to display historical space data at the specified
resolution.

Valid historical values are: 1h, 3h, 24h, 7d, 30d, 90d, and 1y.
Optional.

If the volume is in the eradication pending state, set pending to true to display the attributes for the destroyed
volume.

Optional.
Lists (true) destroyed volumes that are in the eradication pending state and their attributes.
Optional.

Displays specified protection groups or protection group snapshots. Only valid if snap is true. Only valid if the
shap parameter is set to true. Enter multiple names in comma-separated format. Names can include asterisk
(*) wildcard characters to represent zero or more characters.

Optional.

Displays (true) the names of all protection groups associated with the specified volume. If the volume is not
protected, returns an empty response.

Optional.

If listing the attributes for a specified volume, set snap to true to list all snapshots within the volume. If listing
the attributes for a specified volume snapshot, always set snap to true.

Optional if listing attributes for a specified volume. Required if listing attributes for a specified volume snapshot.
Lists size and space consumption attributes for the specified volume.

Optional.
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Example 1: List details for volume v1

Request:

GET https://pure0l.example.com/api/1.12/volume/vl

Response:

created *'2017-10-03T04:19:372"",
"name" : vl',

“serial’: "'3C764F3525CB4FCE00011010",
"size'": 1073741824,

"source': null

Example 2: List snapshots of volume v3

Request:
GET https://pure0l.example.com/api/1.12/volume/v3?snap=true
Response:
“created’: "2017 10-03T04:19:382",
"name': "'v3.4116"

"serlal"' "'3C764F3525CB4FCE00011014™,
“'size': 3221225472,

"source™: "v3"

%,
"‘created" 2017 10 03T04:19:382"
""name"': "v3 napl
"serlal"' "3C764F3525084FCE00011015"
"'size': 3221225472,

3 'source™: "'v3"

Example 3: List real-time performance data for volume v3.

Request:

GET https://pure0l.example.com/api/1.12/volume/v3?action=monitor

Response:

"“input_per_sec': 0,

"name': ''v3"

"output per_ sec"' 0,
‘'reads_per_sec': 0,
"'san_usec_per_| read _op™ 0,
"'san_| usec_per | write op 0,
“time': '"2017-10-03T04:19:50Z"
usec_per_regd_op : 0,

"usec_per_wrlte_op": o,

"writes_per_sec™: 0

Example 4: List volume snapshots of v1 that were created as part of protection group snapshots for protection groups pgl and pg2.

Request:

GET https://pure0l.example.com/api/1.12/volume/v1?snap=true&pgrouplist=pgl,pg2
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Response:

"‘created":
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''2017-10-03T04:19:40Z",

"'2017-10-03T04:19:40Z",
S1.vle,
3C764F3525CB4FCE00011017",

"name': "pgl.monday.v1',
"serial": "3C764F3525CB4FCE00011016",
"size'": 1073741824,
source™: "'vi1™

%,
"created":
"name™: *"pg2
“serial':
'size': 1073741824,

3 'source': "'vi1"

{

"created’: "2017-10-03T04:19:40Z",

“name™: "
“serial":

size': 1073741824,
"source": "'vi"

3.3 GET volume/{volume}/diff

-.2.V1 ",
"3C764F3525CB4FCE00011018™,

Lists block differences for the specified volume snapshot.

Parameters

Parameter

base

block_size

length

offset

Example 1: List all block differences for volume snapshot v3.snapl with a block size of 512 bytes and a length of 2 gigabytes.

Request:

Type

string

number or string

number or string

number or string

Description

Snapshot name to be used as the base for the diff. If a base snapshot is not specified, all mapped blocks for

the volume are returned.

Optional.

Granularity, in bytes, at which to compare.

Required.

Length of the region, in bytes, to compare.

Required.

Absolute offset, in bytes, of the region to compare. Must be a multiple of block_size.

Optional.

GET https://pureOl.example.com/api/1.12/volume/v3.snapl/diff?block_size=512&length=2G

Response:

1

3.4 GET volume/{volume}/hgroup

Lists shared connections for the specified volume.

Parameters

Parameter

10/2017

Type

Description
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None n/a n/a

Example 1: List shared connections for volume v2
Request:
GET https://pureOl._example.com/api/1.12/volume/v2/hgroup
Response:
aree” 192"
“lun™: 15,

“name™: v2",
"'size': 2147483648

3.5 GET volume/{volume}/host

Lists private connections for the specified volume.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List private connections for volume v3

Request:
GET https://pure0l.example.com/api/1.12/volume/v3/host
Response:
“host": "h2",
“lun: 7,

“"name': "'v3",
“size': 3221225472

3.6 POST volume/{volume}

Creates a volume or copies a volume or snapshot.

Either the size or source parameter must be specified.

Parameters
Parameter Type Description
overwrite boolean When used with source, overwrites (true) an existing volume.
Optional.
size number or string  Creates a volume with the specified provisioned size.

Enter the size as a number (bytes) or as a string with a single character unit symbol. Valid unit symbols are K,
M, G, T, P, representing KiB, MiB, GiB, TiB, and PiB, respectively, where "Ki" denotes 2210, "Mi" denotes 220,
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and so on. If the unit symbol is not specified, the unit defaults to bytes.
Optional.

source string Copies a volume or snapshot to create a new volume or replace an existing one. Specify the name of a volume
or snapshot whose data is copied to the volume specified.

If the volume or snapshot replaces an existing volume, the overwrite parameter must also be specified. If the
volume or snapshot replaces an existing volume, an undo snapshot is automatically taken (providing a 24-hour
window during which the previous contents can be retrieved).

Optional.

Example 1: Create a new volume
Request:

POST https://pure0l.example.com/api/1.12/volume/v5

nsizer: "5G
Response:

t “created": '""2017-10-03T04:19:517",
"name': "'v5",
“serial": "3C764F3525CB4FCE0001101D",
"'size'": 5368709120,
"source': null

}

Example 2: Create v6 by copying v1
Request:

POST https://pureOl.example.com/api/1.12/volume/v6

'source': "'v1"

Response:

L “'created'': 2017-10-03T04:19:527",

"name': V6",
"serial": "3C764F3525CB4FCEO001101E",
"size'": 1073741824,

'source': "v1"

Example 3: Overwrite v6 by copying v1

Request:

POST https://pureOl.example.com/api/1.12/volume/v6

“overwrite: true,
"'source': "v1"

Response:

t "created": '"2017-10-03T04:19:527",
"name': "'v6'',
“serial": "3C764F3525CB4FCEO001101E",
"size': 1073741824,
“source": "v1"
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3.7 POST volume

Creates snapshots of one or more volumes.

Parameters

Parameter Type Description

shap boolean Must be set to true to signify that a snapshot is being created.
Required.

source list Names of one or more volumes to snapshot.
Required.

suffix string Specify a custom suffix that is added to the snapshot name.
Optional.

Example 1: Create snapshots of v5 and v6

Request:

POST https://pure0l.example.com/api/1.12/volume

'snap'*: true,
"source": [

v
: G
ke
Response:
L
""created': ""2017-10-03T04:19:527",
"name': '"'v5.4128",
“serial": "3C764F3525CB4FCE00011020",
size': 5368709120,
""source': "'vb"
""created': ""2017-10-03T04:19:52Z7",
"name': "'v6.4129",
"serial': "3C764F3525CB4FCE00011021",
"size'": 1073741824,
""source': "'v6"
1

Example 2: Create snapshots of v5 and v6 with a custom suffix

Request:

POST https://pure0l.example.com/api/1.12/volume
'snap'*: true,
"source": [
v
e

“suffix": "crackle"

Response:

L
{

10/2017
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"created: ""2017-10-03T04:19:527",
"name': "‘vb.crackle",

“serial": ""3C764F3525CB4FCE00011022",
size': 5368709120,

""source': "'vb"

""created': "2017-10-03T04:19:527",
"name': '""v6.crackle",

"serial': "3C764F3525CB4FCE00011023",
"“size': 1073741824,

"'source': "'v6"

3.8 POST volume/{volume}/pgroup/{pgroup}

Adds a volume to a protection group.

You can only add members of the same object type to a protection group. For example, you cannot add hosts or host groups to a protection group that
contains volumes.

Parameters
Parameter Type Description
None n/a n/a

3.9 PUT volume/{volume}

Recovers and renames the specified volume or volume snapshot, or resizes the specified volume.

Either the size, action or name parameter must be specified.

Parameters

Parameter Type Description

action string Recovers the contents of the specified volume or volume snapshot. Set the parameter to recover.
Optional.

name string Renames the specified volume or volume snapshot.
When renaming a snapshot, only the suffix can be changed.
Optional.

size number or string  Changes the provisioned size of the volume. If the new volume size is smaller than the original, then the
truncate parameter needs to be set to true.
Enter the size as a number (bytes) or as a string with a single character unit symbol. Valid unit symbols are K,
M, G, T, P, representing KiB, MiB, GiB, TiB, and PiB, respectively, where "Ki" denotes 2210, "Mi" denotes 220,
and so on. If the unit symbol is not specified, the unit defaults to bytes.
Optional.

truncate boolean Truncates (true) the volume. When a volume is truncated, Purity automatically takes an undo snapshot,

providing a 24-hour window during which the previous contents can be retrieved. After truncating a volume, its
provisioned size can be subsequently increased, but the data in truncated sectors cannot be retrieved.

Required if the volume size is set to a size that is smaller than the original.

Example 1: Set the provisioned size for volume v5 to 10G

Request:

PUT https://pureOl.example.com/api/1.12/volume/v5
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{
“'size'": "10G"
}
Response:

“name’: V5",
“'size'": 10737418240

Example 2: Truncate volume v5 to 1073741824 bytes

Request:

EUT https://pure0l.example.com/api/1.12/volume/Vv5

“size'": 1073741824,
"truncate': true

Response:

“name’: "v5",
"size'": 1073741824

Example 3: Rename volume v5 to v5_renamed

Request:

PUT https://pureOl.example.com/api/1.12/volume/Vv5

"name': "v5_ renamed"
Response:
"name': "v5_renamed"

Example 4: Rename suffix of volume snapshot v5.snap from snap to snap2

Request:

PUT https://pureOl.example.com/api/1.12/volume/v3.snapl

“'name': "'v3.snap2"
Response:
"name': "v3.snap2"

3.10 DELETE volume/{volume}
Destroys or eradicates the specified volume or snapshot.
Parameters

Parameter Type Description

10/2017
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eradicate boolean If set to true, eradicates the specified volume or snapshot. If destroying or eradicating a volume, its snapshots
are also destroyed or eradicated.

After destroying a volume or snapshot, you can eradicate it to immediately terminate the 24-hour eradication
period and begin storage reclamation. Once eradication has begun, the volume or snapshot can no longer be
recovered.

If set to False, destroys the specified volume or snapshot. The destroyed volume or snapshot undergoes a 24-
hour eradication pending period during which time the volume or snapshot and its data can be fully recovered.
After the 24-hour pending period, Purity eradicates the destroyed volume or snapshot.

Optional.
Example 1: Destroy volume v6
Request:
DELETE https://pureOl.example.com/api/1.12/volume/v6

Response:

“name: 'v6'

Example 2: Eradicate volume v6

Request:
DELETE https://pureOl.example.com/api/l1.12/volume/v6?eradicate=true

Response:

“name": "'v6"

3.11 DELETE volume/{volume}/pgroup/{pgroup}

Removes a volume member from a protection group.

Parameters
Parameter Type Description
None n/a n/a

4. Hosts

View, create, and manage hosts.

4.1 GET host

Lists all hosts on the array.

Parameters
Parameter Type Description
action string If set to monitor, displays host-wide 1/0 performance information in real time. Time is displayed in Greenwich
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Mean Time (GMT).

Optional.

all boolean Displays all visible attributes of the specified hosts, including associated worldwide names, host groups,
connected volumes and the LUNs used to address them, and array port worldwide names through which the
volumes are visible.

Optional.
chap boolean Displays host and target user names and indicates whether host and target passwords have been set.
Optional.

connect boolean Displays all host-volume connections, either private or shared, and the LUNs used by the hosts to address the
volumes.

Optional.

names list Displays specified hosts. Enter multiple host names in comma-separated format. Host names can include
asterisk (*) wildcard characters to represent zero or more characters.

Optional.
personality boolean Displays the personality setting associated with the specified hosts.
Optional.
private boolean Used with the connect parameter to display (true) private host-volume connections.
Optional.
protect boolean Displays all protected hosts and their associated protection groups.
Optional.
shared boolean Used with the connect parameter to display (true) shared host-volume connections.
Optional.
space boolean Displays information about provisioned (virtual) size and physical storage consumption for each volume

connected to the specified hosts.

Optional.

Example 1: List all hosts

Request:

GET https://pure0l.example.com/api/1.12/host

Response:
L
hgroup™: *hgl",
"ign’:
::namg".["hl",
"'0000111122223333"

X
hgroup™: *hgl",
"ign:
"name"" [E|'h2",
wn' -

3

1. "
hgroup: null,
“ign": [1,
“name'': "h3",
“wwn': T[]

¥
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Example 2: Display I/O performance for all hosts

Request:

GET https://pure0l.example.com/api/1.12/host?action=monitor

Response:

"input_per_sec": O,
“name'’s
output_per_. sec'': 0,

“hT

"reads_per_sec": 0,

"'san_usec_per_read_op"
“'san_ usec_per | write op
“time"
*‘usec per read_op":
"'usec_per_write op"' O,
"writes_per_sec™: 0

: 0,

0,

"2017-10- 03T04 19: 54Z",

|nput per sec - 0,

"name"
"output per_ sec : 0,

"reads_per_sec': O

'san_usec_per_| read _op:

"'san_usec_per_write 0,
"2017-10-03T04:19:547",

Limer -
"'usec_per_read_op":
"'usec_per_write op': O,
"writes_per_sec™: 0

"'usec_per_write op': O,
"writes_per_sec™: 0O

4.2 GET host/{host}

Lists the attributes for the specified host.

Parameters

Parameter

action

all

chap

personality

protect

10/2017

Type

string

boolean

boolean

boolean

boolean

: 0,

Description

If set to monitor, displays host-wide 1/0 performance information in real time. Time is displayed in Greenwich
Mean Time (GMT).

Optional.

Displays all visible attributes of the specified host. Display includes associated worldwide names, host groups,
connected volumes and the LUNs used to address them, array port worldwide names through which the
volumes are visible.

Optional.

Displays host and target usernames and indicates whether host and target passwords have been set.
Optional.

Displays the personality setting associated with the specified host.

Optional.

Displays the names of all protection groups associated with the specified host. If the host is not protected,
returns an empty response.

Optional.
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space boolean Displays information about provisioned (virtual) size and physical storage consumption for each volume
connected to the specified host.

Optional.
Example 1: List space usage for host h1
Request:
GET https://pure0l.example.com/api/1.12/host/hl1?space=true

Response:

"'snapshots': O,
"thin_provisioning': 1.0,
"total: O,
"total_reduction™: 1.0,
"volumes™: 0O

Example 2: List CHAP attributes for host h1
Request:
GET https://pureOl.example.com/api/l.12/host/hl1?chap=true

Response:

""host_password": null,
"host_user': null,
"name”: "hi",
"target_password”: null,
"target_user": null

Example 3: List personality attribute for host h1

Request:
GET https://pureOl_example.com/api/l.12/host/h1?personality=true

Response:

“name™: "h1",
"personality™: null

Example 4: Display I/O performance for host h1
Request:
GET https://pure0l.example.com/api/1.12/host/hl1?action=monitor

Response:

"input_per_sec": O,
"name" T "hiv,
"output_per_sec": O,
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"reads_per_sec': 0,
"'san_usec_per_ read _op"* O,
"'san usec _per_write p 0,
“time": "'2017-10-03T04:19:557"
usec_per_rea_ld_op"' 0,
"'usec_per_write _op': O,
"writes_per_sec™: 0

4.3 GET host/{host}/volume

Lists volumes associated with the specified host and the LUNs used to address them.

Parameters
Parameter Type Description
private boolean Restricts (true) the display list to volumes with private connections.
Optional.
shared boolean Restricts (true) the display list to volumes with shared connections.
Optional.

Example 1: List private and shared connections for host h2
Request:

GET https://pure0l.example.com/api/1.12/host/h2/volume

Response:
L {
“hgroup™: "hgl",
“lun': 254,
“name”:’ “ha",
. wol™: vl
{,
“hgroup™: null,
“lun*: 7
“name: “h2'
) ol s ry3n
1

Example 2: List private connections for host h2
Request:

GET https://pure0l.example.com/api/1.12/host/h2/volume?private=true

Response:

name : "'h2",
ol y3n

Example 3: List shared connections for host h2

Request:
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GET https://pure0l.example.com/api/1.12/host/h2/volume?shared=true

Response:
L
{

“hgroup™: "hgl",
“lun™: 254,
“name”: "ha",
“vol': "v1"

1

4.4 POST host/{host}

Creates a host with the specified name.

Parameters
Parameter Type Description
ignlist list Sets the list of iISCSI qualified names (IQNs) for the new host.
Optional.
wwhnlist list Sets the list of Fibre Channel worldwide names (WWNSs) for the new host.
Optional.

Example 1: Create host h4 with one wwn

Request:

POST https://pure0l.example.com/api/l.12/host/h4

“wwnlist":
"*0000999900009999"

}

Response:

“ign": [1.
“name”: "ha",

“"wwn'': [
**0000999900009999"

4.5 POST host/{host}/pgroup/{pgroup}

Adds a host to a protection group.

You can only add members of the same object type to a protection group. For example, you cannot add hosts or host groups to a protection group that
contains volumes.

Parameters
Parameter Type Description
None n/a n/a

4.6 POST host/{host}/volume/{volume}
Connects a volume to the host.
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Description

Assigns the same LUN to each connection. The connection fails for any host for which the specified LUN is

already in use.

Optional.

Example 1: Create a private connection between host h4 and volume v5_renamed

Request:

POST https://pure0l.example.com/api/1.12/host/h4/volume/v5_renamed

Response:
“lun": 1,
“name”: “ha",
"vol": "'v5_renamed"

4.7 PUT host/{host}

Modifies the attributes for the host.

At least one parameter must be specified.

Parameters
Parameter Type
addignlist list
addwwnlist list
host_password string
host_user string
ignlist list
name string
personality string
remiqgnlist list

10/2017

Description

Adds the list of iSCSI qualified names (IQNs) to the specified host.
Optional.

Adds the list of Fibre Channel worldwide names (WWNs) to the specified host.
Optional.

Sets the host password for CHAP authentication.

Optional.

Sets the host user name for CHAP authentication.

Optional.

Assigns a list of iISCSI qualified names (IQNs) to the specified host.
Optional.

Changes the name of the host to the specified name.

Optional.

Determines the way in which the host personality tunes the protocol used between the array and the initiator. If

the host is running the HP-UX operating system, set the host personality to 'hpux'.
Optional.
Removes the list of iSCSI qualified names (IQNs) from the specified host.

Optional.
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remwwnlist list
target_password string
target_user string
wwhnlist list

Example 1: Replace list of wwns

Request:

FlashArray REST API 1.12

Removes the list of Fibre Channel worldwide names (WWNs) from the specified host.

Optional.

Sets the target password for CHAP authentication.

Optional.

Sets the target user name for CHAP authentication.

Optional.

Assigns a list of Fibre Channel worldwide names (WWNs) to the specified host.

Optional.

PUT https://pure0l.example.com/api/l.12/host/h4

“wwnlist":
""1111222233334444"",
''2222333344445555"

1
b
Response:
t "hgroup : null,
ATl [.]’
name :

‘ha
wn' s

''1111222233334444",
'2222333344445555"

Example 2: Add two more wwns to list

Request:

PUT https://pure0l.example.com/api/l.12/host/h4

“addwwnlist':
""4444333322221111",
""5555444433332222""

]
}
Response:

{
"hgroup null,

[,
..name. - ["h4" .
"'1111222233334444",
"'2222333344445555"

"'4444333322221111"",
"'5555444433332222""

Example 3: Remove one wwn from list

Request:

EUT https://pure0l.example.com/api/1.12/host/h4

10/2017
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“remwwnlist": [
'2222333344445555"

1
}

Response:

"hgroup: null,

"ign’: .

"name’: "ha",

"wwn*'Z

''1111222233334444",

"'4444333322221111",

] ""5555444433332222""

}

Example 4: Rename a host

Request:

PUT https://pureOl.example.com/api/1l.12/host/h4

“name': ""h5"
Response:
“name”: "hs"

4.8 DELETE host/{host}/pgroup/{pgroup}

Removes a host member from a protection group.

Parameters
Parameter Type Description
None n/a n/a

4.9 DELETE host/{host}/volume/{volume}

Breaks the connection between a host and volume.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Disconnect host h5 and volume v5_renamed

Request:

DELETE https://pureOl.example.com/api/1l.12/host/h5/volume/v5_renamed

Response:
“name”: “hs",
"vol": "v5_renamed"

10/2017
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4.10 DELETE host/{host}

Removes the specified host.

Hosts cannot be deleted while they have private connections to volumes or while they are associated with host groups.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Delete host h5
Request:
DELETE https://pure0Ol.example.com/api/l1.12/host/h5

Response:

name’: "h5"

5. Host Groups
View, create, and manage host groups.
5.1 GET hgroup

Lists or monitors all host groups.

Parameters

Parameter Type Description

action string If set to monitor, displays host group I/O performance information for all host groups.
Optional.

connect boolean Displays all volumes associated with host groups, and the LUNs used by the associated hosts to address them.
Optional.

names list Displays specified host groups. Enter multiple host group names in comma-separated format. Host group
names can include asterisk (*) wildcard characters to represent zero or more characters.
Optional.

protect boolean Displays (true) all protected host groups and their associated protection groups.
Optional.

space boolean Displays size and space consumption information for each volume associated with each specified host group.
Optional.

Example 1: List all host groups

Request:
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GET https://pure0l.example.com/api/1.12/hgroup

Response:
L
"hosts": [
“hiv,
“ho'
“name’: "hgl™

t "hosts": E]
. “name’: g3t
1

Example 2: List all host groups' space usage
Request:

GET https://pure0l.example.com/api/1.12/hgroup?space=true

Response:

"data_reductlon"' 1.0,
“name™: "hgl’

“size": 1073741824,
"snapshots'': O,

"thin provisioning": 1.0,
"“total™:

"total reductlon 1.0,
"volumes™": 0

""data_reduction': 1.0,
"name”' "hg2"

"size': 2147483648
snapshots o,

“thin prOV|S|on|ng 1.0,
“total: O,
total_reductlon": 1.0,
“volumes': 0O

Example 3: Monitor I/O performance of all host groups
Request:

GET https://pure0l.example.com/api/1.12/hgroup?action=monitor

Response:

"input_per_sec": O,

"name"T “hg2'".

"output_per_ sec’: o,
"reads_per_sec': 0,
"'san_usec_per_read_op": O,
"san usec_per_| write op": O,

“time": "2017-10- 03T04:19: 587",

"'usec per read_op": O,

"'usec_per_write op 0,

"writes_per_sec™: 0

"input_per_. sec”: 0,

"name"T "hgl’

"output_per_. sec : 0,
"reads_per_sec" 0
''san_usec_per_ read |_op" 0,
"'san_ usec_per_| write op 0,
“time": '"2017-10-03T04:19:58Z",
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"'usec_per_read_op': 0,
‘'usec_per_write op': O,
"writes_per_sec™: 0O

5.2 GET hgroup/{hgroup}

Lists or monitors a single host group.

Parameters

Parameter Type Description

action string If set to monitor, displays host group I/O performance information for the specified host group.
Optional.

protect boolean Displays (true) the names of all protection groups associated with the specified host group. If the host group is
not protected, returns an empty response.
Optional.

space boolean Displays size and space consumption information for each volume associated with the specified host group.
Optional.

Example 1: List host group hgl
Request:

GET https://pure0l.example.com/api/1.12/hgroup/hgl

Response:
"hgstﬁ": L
] llh2ll’
ll,amell: llhglll

Example 2: List space usage for host group hgl
Request:
GET https://pure0l.example.com/api/1.12/hgroup/hgl?space=true

Response:

{

"data_reduction: 1.0,
“name™: "hgl".

"size'": 10/3741824,
"'snapshots': 0,
"thin_provisioning™: 1.0,
“total": O,
“total_reduction™: 1.0,
"volumes'": 0

Example 3: Monitor I/O performance for host group hgl

Request:

10/2017
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GET https://pure0l.example.com/api/1.12/hgroup/hgl?action=monitor

Response:

{
""input_per_ sec”: 0,
"name"T "“hgl'
output_per_ sec': 0,
“reads_per_sec™”: 0,
"'san_usec_per_read_op" O,
‘'san usec _per_write op 0,
tlme "2017-10-03T04:19:587"
‘‘usec per read _op™': 0,
‘'usec_per_write op 0,
"writes_per_sec™: 0

5.3 GET hgroup/{hgroup}/volume

Lists volumes associated with the specified host groups and the LUNs used to address them.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List volumes connected to host group hgl

Request:

GET https://pure0l.example.com/api/1.12/hgroup/hgl/volume

Response:
L
“lun': 254,
“name™: "hgl",
) ol™: vl
1

5.4 POST hgroup/{hgroup}

Creates a host group with the specified name.

Parameters
Parameter Type Description
hostlist list List of member hosts.

Optional.

Example 1: Create host group hg3

Request:

POST https://pure0l.example.com/api/1.12/hgroup/hg3

Response:

{

10/2017
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"hosts": [],
“name™: "hg3"

5.5 POST hgroup/{hgroup}/pgroup/{pgroup}

Adds a host group to a protection group.

You can only add members of the same object type to a protection group. For example, you cannot add hosts or host groups to a protection group that
contains volumes.

Parameters
Parameter Type Description
None n/a n/a

5.6 POST hgroup/{hgroup}/volume/{volume}

Connects a volume to all hosts in the specified host group.

If the LUN is not specified, when the volume is connected to the host group, Purity assigns the same LUN to each connection. All hosts in the group use this
LUN to communicate with the volume.

Parameters
Parameter Type Description
lun number Assigns the specified LUN to each connection.

Optional.

Example 1: Connect volume v3 to host group hg3

Request:

POST https://pure0l.example.com/api/l1.12/hgroup/hg3/volume/v3

Response:
“lun™: 254,
“name™: "hg3",
vol™: v3t

5.7 PUT hgroup/{hgroup}

Adds, removes, or modifies host members of the host group.

At least one parameter must be specified.

Parameters
Parameter Type Description
addhostlist list Adds a list of hosts to the existing list.
Optional.
hostlist list Replaces the list of member hosts.
Optional.
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name string Changes the name of the host group to the specified name.
Optional.

remhostlist list Removes the list of hosts from the existing list.
Optional.

Example 1: Rename host group

Request:

PUT https://pure0l.example.com/api/1.12/hgroup/hg3

"name": "hg4"

Response:
"hosts'": [],
"name'': "‘hg4"

Example 2: Set host members for hgroup hg4

Request:

PUT https://pure0l.example.com/api/1.12/hgroup/hg4
“"hostlist": [
“h3"

1

b

Response:
hosts':
"*h3" L
name": "hg4

Example 3: Remove host members

Request:

PUT https://pure0l.example.com/api/1.12/hgroup/hg4
"remhostlist”: [

1
}

Response:

i ""hosts': E] ,
"name'': "hg4"

5.8 DELETE hgroup/{hgroup}/pgroup/{pgroup}

Removes a host group member from a protection group.

Parameters

10/2017
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Parameter Type Description

None n/a n/a

5.9 DELETE hgroup/{hgroup}/volume/{volume}

Breaks the connections between all hosts associated with the host group and the specified volume.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Disconnect volume v3 from host group hg4

Request:

DELETE https://pure0Ol.example.com/api/1.12/hgroup/hg4/volume/v3

Response:
“name™: "hgd",
vol™ s Ty3h

5.10 DELETE hgroup/{hgroup}

Deletes the specified host group. You must disconnect all volumes and remove all hosts from the host group before deleting the host group.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Delete host group hg4
Request:
DELETE https://pureOl.example.com/api/1.12/hgroup/hg4

Response:

“name”: “hg4"

6. Protection Groups

View, create, and manage protection groups.

6.1 GET pgroup

Lists protection groups and protection group snapshots and their attributes.

Parameters
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Parameter

names

pending

pending_only

retention

schedule

snap

source

space

target

total

transfer

Example 1: List all protection groups.

Request:

Type

list

boolean

boolean

boolean

boolean

boolean

boolean

boolean

boolean

boolean

boolean

FlashArray REST API 1.12

Description

Displays specified protection groups. Enter multiple protection group names in comma-separated format.
Protection group names can include asterisk (*) wildcard characters to represent zero or more characters.

Optional.

Includes (true) destroyed protection groups that are in the eradication pending state. Time remaining is
displayed in seconds. The pending option can also be used with the schedule, retention, space, or snap
options to include a list of pending protection groups or snapshots.

Optional.

Lists (true) destroyed protection groups that are in the eradication pending state. Time remaining is displayed
in seconds. The pending option can also be used with the schedule, retention, space, or snap options
to include a list of pending protection groups or snapshots.

Optional.

Displays (true) the source/target retention policy.

Optional.

Displays (true) the snapshot/replication schedule.

Optional.

Lists all snapshots (true). Can be used with the space parameter to list space consumption for all snapshots.
Optional.

Lists (true) protection groups and snapshots created on this array. The source option can be used with the
schedule, retention, space, or snap options.

Optional.

Displays (true) size and space consumption information for each volume associated with each specified
protection group.

Optional.

Lists (true) protection groups and snapshots replicated to this array. The target option can be used with the
schedule, retention, space, or snap options.

Optional.
Displays (true) the total space consumption for all protection groups. Must be used with the space parameter.
Optional.

Used with the snap parameter to display (true) replication data transfer statistics, including data transfer start
time, data transfer end time, data transfer progress, and amount of logical/physical data transferred.

Optional.

GET https://pureOl.example.com/api/1.12/pgroup

Response:

"hgroups': null,

"hosts":

null,

"name'': "pgl",

"'source':

10/2017
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"targets': null,
"volumes™:

vl
1

3

"“hgroups': null,
"hosts": null,
"name': ""pg2',
"source": "pureOl',
"targets': null,
"“volumes™": [

1
1

¥
1

Example 2: List all protection groups created on this array.
Request:

GET https://pure0l.example.com/api/1.12/pgroup?source=true

Response:

"hgroups™: null,
"hosts™: null,
“name”: "pgl".
'source': “pure01™,
"targets'': null,
"volumes": [

VL

1
3

"hgroups™: null,
"hosts": null,
"name': '"pg2',
''source': "pure01l™,
"targets': null,
"volumes™": [

1
]

¥
1

Example 3: List all protection groups and their schedules.

Request:
GET https://pure0l.example.com/api/1.12/pgroup?schedule=true

Response:

“name’’: "'pgl",
“replicate_at": null,
“replicate_blackout™: null,
"“replicate_enabled": false,
"replicate_fre?uency": 14400,
"snap_at'": null,
"snap_enabled": false,
"snap_frequency': 3600

"name”: "pg2"”,
"“replicate_at": null,
"replicate blackout": null,
"replicate_enabled": false,
"replicate_fre?uency": 14400,
"snap_at': null,
"snap_enabled": false,
"snap_frequency': 3600
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Example 4: List all protection groups and their retention policies.

Request:
GET https://pure0l.example.com/api/1.12/pgroup?retention=true

Response:

"all_for': 86400,

"days'': 7,

"name”: "pgl",
"per_day": 4,
"target_all_for': 86400,
"target_days": 7,
"target_per_day': 4

}-

1. "
all_for': 86400,
“days": 7,
"name”: "pg2",

"per_day": 4,
"target_all_for': 86400,
"target_days": 7,
"target_per_day': 4

Example 5: List all protection groups including protection pgroups in the eradication pending state.

Request:
GET https://pureOl.example.com/api/1.12/pgroup?pending=true

Response:

"hgroups': null,
"hosts": null,
“name": "pgl"’
source™: “pureOl',
"targets': null,
"time_remaining”: null,
"volumes": [

1

1
1

"hgroups™: null,
“hosts™: null,

"name”: "pg2".
'source': “pure0l™,
"targets': null,
"time_remaining”: null,

"volumes':

: Ll
¥}

"hgroups': null,
- IIV3II
T

Example 6: List all protection groups in the eradication pending state.

Request:

GET https://pureOl._example.com/api/1l.12/pgroup?pending_only=true

Response:

10/2017
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L
"hgroups™: null,
"hosts": null,
“name”: "pg3".
'source': “pure01™,
"targets': null,
"time_remaining": 86380,
"volumes™:
o2
3
}]
1

FlashArray REST API 1.12

Example 7: List all protection groups and their space usage.

Request:

GET https://pure0l.example.com/api/1.12/pgroup?space=true

Response:

“name': "

pgl™,

"snapshots™: 0

"name"':

"pg2",

"snapshots™: 0

6.2 GET pgroup/{pgroup}

Lists the attributes for the specified protection group or protection group snapshot.

If listing protection group snapshot attributes, the snap parameter must be specified.

Parameters

Parameter

pending

pending_only

retention

schedule

snap

space

10/2017

Type

boolean

boolean

boolean

boolean

boolean

boolean

Description

Includes (true) destroyed protection groups that are in the eradication pending state. Time remaining is
displayed in seconds. The pending option can also be used with the schedule, retention, space, or snap
options to include a list of pending protection groups or snapshots.

Optional.

Used with the snap parameter to list (true) destroyed protection group snapshots that are in the eradication
pending state. Time remaining is displayed in seconds.

Optional.
Displays (true) the source/target retention policy.
Optional.
Displays (true) the snapshot/replication schedule.
Optional.

If listing the attributes for a specified protection group, set snap to true to list all snapshots within the
protection group. If listing the attributes for a specified protection group snapshot, always set snap to true.

Can be used with the space parameter to list space consumption for all snapshots.

Optional if listing attributes for a specified protection group. Required if listing attributes for a specified
protection group snapshot.

Displays (true) size and space consumption information for each volume associated with each specified
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protection group.

Optional.

total boolean Used with the snap parameter to display (true) the total space consumption for all snapshots of this protection

group. Must be used with the space parameter.

Optional.

transfer boolean Used with the snap parameter to display (true) replication data transfer statistics, including data transfer start

time, data transfer end time, data transfer progress, and amount of logical/physical data transferred.

Optional.

Example 1: List protection group pg1l.
Request:
GET https://pure0l.example.com/api/1.12/pgroup/pgl

Response:

{
""hgroups™: null,
"hosts™: null,
name': "pgl",
"'source': *‘pureO01™,
"targets': null,
"volumes'": [

1

1

}

Example 2: List protection group pg3 even if it is in eradication pending state.

Request:
GET https://pure0l.example.com/api/1.12/pgroup/pg3?pending=true

Response:

"*hgroups™: null,
"hosts': null,
“name*: "“pg3",
“'source™: “pureOl™,
“targets': null,
"time_remaining”: 86380,
"volumes"':

fy2m
: "3

}

Example 3: List space usage for protection group pg1l.
Request:
GET https://pure0l.example.com/api/1.12/pgroup/pgl?space=true

Response:

“name™: "pgl",
"'snapshots™: 0

10/2017

62/103



FlashArray REST APl 1.12
Example 4: List schedule for protection group pgl.

Request:
GET https://pure0l.example.com/api/1.12/pgroup/pgl?schedule=true

Response:

“‘name’: "'pgl",
“replicate_at": null,
"replicate_blackout": null,
"replicate_enabled": false,
"replicate_fre?uency": 14400,
“snap_at": null,
"snap_enabled": false,
""snap_frequency': 3600

6.3 POST pgroup

Creates snapshots of one or more protection groups.

Parameters

Parameter Type Description

apply_retention boolean Applies the retention schedule settings of the protection group to the snapshot.
Optional.

replicate boolean Queues this snapshot for replication to all allowed target arrays. Purity will begin replicating data to each
allowed target when all earlier replication sessions for the same protection group have been completed to that
target, excluding those started with repl icate_now. May not be used with replicate_now.
Optional.

replicate_now boolean Replicates this snapshot immediately to all allowed target arrays. May not be used with replicate.
Optional.

snap boolean Must be set to true to signify that a snapshot is being created.
Required.

source list Generates a snapshot for each of the protection groups specified.
Required.

suffix string Specifies a name suffix for the snapshot to be created.
Optional.

Example 1: Create a snapshot of protection group pgl.

Request:

POST https://pure0l.example.com/api/1.12/pgroup

'snap'': true,
"source": [

"pgl
1
}
Response:
L
{
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"'created':

"name”: "pgl.3",
"'source': "pgl™

FlashArray REST API 1.12

''2017-10-03T04:20:00Z",

Example 2: Create a snapshot of protection group pglwith a custom suffix and apply pgl's retention policy to it.

Request:

POST https://pure0l.example.com/api/1.12/pgroup

"appl}{Tretention": true,

“'snap’: true,
“source": [

: "pgl”
“Suffix": "crackle"
ke
Response:
L
"'created':
"name': "‘pgl.crackle",
"'source': “pgl™
1

6.4 POST pgroup/{pgroup}

''2017-10-03T04:20:00Z",

Creates a protection group with the specified name or copies a protection group.

When copying a protection group, the destination protection group is created if it did not exist previously.

Parameters

Parameter

hgrouplist

hostlist

overwrite

source

targetlist

vollist

Example 1: Create protection group pg4.

10/2017

Type

list

list

boolean

string

list

list

Description

List of one or more host groups to be included in the new protection group.
Optional.

List of one or more hosts to be included in the new protection group.
Optional.

When copying a protection group, overwrite (true) volumes in the destination protection group that have the
same name as the volumes in the source protection group. Without the overwr i te=true parameter, the copy
command fails if any volume name collisions are found. With the overwrite=true parameter, both the
source and destination protection groups must contain exactly the same volumes (volume names), otherwise
the entire copy command fails.

Optional.

The source pgroup or pgroup snapshot to copy from.

Optional.

List of one or more targets to be included in the new protection group.
Optional.

List of one or more volumes to be included in the new protection group.

Optional.
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Request:
POST https://pure0l.example.com/api/1.12/pgroup/pg4l

Response:

"*hgroups™: null,
"hosts'": null,
“name”: "'pgd’’
‘'source™: “pureOl™,
“targets': null,
"volumes": null

Example 2: Create protection group pg5 with host h1.

Request:

POST https://pure0l.example.com/api/1.12/pgroup/pg5
"hostlist": [
“hi

]
}
Response:
{
"*hgroups': null,
""hosts™:
“hi
name': "'pg5",
“'source™: “pure0Ol™,
“targets': null,
3 "volumes'": null

6.5 PUT pgroup/{pgroup}

Modifies a protection group, its snapshot/replication schedule or its retention policy.

At least one parameter must be specified.

Parameters

Parameter Type Description

action string If set to ""recover", recovers a destroyed protection group or snapshot.
Optional.

addhgrouplist list Adds a list of host groups to the existing list.
Optional.

addhostlist list Adds a list of hosts to the existing list.
Optional.

addtargetlist list Adds a list of target arrays to the existing list.
Optional.

addvollist list Adds a list of volumes to the existing list.
Optional.

all_for number Modifies the retention policy of the protection group. Specifies the length of time to keep the snapshots on the

10/2017 65/103



allowed

days

hgrouplist

hostlist

name

per_day

remhgrouplist

remhostlist

remtargetlist

remvollist

replicate_at

replicate_blackout

replicate_enabled

replicate_frequency

snap_at

snap_enabled
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boolean

number

list

list

string

number

list

list

list

list

number

object

boolean

number

number

boolean
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source array before they are eradicated.

Optional.
Allows (true) or disallows (false) a protection group from being replicated.
Optional.

Modifies the retention policy of the protection group. Specifies the number of days to keep the per_day
snapshots beyond the all_for period before they are eradicated.

Optional.

Replaces the list of member host groups.
Optional.

Replaces the list of member hosts.
Optional.

Renames a protection group.

Optional.

Modifies the retention policy of the protection group. Specifies the number of per_day snapshots to keep
beyond the all_for period.

Optional.

Removes a list of host groups from the existing list.
Optional.

Removes a list of hosts from the existing list.
Optional.

Removes a list of target arrays from the existing list.
Optional.

Removes a list of volumes from the existing list.
Optional.

Modifies the replication schedule of the protection group. Specifies the preferred time, on the hour, at which to
replicate the snapshots.

Optional.

Modifies the replication schedule of the protection group. Specifies the range of time at which to suspend
replication. See the example for the dictionary format.

Optional.

Used to enable (true) or disable (False) the protection group replication schedule.
Optional.

Modifies the replication schedule of the protection group. Specifies the replication frequency.
Optional.

Modifies the snapshot schedule of the protection group. Specifies the preferred time, on the hour, at which to
generate the snapshot.

Optional.
Used to enable (true) or disable (False) the protection group snapshot schedule.

Optional.
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snap_frequency number Modifies the snapshot schedule of the protection group. Specifies the snapshot frequency.
Optional.
target_all_for number Modifies the retention policy of the protection group. Specifies the length of time to keep the replicated

snapshots on the target arrays.
Optional.

target_days number Modifies the retention policy of the protection group. Specifies the number of days to keep the target_per_day
replicated snapshots beyond the target_all_for period before they are eradicated.

Optional.

target_per_day number Modifies the retention policy of the protection group. Specifies the number of per_day replicated snapshots to
keep beyond the target_all_for period.

Optional.

targetlist list Replaces the list of member target arrays.
Optional.

vollist list Replaces the list of member volumes.
Optional.

Example 1: Rename protection group
Request:

PUT https://pureOl.example.com/api/1.12/pgroup/pg2

“name™: "“"pg6"
Response:
"name'': "pg6"

Example 2: Set host members

Request:

PUT https://pureOl.example.com/api/1.12/pgroup/pg4
"hostlist": [
: “ha'

}

Response:
"*hgroups™: null,
"hosts™: [
“haw

hame™:
*'source”: “pure01™,
"targets': null,
"volumes'": null

Example 3: Enables the replication schedule for pg4
Request:
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PUT https://pure0l.example.com/api/1.12/pgroup/pg4

"replicate_enabled": true

Response:
“‘name’: "'pg4",
“replicate_at": null,
"replicate_blackout': null,

"replicate_enabled": true,
"replicate_frequency': 14400,
"snap_at": null,
"'snap_enabled": false,
""snap_frequency': 3600

Example 4: Sets a replication blackout window from 2am to 4am (in seconds) for pg4

Request:

PUT https://pure0l.example.com/api/1.12/pgroup/pg4s

“replicate blackout": {
"end": 14400,
3 "start: 7200
1

Response:

{

“"name’: "‘pg4",
“replicate_at": null,
"replicate_blackout": [

"end": 14400,
“start': 7200

replicate _enabled”: true,
"repllcate_fre?uency": 14400,
"“snap_at": null,
"'snap_enabled": false,
"snap_frequency': 3600

Example 5: Sets a retention policy to retain all snapshots for 3 days (in minutes), and keep 12 snapshots per day after the all_for period ends

Request:

PUT https://pureOl.example.com/api/1.12/pgroup/pg4

"all_for": 4320,
“per_day': 12

Response:

"all_for": 4320,

"days'": 7,

“"name': "pg4",
“per_day*: 12,
"target_all_for': 86400,
""target_days": 7,
""target_per_day': 4

6.6 DELETE pgroup/{pgroup}

Destroys or eradicates the specified protection group or protection group snapshot.
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Parameters
Parameter Type Description
eradicate boolean Eradicates the destroyed protection group or protection group snapshot. If destroying or eradicating a

protection group, its protection group snapshots are also destroyed or eradicated.

Optional.

Example 1: Destroys protection group pg5

Request:
DELETE https://pure0l.example.com/api/1.12/pgroup/pg5

Response:

"name': "‘pg5"

Example 2: Eradicates protection group pg5

Request:

DELETE https://pureOl.example.com/api/1.12/pgroup/pg5

"eradicate': true

Response:

"name': "pg5"

7. Connection Ports
View array host connection port attributes.
7.1 GET port

Lists array ports and the worldwide names assigned to each port.

Parameters
Parameter Type Description
initiators boolean Displays host worldwide names (both those discovered by Purity and those assigned by administrators) and the

array ports (targets) on which they are eligible to communicate.

Optional.

Example 1: List all ports

Request:

GET https://pureOl.example.com/api/l.12/port

Response:
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L
“failover”: null,
"iqn": null,
‘name': "CTO.FCO",
"portal": null,
"wwn'': ""5001500150015080""
%,
fallover null,
*ign: nuII
"name": "CTO FC1",
“portal™: null,
"wwn'': ""5001500150015081""
}-
fallover null,
"ign': nuII

“name™: "CTO0.FC2"
portal : null,
"wwn'': "*5001500150015090""

1

“failover': null,
“ign': null,
"name': "CTO.FC3",
"portal: null,
3 "wwn'': ""5001500150015091"
1

Example 2: List all initiator ports
Request:

GET https://purell._example.com/api/1l.12/port?initiators=true

Response:

"failover”: null,

"ign': nuII

portal - nall,

“target": null,
"target_iqgn'': nuII,
"target_portal': null,
"target wwn": null,
"wwn™: T0000111122223333"

“failover”: null,

“ign': null,

“portal™: null,

“target': "CT1.FC1",
"target_iqgn": null,

Ttarget | portal"' null,
‘target_wwn' '*0000000000000011""
"wwn™: T0008000800080008"

“failover': null,
“ign': null,
"portal™: null,

"target_wwn': '*0000000000000000*,
"wwn™: T0006000600060006""

8. Alerts and Messages
View a list of email addresses designated to receive Purity alerts, test the alert feature, enable or disable alert notifications, designate email addresses to

receive Purity alerts, and remove email addresses from the list of designated alert recipients. View a list of alert events, audit records, and user login
sessions. Flag alert and audit messages.

8.1 GET alert

Lists email recipients that are designated to receive Purity alert messages.
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Parameters
Parameter Type Description
None n/a n/a

Example 1: List all alert recipients

Request:
GET https://pure0l.example.com/api/l.12/alert

Response:

"enabled": false,
"name': "flasharray-alerts@purestorage.com"

8.2 GET alert/{address}

Lists information about the specified email recipient.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List a single alert recipient

Request:
GET https://pure0l.example.com/api/1.12/alert/flasharray-alerts@purestorage.com

Response:

“enabled": false,
"name': "flasharray-alerts@purestorage.com"

8.3 POST alert/{address}

Designates any valid email address to receive Purity alert messages.

Up to 20 addresses can be designated in an array (19 in addition to the built-in flasharray-alerts@purestorage.com address.)

Parameters
Parameter Type Description
None n/a n/a

Example 1: Add a new alert recipient

Request:
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POST https://pure0l.example.com/api/1l.12/alert/admin@example.com

Response:

“enabled": true,
"name': "admin@example.com"

}

8.4 PUT alert

Tests the ability of the array to send alert messages to all of the designated email addresses.

Parameters
Parameter Type Description
action string Set the parameter to ""test" to test the ability of the array to send alert messages to all of the designated

email addresses. Verification of successful test message transmission is done at the destination.

Required.

8.5 PUT alert/{address}

Tests, enables, and disables the transmission of alert messages to the specified email address.

At least one parameter must be specified.

Parameters
Parameter Type Description
action string Set the parameter to ""test" to test the ability of the array to send alert messages to the specified email
address, designated or not. Verification of successful test message transmission is done at the destination.
Optional.
enabled boolean Enables (true) or disables (False) the transmission of alert messages to the specified email address.
Optional.

Example 1: Disable a single alert recipient
Request:
PUT https://pureOl.example.com/api/l.12/alert/admin@example.com
“enabled": false

Response:

“enabled": false,
"name': "admin@example.com™

8.6 DELETE alert/{address}

Deletes an email address from the list of addresses designated to receive Purity alert messages. You cannot delete the built-in flasharray-
alerts@purestorage.com address.

Parameters
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None n/a
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Description

n/a

Example 1: Delete a single alert recipient

Request:

DELETE https://pureOl.example.com/api/1.12/alert/admin@example.com

Response:

"name": "admin@example.com

8.7 GET message

Lists alert events, audit records, and user login sessions.

Parameters
Parameter Type
audit boolean
flagged boolean
login boolean
open boolean
recent boolean
user string

Example 1: List all alert messages

Request:

Description

Lists audit records instead of alerts (default). May not be used with login or open.
Optional.

Lists flagged messages only. The array automatically flags warnings and critical alerts.
Optional.

Lists user session logs instead of alerts (default). May not be used with audit or open.
Optional.

Lists open messages. May not be used with audit or login.

Optional.

Lists recent messages. An audit record is considered recent if it relates to a command issued within the past 24
hours. An alert is considered recent if the situation that triggered it is unresolved, or has only been resolved
within the past 24 hours. A user session log event is considered recent if the login, logout, or authentication
event occurred within the past 24 hours.

Optional.

When audit is set to true, user can be used to list audit records for a specific user. When login is set to
true, user can be used to list user session logs for a specific user.

Optional.

GET https://pure0l.example.com/api/1.12/message

Response:

(N
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Example 2: List all audit trail messages
Request:

GET https://pure0l.example.com/api/1.12/message?audit=true

Response:
L {

"‘component_name': null,
‘'component_type": '"purearray",
"details': "--senderdomain example.com",
"event'': "'setattr”,
"id": 2,
"opened™: ""2017-10-03T04:17:06Z",
"user': "root"

%,
"‘component_name': null,
"‘component_type': "puredns',
"details': "--domain example.com --nameservers 192.168.0.1,192.168.1.1",
"event'': "'setattr”,
"id": 3,
"opened™: ""2017-10-03T04:17:46Z",
"user': "root"

%,
"‘component_name': '‘ctO.eth0",
"‘component_type'": "purenetwork",
"details': "--addservicelist replication",
"event'': "'setattr”,
"id": 4,

’ “opened™: "2017-10-03T04:20:01Z",

3 *user'': ''0s76"

8.8 PUT message/{id}

Flags or unflags a message.

Parameters
Parameter Type Description
flagged boolean Flags (true) or unflags (False) a message. If set to true, flags the message with the specified ID. If set to

false, unflags the message.

Required.

9. SNMP Manager Connections

View and set SNMP manager and trap message attributes.

9.1 GET snmp

Lists designated SNMP managers and their communication and security attributes.

Parameters
Parameter Type Description
engine_id boolean SNMP v3 only. If set to true, displays the SNMP v3 engine ID generated by Purity for the array.

Optional.

Example 1: List all SNMP managers
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Request:

GET https://pure0l.example.com/api/1.12/snmp

Response:

"auth_passphrase: null,
"auth_protocol™: null,
"communit¥": null,

"host': "localhost",
“name': ""localhost",
“notification”: null,
"privacy_passphrase': null,
"privacy_protocol™: null,
"user': null,

version': "'v2c"

Example 2: List SNMP v3 engine ID

Request:
GET https://pure0l.example.com/api/1.12/snmp?engine_id=true

Response:

{
3 “engine_id": "80009e2205d8d3994c2c12ceb411e519™

9.2 GET snmp/{manager}

Lists communication and security attributes for the specified SNMP manager.

Parameters
Parameter Type Description
None n/a n/a

9.3 POST snmp/{manager}

Creates a Purity SNMP manager object that identifies a host (SNMP manager) and specifies the protocol attributes for communicating with it.

Once a manager object is created, the transmission of SNMP traps is immediately enabled.

Parameters

Parameter Type Description

auth_passphrase string SNMP v3 only. Passphrase used by Purity to authenticate the array with the specified managers. The value
must be between 1 and 32 characters in length and from the set {[A-Z], [a-z], [0-9], _ (underscore), and -
(hyphen)}.
Required if the auth-protocol value is set.

auth_protocol string SNMP v3 only. Hash algorithm used to validate the authentication passphrase. Valid values are MD5 or SHA.
Optional.

community string SNMP v2c only. Manager community ID under which Purity is to communicate with the specified managers.

10/2017
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and - (hyphen)}.

Required if the version parameter is set to v2c.

host string DNS hostname or IP address of a computer that hosts an SNMP manager to which Purity is to send trap
messages when it generates alerts.

If specifying an IP address, enter the IPv4 or IPv6 address.

For IPv4, specify the IP address in the form ddd .ddd.ddd.ddd, where ddd is a number ranging from 0 to 255
representing a group of 8 bits. If a port number is also specified, append it to the end of the address in the
format ddd.ddd.ddd.ddd: PORT, where PORT represents the port number.

For IPv6, specify the IP address in the form XXXX 7 XXXX 2 XXXX 2 XXXX 2 XXXX I XXXX I XXXX 2 XXXX, where XxXxXX
is a hexadecimal number representing a group of 16 bits. Consecutive fields of zeros can be shortened by
replacing the zeros with a double colon (: :). If a port number is also specified, enclose the entire address in
square brackets ([1) and append the port number to the end of the address. For example,

X002 XXXX T XXXX 2 XXXX T XXXX 2 XXXX 2 XXXX 2 XXXX] - PORT, where PORT represents the port number.

Required.

privacy_passphrase string SNMP v3 only. Passphrase used to encrypt SNMP messages. The value must be between 8 and 63 non-space
ASCII characters in length.

Required if the privacy-protocol value is set.

privacy_protocol string SNMP v3 only. Encryption protocol for SNMP messages. Valid values are AES or DES.
Optional.
user string SNMP v3 only. User ID recognized by the specified SNMP managers which Purity is to use in communications

with them. The value must be between 1 and 32 characters in length and from the set {[A-Z], [a-Z], [0-9], _
(underscore), and -(hyphen)}.

Optional.

version string Version of the SNMP protocol to be used by Purity in communications with the specified manager(s). The
version value is case sensitive. Valid values are v2c (default) and v3.

Optional.

9.4 PUT snmp/{manager}

Changes name or the protocol attributes of the specified SNMP manager.

At least one parameter must be specified.

Parameters

Parameter Type Description

action string Set the parameter to ""test" to send a test trap to the specified SNMP manager.
Optional.

auth_passphrase string SNMP v3 only. Passphrase used by Purity to authenticate the array with the specified managers. The value
must be between 1 and 32 characters in length and from the set {[A-Z], [a-z], [0-9], _ (underscore), and -
(hyphen)}.
Required if the auth-protocol value is set.

auth_protocol string SNMP v3 only. Hash algorithm used to validate the authentication passphrase. Valid values are MD5 or SHA.
Optional.

community string SNMP v2c only. Manager community ID under which Purity is to communicate with the specified managers.

The value must be between 1 and 32 characters in length and from the set {{[A-Z], [a-z], [0-9], _ (underscore),
and - (hyphen)}.
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9.5 DELETE snmp/{manager}

string

string

string

string

string
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Required if the version parameter is set to v2c.

DNS hostname or IP address of a computer that hosts an SNMP manager to which Purity is to send trap
messages when it generates alerts.

If specifying an IP address, enter the IPv4 or IPv6 address.

For IPv4, specify the IP address in the form ddd .ddd .ddd.ddd, where ddd is a number ranging from 0 to 255
representing a group of 8 bits. If a port number is also specified, append it to the end of the address in the
format ddd.ddd.ddd.ddd : PORT, where PORT represents the port number.

For IPv6, specify the IP address in the form XxXxx 2 XXXX 2 XXXX 7 XXXX 2 XXXX 2 XXXX I XXXX 2 XXXX, wWhere XXXX
is a hexadecimal number representing a group of 16 bits. Consecutive fields of zeros can be shortened by
replacing the zeros with a double colon (: :). If a port number is also specified, enclose the entire address in
square brackets ([1) and append the port number to the end of the address. For example,

XXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX] : PORT, where PORT represents the port number.

Optional.

New name of the SNMP manager. SNMP manager names are used in Purity administrative commands, and
have no external significance. Changing the name of the SNMP manager does not change the protocol and
security attributes of the manager object.

Optional.

SNMP v3 only. Passphrase used to encrypt SNMP messages. The value must be between 8 and 63 non-space
ASCII characters in length.

Required if the privacy_protocol value is set.
SNMP v3 only. Encryption protocol for SNMP messages. Valid values are AES or DES.
Optional.

SNMP v3 only. User ID recognized by the specified SNMP managers which Purity is to use in communications
with them. The value must be between 1 and 32 characters in length and from the set {[A-Z], [a-Z], [0-9], _
(underscore), and -(hyphen)}.

Optional.

Version of the SNMP protocol to be used by Purity in communications with the specified manager(s). The
version value is case sensitive. Valid values are v2c (default) and v3.

Optional.

Stops communication with the specified managers and deletes the SNMP manager object.

Parameters

Parameter

None

Type

n/a

10. SSL Certificate

View and manage SSL certificates.

10.1 GET cert

Lists all available certificates.

Description

n/a

The REST API call returns the attributes of all certificates.

Parameters
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Parameter Type Description

None

n/a n/a

Example 1: List the attributes of all certificates.

Request:

GET

https://pure0l.example.com/api/1.12/cert

Response:

“country': "US",
“email': null,

“issued_by": "name.purestorage.com’,
"issued_to'": '"‘name.purestorage.com",
"key_size': 2048,

"locality': "Mountain View",

"name': “kmip"

"organization': "Pure Storage Inc.",
"organizational_unit": null,

"state': "CA",

"status': "self—si%ned",
“valid_from": '"201/7-10-03T04:19:427",
"valid_to": ""2027-10-01T04:19:427"

"country': "'US",
“"email": null,

"issued_by": "db.purestorage.com",
"issued_to": "db.purestorage.com",
"key_size': 2048,

“locality': "Mountain View",

"name': "management’,
"organization™: "Pure Storage Inc.",

"7 "valid_from": ""2017-10-03704:19:41Z",

"valid_to'": "2027-10-01T04:19:417"

10.2 GET cert/{certificate}

Lists attributes or exports the specified certificate.

FlashArray REST API 1.12

If the request does not include parameters, the REST API call returns the attributes of the certificate. Include parameters to export the respective certificates.

Note: the name 'management' refers to the single certificate which this command managed in versions 1.11 and older.

Parameters
Parameter Type Description
ca_certificate boolean If set to true, exports the current CA certificate.
Optional.
certificate boolean If set to true, exports the current certificate.
Optional.
intermediate_certificate boolean If set to true, exports the current intermediate certificate.

Optional.

Example 1: Get the attributes of the 'management' certificate.

Request:
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GET https://pure0l.example.com/api/1.12/cert/management

Response:

{
“country*: “US",
“"email": null,
"issued_by': "db.purestorage.com",
"issued_to'": "db.purestorage.com",
"key_size': 2048, _
"locality'": "Mountain View",
“"name’: "management',
‘‘organization™: "Pure Storage Inc.",
""organizational_unit": null,
“'state': "CA",
"status': "self-signed",
“valid_from": "2017-10-03T04:19:41Z7",
"valid_to": "2027-10-01T04:19:41Z7"

Example 2: Export the 'kmip' certificate.

Request:
GET https://pure0l.example.com/api/1.12/cert/kmip?certificate=true

Response:

“certificate": "--—-—-—- BEGIN CERTIFICATE--—---

\nMI 1DV jCCA j4CCQCmUBPppN8xuzANBgkghk i GOWOBAQsFADBEMRYWFAYDVQQHDAIN\Nnb3VudGFpb i BWaWV3MQswCQYDVQQGEWIVUZELMAKGALUE
CAWCQOEXHTABBgNVBAMM\NFG5hbWUucHVYZXNOb3JhZ2UuY29tMRowGAYDVQQKDBFQAXJ 1 1FNOb3JhZ2UgSW5 j \nL jAeFWOXNzEwMDMwNDESNDJa
FwOyNzEwWMDEWNDESNDJaMGOXF j AUBgNVBACMDU1v\ndW50YWIul FZpZXcxCzAJIBgNVBAYTAIVTMQswCQYDVQQIDAJDOTEAMBSGALIUEAWwWUN\NbmFt
ZS5wdXJIc3RvemFnZS5 jb20xGjAYBgNVBAOMEVB1cmUgU3RvemFnZSBIbmMu\nMI 1B 1 JANBgkghki GOWOBAQEFAAOCAQ8AMI IBCgKCAQEA29t i XL
vaE+gN/vm06X|\thu7d2kewsr827+t2PzQL5sz|3TTVItO4nfT|6uAc/t%Sw/WcJ Jr7eQ4zzLOhi\nPGnID16s0UgPA7fbraPaClKY/pvzIW
OlUYuDoLvT jchD3Ps7km27TmhtQdgBT4L/\nGnXqY j1PrF+djovdkJIwYSKrS3KKOAtFdwxOW+XpCLFmewHDGV/mAUQ5Mzx+n7NHB\nVJJeV9aRMm
H86dz 12F2p 9Mch/GNx5T4jq%bv8282u6V6R5hkj w9axApTTbHAUNNVNAEZs 1 rSA4L9rpbYEJuztm108PYXPDCGER 10UKUNNgXCxGy4 IHASWMG
Qa/1k jAm\nNw I DAQABMAOGCSq SIb3DQEBCwUAA4IBAQAuh3rU2chZZXQanfsaxeSBWspPNQ\nuFrm8Itch309qu2EsAG8 XAJYXgl1Gr10k
NRgy01JQ2po31sUTPLFVeKAuSpDp\nKEeLpl1n09asvaHOBtI3TZEFb IPCYE86gSUHQPFWcO IPWXW1UGV/ r8P8pk/TM5FF\NC50rSY6PVswBof9o8
r/EakiGFSeF2kSDa6Cbec+n1nf18ciVoW+96mlkGhXPMsTAY\n/3jw/GmEALJ2DPKrVog80+hN3r5QZfhwC+hPF2kHRFm/si8MOtBh6aKXHyLgbx
¥C\nOW5EK8Mv6AIYe6vaUw8rbMWkMPNVQq/Lz4Fuch2DLFQOZsHychP/Z\n ————— END CERTIFICATE----- \n"*

10.3 GET cert/certificate_signing_request/{certificate}

Constructs a certificate signing request (CSR) for signing by a certificate authority (CA).

Parameters

Parameter Type Description

common_name string Sets the common name of the CSR. The common name must be the fully qualified domain name of the current
array. For example, for https://purearray.example.com, the common name must be purearray.example.com or
*.example.com for a wildcard certificate. It can also be the management IP address of the array or the short
name of the current array. It can't have more than 64 characters.
Optional.

country string Sets the country name of the CSR. The country name represents the two-letter ISO code for the country where
your organization is located.
Optional.

email string Sets the email address used to contact your organization.
Optional.

locality string Sets the name of the city where your organization is located.
Optional.

organization string Sets the name of your organization. Enter the full and exact legal name of your organization. The organization
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name should not be abbreviated and should include suffixes such as Inc, Corp, or LLC. For example,'Pure
Storage, Inc.'

Optional.

organizational_unit  string Sets the name of the department within your organization that you want to appear in the certificate.
Optional.

state string Sets the name of the state or province where your organization is located.

Optional.

Example 1: Construct a CSR with the 'management’ certificate attributes

Request:

GET https://pureOl.example.com/api/1.12/cert/certificate_signing_request/management

Response:
"Certificate_signing_reﬂuest": Mo BEGIN CERTIFICATE REQUEST-----
\nMI ICé_iCCAbYCAQAWgY XF JAUBgNVBACMDU1vdWS50YWIul FZpZXcxCzAJBgNVBAYT\nAIVTMQswCQYDVQQIDAIDQTEbMBKGALUECWWSUHVYZSBT

dG9yYWdILCBJIbmMuMRSW\NGQYDVQQDDBJKY i 5wdXJ 1 c3RvcmFnZS5 jb20xGj AYBgNVBAOMEVYB1cmUgU3RvemFn\nZSBJbmMuMI IB1 JANBgkqghki G
9wWOBAQEFAAOCAQ8AMI I1BCgKCAQEAVShu18K87Tka\nRMgaGmaChyw DQszaCwaOogS+41ijuTq KWZgRbX1K4SNOgRWk jW/Cg4LrNIB\n+oqi
XMR1QILZz06 1RMCVLMZESQMO2ZKNJ8AKc1MpHCP/OX8EYVk3yCx I5KQKrS2pW\nYHtsbNbV jvXMS7+5zNSuHk+vyx/ekWP+cPXcGuidcj16s0Yk1V
Fk6NK+f4wy4ODU\nNAwiUIBDT7ef8ME6tQVTquBrxpofqiqeR0+DYCEe17Y1fMucEIzXKJwg+LEgenx\nX/guwaySGbyleZQcKOIU2aPY3PDRH
8CSXMhhJ1uTVU1fbzXNkb0ZnN+60m2h5Rs\ntbsnWBwczQ 1 DAQABOAAWDQYJKoZ I hveNAQELBQADggEBAJWz i F5L 1 IptOTzJOJAKk\nsLChixuuam
Ew8Ad0IBCMrevEp%e4gu10 CGkp68A/+tZXq5A1YoVMyAcI T6 1 rawp\niH3VIGG6e+blYPJIWpsJqstP5 1aH8vVGIBVk0/r4uV4 ZwcJydW816bC
D38Frqu\ncH0bW LDNNnQz RIoAjSkXOSI9ua3wEEyZ{CDWLZWXGWQD5CurnkSLoWWV4/ZHf Y\n+vCK9rUOOHoY9XtixxQOGUMVQvVEV IV jAvxr
0SdtgOgvbMck/kwfrb3M41mnedtC\nKT6YcuubssvyQLby4RNM2LCr jKueKM2QdXQy6TtZDQ1VcWXP20npS9Y rfHKauReK\nL3w=\n----- ND
gERTIFICATE REQUEST----- \n*

Example 2: Construct a CSR with the 'kmip' certificate attributes, but change the common name to db.example.com

Request:
GET https://pure0l.example.com/api/l.12/cert/certificate_signing_request/kmip?common_name=db.example.com

Response:

"certificate_signing_request": "'---—-—- BEGIN CERTIFICATE REQUEST-----
\nMI IC%j/_iCCAbICAQAWgYQXF'AUB NVBACMDUlvdWSOYWIuIFZpZXCXCzAJB%NVBAYT\nAIVTMQSWCQYDV QIDAJDQTEbMBKGALUECWWSUHVYZSBT
dGIy YW LCBmeMuMRcw\nFéYDV QDDASKY i51eGFtcGx ILmNvbTEaMBgGATUECgQWRUHVYZSBTAGOyYWd I IElu\nYy4wggE iMAOGCSQqGS I b3DQEB
AQUAA4 1BDWAWQQEKAO0 1 BAQDb22JcsG/ 1 T6A3++aj\npel GG7t3aR7CytDbv63Y/NAVKWNOLANNUi071d90Lg4Bz+2BLD9Zwl ImvE5DjPMs\n6G18
achquSSASDtQutoQoLU?j+m/OVbSVRi409u90NyEPc+zquthaGlBZoFP\ngvSadepiPU+sX520i92QthIthcorQCOVSDESbSekIsWZ7AcM
ZX+YBSrkzPH6fs\n0OcFUk 5X1pEyYfzp3M{Z/ak30xx8X8Y3HIPi0un/zNLa7poHmGSNLD1rECINNs\ncBRUlORmthID v2ul tgQm702bWjw9
hc8M1YRGWhQpSc2DELEbLggcDnAwWZBr/WS\nMCY3AgMBAAGgADANBgkghk 1 GOWOBAQSFAAOCAQEASS I cXDoGYyseuDZuGeUhW432\np j pxFJIGNJIw
yY1AMdX1 oFTthIGOQrexVXQpir5yAFUiaOnhUT5qLK02FPDx593c\nﬁ!HXtQZGKMnIEAKVOSFSBFAquGhCDA/aN4ijtIaj701jIchYOJAgT
6UAD82WZ n1PmMRwu+MDSSXxQiePcxqVCz3vilbXZa9bJFyFmUSNY i idDNkixT6VLQHC7 1J7FTQ1\NXKrckDNgxz1SXF60GqrevaTxcX8hfAqgl IBdW
FhY/ TN30ESI/u7aXdKQBOZ(tFL\nTtsE0h+bbemQK7NKSQdTR8L|WDoLny4mgQCBYmtnCTOOMI+sVaxn4YthhOg::\n ————— END
%ERTI ICATE REQUEST----- n"

10.4 PUT cert/{certificate}

Creates a self-signed certificate or imports a certificate signed by a certificate authority (CA).

Creating a self-signed certificate or importing a certificate replaces the existing certificate. Either the certificate or self-signed parameter must be
specified.

Parameters
Parameter Type Description
ca_certificate string Used with the certificate parameter to specify the CA certificate to import.
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Optional.
Imports a certificate signed by a certificate authority.
Optional.

Used with the sel f-signed parameter to specify the common name. The common name represents the
qualified domain name of the current array. For example, for https://purearray.example.com, the common
name must be purearray.example.com or *.example.com for a wildcard certificate. It can also be the
management IP address of the array or the short name of the current array. It can't have more than 64
characters.

Optional.

Used with the sel f-signed parameter to specify the country name. The country name represents the two-
letter ISO code for the country where your organization is located.

Optional.

Used with the sel f-signed parameter to specify the number of valid days for the self-signed certificate
being generated.

Optional.

Used with the sel f-signed parameter to specify the email address used to contact your organization.
Optional.

Used with the certificate parameter to specify the intermediate certificate to import.

Optional.

Used with the certificate parameter to specify the private key to import.

Optional.

Used with the new_key parameter to specify the key size in bits. Valid values are 512, 1024, 2048 (default)
or 4096. A key size smaller than 2048 is considered insecure.

Optional.
Used with the sel f-signed parameter to specify the city where your organization is located.
Optional.

Used with the sel f-signed parameter to create a new key when creating the self-signed certificate. If a
new private key is not generated, the certificate uses the existing private key.

Optional.

Used with the sel f-signed parameter to specify the full and exact legal name of your organization. The
organization name should not be abbreviated and should include suffixes such as Inc, Corp, or LLC. For
example,'Pure Storage, Inc.'

Optional.

Used with the sel f-signed parameter to specify the department within your organization that you want to
appear in the certificate.

Optional.

Used with the key parameter to decrypt the private key.
Optional.

Generates a self-signed certificate.

self_signed or certificate must be set.

Optional.

81/103



FlashArray REST API 1.12

state string Used with the sel f-signed parameter to specify the state or province where your organization is located.
Optional.
Example 1: Replace the 'management’ certificate, generating a self-signed certificate with the current certificate attributes
Request:
PUT https://pure0l.example.com/api/1.12/cert/management

"self_signed": true

Response:

{
“country': "US",
“email': null,

"issued_by'": "db.purestorage.com",
"issued_to'": "db.purestorage.com",

""key size': 2048,

"locality': "Mountain View",

“‘name’: "'management",

‘‘organization™: "Pure Storage Inc.",
"organizational_unit": "Pure Storage, Inc.",
“'state': "CA",

"status': "self-signed",

“valid_from": "201/-10-03T04:20:02Z7",
"valid_to": "2027-10-01T04:20:02Z"

Example 2: Replace the 'kmip' certificate, generating a self-signed certificate with the current certificate attributes, but change the state to FL and
the common name to db.example.com

Request:

PUT https://pure0l.example.com/api/l.12/cert/kmip

*common_name': *‘db.example.com",
"self_signed": true,
“state': "FL"
e
Response:
{

“country': "US",
“"email': null,
"issued_by'": "db.example.com",

"issued_to'": "db.example.com",

"key_size'": 2048, _

“locality": "Mountain View",

“name™: “kmip",

‘‘organization': "Pure Storage Inc.",
"organizational_unit'": "Pure Storage, Inc.",
“state": "FL",

"status': "self-signed"

“valid_from": "'2017-10-03T04:20:02Z",
"valid_to": "2027-10-01T04:20:02Z"

10.5 POST cert/{certificate}

Creates (and optionally initializes) a new certificate.

Creating a new self-signed certificate or importing a certificate does not affect existing certificates, and there may not already be a certificate with the same
name. Either the certificate or self-signed parameter must be specified

Parameters

Parameter Type Description
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Used with the certificate parameter to specify the CA certificate to import.
Optional.

Imports a certificate signed by a certificate authority.

Optional.

Used with the sel f-signed parameter to specify the common name. The common name represents the
qualified domain name of the current array. For example, for https://purearray.example.com, the common
name must be purearray.example.com or *.example.com for a wildcard certificate. It can also be the
management IP address of the array or the short name of the current array. It can't have more than 64
characters.

Optional.

Used with the sel f-signed parameter to specify the country name. The country name represents the two-
letter ISO code for the country where your organization is located.

Optional.

Used with the sel f-signed parameter to specify the number of valid days for the self-signed certificate
being generated.

Optional.

Used with the sel f-signed parameter to specify the email address used to contact your organization.
Optional.

Used with the certificate parameter to specify the intermediate certificate to import.

Optional.

Used with the certificate parameter to specify the private key to import.

Optional.

Used with the new_key parameter to specify the key size in bits. Valid values are 512, 1024, 2048 (default)
or 4096. A key size smaller than 2048 is considered insecure.

Optional.
Used with the sel f-signed parameter to specify the city where your organization is located.
Optional.

Used with the sel f-signed parameter to create a new key when creating the self-signed certificate. If a
new private key is not generated, the certificate uses the existing private key.

Optional.

Used with the sel f-signed parameter to specify the full and exact legal name of your organization. The
organization name should not be abbreviated and should include suffixes such as Inc, Corp, or LLC. For
example,'Pure Storage, Inc.'

Optional.

Used with the sel f-signed parameter to specify the department within your organization that you want to
appear in the certificate.

Optional.

Used with the key parameter to decrypt the private key.
Optional.

Generates a self-signed certificate.

selT_signed or certificate must be set.

Optional.
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state string Used with the sel f-signed parameter to specify the state or province where your organization is located.

Optional.

Example 1: Create a new certificate called 'new_cert', generating a self-signed certificate with blank attributes (except for state and
common_name)

Request:

POST https://pure0l.example.com/api/1l.12/cert/new_cert

**common_name*: *‘db.example.com®,
"self_signed": true,
"'state'": "FL"

}

Response:

"country": null,

“email': null,

""issued by'": "db.example.com",
"issued_to'": "db.example.com",
"'key_size': 2048,

"locality": null,

“'‘name™: "new_cert",

"'organization': "Pure Storage, Inc.",
""organizational _unit": "Pure Storage, Inc.",
“'state': "FL",

"status': "self-signed”,
"valid_from": "'201/7-10-03T04:20:02Z",
"valid_to": "2027-10-01T04:20:02Z"

10.6 DELETE cert/{certificate}

Delete a certificate. The 'management’ certificate may not be deleted.

The REST API call returns the name of the certificate that was deleted.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Delete the certificate called 'new_cert'.

Request:

DELETE https://pureOl._example.com/api/l.12/cert/new_cert

Response:

“name': "new_cert"

Example 2: Delete the certificate called 'kmip'.

Request:

DELETE https://pureOl.example.com/api/1.12/cert/kmip

Response:
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"name': “kmip"

11. Network Interface

View and set DNS and network interface attributes.

11.1 GET dns

Lists DNS attributes for the array administrative network.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List DNS settings
Request:

GET https://pureOl._example.com/api/1l.12/dns

Response:
"domain': "example.com",
""nameservers’:
'"192.168.0.1",
'"192.168.1.1"
b
11.2 PUT dns

Sets the DNS attributes for the array administrative network.

At least one parameter must be specified.

Parameters
Parameter Type Description
domain string Domain suffix to be appended by the array when performing DNS lookups.
Optional.
nameservers list A list of up to three DNS server IP addresses that replace the current list of name servers. For IPv4, specify the

IP address in the form ddd .ddd .ddd . ddd, where ddd is a number ranging from 0 to 255 representing a group
of 8 bits. For IPv6, specify the IP address in the form XXXX 2 XXXX 2 XXXX 2 XXXX I XXXX I XXXX I XXXX 2 XXXX,
where xxxx is a hexadecimal number representing a group of 16 bits. When specifying an IPv6 address,
consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: :).

Optional.

Example 1: Modify DNS settings
Request:

PUT https://pureOl.example.com/api/1.12/dns

""domain': "example.com",
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""nameservers':

"192.168.1.1",
"'192.168.0.1"

}]

Response:

"domain': "example.com",

""nameservers':
"192.168.0.1",
"192.168.1.1"

11.3 GET subnet

Lists subnets and their statuses (enabled or disabled) and attributes.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List subnets
Request:

GET https://pure0l.example.com/api/1.12/subnet

Response:

"“enabled": true,

“gateway*: null,
"“interfaces": [],

"mtu'': 1500,

"name': "‘'subnetl00",
“prefix: "192.168.0.0/24",
"services": [1,

“vlan': 100

11.4 GET subnet/{subnet}

Lists the attributes of the specified subnet.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List settings for subnet subnet100
Request:

GET https://pure0l.example.com/api/1.12/subnet/subnet100

Response:
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"enabled": true,

“gateway*: null,
"interfaces": [],

“mtu™: 1500,

""name'': "‘subnet100",
“"prefix': "192.168.0.0/24",
"services": []1,

"vlan"™: 100

11.5 POST subnet/{subnet}

Creates a subnet with the specified name.

At least one parameter must be specified.

Parameters
Parameter Type
gateway string
mtu number
prefix string
vlan number

FlashArray REST API 1.12

Description

Sets the IP address of the gateway through which the specified subnet is to communicate with the network. For
IPv4, specify the gateway IP address in the form ddd.ddd.ddd.ddd. For IPv6, specify the gateway IP
address in the form XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX I XXXX 2 XXXX 1 XXXX/XxX. When specifying an IPv6
address, consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: ).

Optional.

Maximum message transfer unit (packet) size for the subnet in bytes. Valid values are integers between 1280
and 9216 (inclusive). The default value is 1500.

Optional.

Sets the IP address to be associated with the specified subnet. Specify the the subnet prefix and prefix length.
For IPv4, specify the subnet prefix in the form ddd.ddd .ddd .ddd/dd. For IPv6, specify the subnet prefix in
the form XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX I XXXX 2 XXXX 2 XXXX/XxX. When specifying an IPv6 address,
consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: :).

Optional.
VLAN ID.

Optional.

Example 1: Create subnet mgmt with the specified gateway address and prefix

Request:

POST https://pure0l.example.com/api/1.12/subnet/mgmt

"'gateway': '"192.168.100.1",
"prefix™: "192.168.100.0/24"

Response:

{

"enabled": true,

“"gateway': ''192.168.100.1",
"interfaces'": null,

“"mtu™: 1500,

“"name'': “mgmt'’,

"prefix': "192.168.100.0/24"
“services": null,

“vlan': null

11.6 PUT subnet/{subnet}

Modifies the attributes of the subnet.
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At least one parameter must be specified.

Parameters

Parameter

enabled

gateway

mtu

name

prefix

vlan

Type

boolean

string

number

string

string

number

FlashArray REST API 1.12

Description
Enables or disables a subnet.
Optional. Cannot be used with any other parameters.

Sets the IP address of the gateway through which the specified subnet is to communicate with the network. For
IPv4, specify the gateway IP address in the form ddd.ddd.ddd.ddd. For IPv6, specify the gateway IP
address in the form XxXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX - XXXX 2 XXXX 2 XXXX/XxX. When specifying an IPv6
address, consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: ).

Optional.

Maximum message transfer unit (packet) size for the subnet in bytes. Valid values are integers between 1280
and 9216 (inclusive). The default value is 1500.

Optional.
Renames the specified subnet.
Optional. Cannot be used with any other parameters.

Sets the IP address to be associated with the specified subnet. Specify the the subnet prefix and prefix length.
For IPv4, specify the subnet prefix in the form ddd .ddd .ddd .ddd/dd. For IPv6, specify the subnet prefix in
the form XXXX 2 XXXX 2 XXXX 2 XXXX I XXXX 2 XXXX 2 XXXX 2 XXXX/xxX. When specifying an IPv6 address,
consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: :).

Optional.
VLAN ID.

Optional.

Example 1: Change VLAN ID for subnet mgmt

Request:

PUT https://pure0l.example.com/api/1.12/subnet/mgmt

rue,
"'gateway': ''192.168.100.1",

"vlan": 100
Response:
“enabled": t
"“interfaces':
"mtu': 1500,
"name'': ‘mgmt’’

1.

"prefix': 7192.168.100.0/24",

"services': []
"vlan": 100

Example 2: Clear gateway for subnet mgmt

Request:

PUT https://pure0l.example.com/api/1.12/subnet/mgmt

"'gateway": nul
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Response:

“enabled": true,

“gateway*: null,
"interfaces": [],

"mtu'': 1500,

“name’t: T,

"prefix": "192.168.100.0/24",

"services'": []1,
"vlan™: 100

Example 3: Disable subnet mgmt
Request:

PUT https://pureOl.example.com/api/1.12/subnet/mgmt

“enabled": false

Response:

{

"enabled": false,

"'gateway'': null,
"interfaces”: [],

“mtu*: 1500,

“"name': “mgmt',

“"prefix': 7192.168.100.0/24",
"services'": []1,

"vlan": 100

Example 4: Rename subnet mgmt
Request:

PUT https://pure0l.example.com/api/1.12/subnet/mgmt

"name': "managementSubnet"

Response:

{

"enabled": false,

"gateway': null,
"interfaces': [],

“"mtu™: 1500,

"name': "managementSubnet',
"prefix': "192.168.100.0/24",
"'services': [1,

“vlan': 100

11.7 DELETE subnet/{subnet}

Deletes the specified subnet.

Parameters
Parameter Type Description
None n/a n/a

Example 1: Delete subnet managementSubnet
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Request:

DELETE https://pureOl.example.com/api/1.12/subnet/managementSubnet

Response:

"name': "managementSubnet"

11.8 GET network

Lists array administrative network interfaces and their statuses (enabled or disabled) and attributes.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List network interfaces

Request:
GET https://pure0l.example.com/api/1.12/network

Response:

"address': "10.14.226.31",
"enabled": true,
"gateway": "10.14.224.1",
"hwaddr™: "00:50:56:a5:cc:a2",
“"mtu™: 1500,
"name': "ct0.eth0",
“netmask™: "255.255.240.0",
“services'": [

‘management”,

“replication”

“Slaves": g%
"'speed™: 1000000000,
“subnet": null

"address': null,

"enabled": false,

"ﬁateway": null,

"hwaddr™: "00:50:56:a5:ed:69",
“"mtu': 1500,

"name': '"ctO.ethl™,

“netmask': null,

"speed: 10000000000,
"'subnet': null

11.9 GET network/{network_component}

Lists the attributes for the specified network component.

Parameters
Parameter Type Description
None n/a n/a
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Example 1: List settings for a single network interface

Request:
GET https://pure0l.example.com/api/1.12/network/ct0.eth0
Response:

{
“address': '"10.14.226.31",

"enabled": true,
"ﬂateway": '"10.14.224.1",
‘hwaddr™: ""00:50:56:a5:cc:a2",
mtu*': 1500,
name': "ctO.eth0",
"netmask™: ''255.255.240.0",
"'services':

"'management’,

"“replication”

“Slaves": g%
"'speed': 1000000000,
"subnet': null

11.10 POST network/vif/{vlan_interface}

Creates a VLAN interface.

Parameters

Parameter Type Description

address string Sets the IP address to be associated with the specified interface. The IP address must match the subnet prefix.
For IPv4, enter the address in CIDR notation ddd.ddd.ddd .ddd/dd. For example, 10.20.20.210/24.
Alternatively, specify the address ddd.ddd .ddd.ddd with a netmask. The netmask is set through the
netmask parameter.
For IPv6, enter the address and prefix length in the form
XXXX T XXXX I XXXX 2 XXXX 2 XXXX T XXXX 2 XXXX 2 XXXX/ XXX, For example,
2001:0db8:85a3: :ae26:8a2e:0370:7334/64. Consecutive fields of zeros can be shortened by replacing
the zeros with a double colon (: :). Alternatively, specify the address
XXXX T XXXX T XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX - XXXX with a prefix length. The prefix length is set through the
netmask parameter.
Optional.

subnet string Sets the subnet associated with the specified interface.
Required.

Example 1: Create a VLAN interface and associate it with subnet subnet100.

Request:

POST https://pure0l.example.com/api/1.12/network/vif/ct0.ethl.100

"address': ''192.168.0.100",
“'subnet': *‘subnetl100"

Response:

t "address'": '"192.168.0.100",
“enabled": true,

"Eateway": null,
"hwaddr™: *""00:50:56:a5:ed:69",
"mtu': 1500,
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"name': "ctO.ethl.100",
"netmask': ""255.255.255.0"

“services": [
"iscsi’,
management"

5
“"slaves'':

1,
"'speed': 10000000000,
"'subnet": "'subnetl00™

FlashArray REST API 1.12

11.11 PUT network/{network_component}

Performs network interface actions and sets the administrative network component attributes.

At least one parameter must be specified.

Parameters

Parameter

address

addslavelist

enabled

gateway

mtu

netmask

remslavelist

slavelist

10/2017

Type

string

list

boolean

string

number

string

list

list

Description
Sets the IP address to be associated with the specified Ethernet interface.

For IPv4, enter the address in CIDR notation ddd.ddd .ddd.ddd/dd. For example, 10.20.20.210/24.
Alternatively, specify the address ddd .ddd .ddd . ddd with a netmask. The netmask is set through the
netmask parameter.

For IPv6, enter the address and prefix length in the form

XXX 2 XXXX T XXXX T XXXX 2 XXXX T XXXX 2 XXXX 2 XXXX/XXX. For example,

2001:0db8:85a3: :ae26:8a2e:0370:7334/64. Consecutive fields of zeros can be shortened by replacing
the zeros with a double colon (: :). Alternatively, specify the address

XXXX T XXXX 2 XXXX 2 XXXX T XXXX 2 XXXX 2 XXXX 2 XXXX with a prefix length. The prefix length is set through the
netmask parameter.

Required if the netmask parameter is set.
Add slaves to the existing list. May only be used on network bond interfaces.
Optional.

Enables (true) or disables (fal se) communication between the specified Ethernet interface and the
administrative network. Do not disable the interface through which the administrative session is being
conducted.

Optional.

Sets the IP address of the gateway through which the specified interface is to communicate with the network.
For IPv4, specify the gateway IP address in the form ddd.ddd.ddd .ddd. For IPv6, specify the gateway IP
address in the form XxXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX - XXXX 2 XXXxX/xxxX. When specifying an IPv6
address, consecutive fields of zeros can be shortened by replacing the zeros with a double colon (: :).

Optional.

Maximum message transfer unit (packet) size for the interface in bytes. Valid values are integers between 1280
and 9216 (inclusive). The default value is 1500.

Optional.

Used with the address parameter to define the range of IP addresses that make up a group of IP addresses
on the same network. For IPv4, if the address is not entered in CIDR notation, enter the subnet mask in the
form ddd.ddd .ddd .ddd. For example, 255.255.255.0. For IPv6, if the address entered does not include a
prefix length, specify the prefix length. For example, 64.

Optional.

Removes the list of slaves from the existing list. May only be used on network bond interfaces.
Optional.

Replaces the existing slave list. May only be used on network bond interfaces.

92/103



FlashArray REST API 1.12
Optional.
subnet string Associates a subnet with the specified VLAN interface.

Optional.

Example 1: Disable network interface ct0.ethl
Request:

PUT https://pure0l.example.com/api/1.12/network/ct0.ethl

"enabled": false

Response:

{

"address': null,
"enabled": false,
"%ateway": null,
"hwaddr™: "'00:50:56:a5:ed:69",
“"mtu': 1500,
"name': "ctO.ethl",
“netmask™: null,
‘'services':
iscsi’,
management"

“Slaves': [1,
""speed': 10000000000,
"subnet': null

Example 2: Enable network interface ct0.ethl
Request:

PUT https://pure0l.example.com/api/1.12/network/ct0.ethl

“enabled": true

Response:

t "address'": null,
"enabled": true,
"Eateway": null,
"hwaddr™: *"00:50:56:a5:ed:69",
“mtu*': 1500,
“name'': "ctO.ethl",
"netmask: null,
"services": [
"iscsi',
"‘management"

“Slaves": g%
“'speed: 10000000000,
“subnet': null

11.12 DELETE network/{vlan_interface}

Deletes a VLAN interface.

Parameters
Parameter Type Description
None n/a n/a
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Example 1: Delete VLAN network interface ct0.eth1.100.

Request:
DELETE https://pureOl.example.com/api/l.12/network/ct0.ethl.100

Response:

"name': "ctO.ethl.100"

12. Hardware Components
View and manage array hardware components.
12.1 GET hardware

Lists array hardware component information.

Returns information about array hardware components that are capable of reporting their status. The display is primarily useful for diagnosing hardware-
related problems.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List all hardware devices

Request:
GET https://pure0l.example.com/api/1.12/hardware

Response:

“details": null,
"identify": "off",
"index": O,

"name': "'CTO",
“slot": null,
"speed": null,
"status': "ok",
"temperature': null,
"“voltage': null

"details": null,
“identify'": null,

"index": 0,

"name': ""CTO.ETHO",
“slot": O,

"speed": 1000000000,
"status': "ok"

5
"temperature': null,
"voltage': null

“details': null,

“temperature': 25,
"voltage": null

12.2 GET hardware/{component}
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Lists the attributes for the specified hardware component.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List a single hardware device
Request:

GET https://pureOl.example.com/api/1.12/hardware/SHO.BAYO

Response:

{

"details"™: null,
“identify': "off",
"index": 0,

"name': ""SHO.BAYO",
“slot': null,
"speed": null,
"status': "ok",
"temperature': null,
"voltage": null

12.3 PUT hardware/{component}
Controls the visual identification of the specified chassis, controllers, flash module bays, NVRAM module bays, and storage shelves.

At least one parameter must be specified.

Parameters

Parameter Type Description

identify string Turns the LED light on or off to identify the specified component. Valid for chassis, controllers, flash module
bays, NVRAM module bays, and storage shelves. Set identify to "'on’* to turn on the LED and identify the
specified component. Set identify to ""off"" to turn off the LED.
Optional.

index string Displays the specified number on the identifying component.
Optional.

Example 1: Turn on ID light for SHO.BAYO
Request:
PUT https://pure0l.example.com/api/1.12/hardware/SHO.BAYO
"identify": "on"

Response:

"identify'": "on",
“index": 0,

"name': ""SHO.BAYO",
“slot": null
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Example 2: Turn off ID light

Request:

PUT https://pure0l.example.com/api/1.12/hardware/SHO.BAYO
“identify": "off"

Response:

{
“identify': "off",
"index": 0,
"name': ""SHO.BAYO",
“slot": null

12.4 GET drive

Lists flash modules, NVRAM modules, and their attributes.

Parameters
Parameter Type Description
None n/a n/a

Example 1: List all flash and NVRAM devices
Request:
GET https://pureOl.example.com/api/1.12/drive

Response:

‘capacity': 494927872,

“details™: null,

"last_evac_completed”: "1970-01-01T00:00:00Z2",
"last_failure”: "1970-01-01T00:00:00Z",
“name™: "'SHO.BAYO"

"protocol': "SAS",

"status": "healthy",

"type': "SSD"

"‘capacity': 494927872,

"details™: null,

"last_evac_completed”: '"1970-01-01T00:00:00Z2",
"last_failure”: "1970-01-01T00:00:00Z",
"name™: '"SHO.BAY1",

"protocol™: "SAS",

"status': "healthy",

“type': *"'SSD"

“'capacity': 494927872,
"“details™: null,
"last_evac_completed”: "1970-01-01T00:00:00Z2",

*7 "status': "healthy",
"type': "NVRAM™

12.5 GET drive/{drive}

Lists the attributes for the specified flash module or NVRAM module.

Parameters
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Parameter Type Description

None n/a n/a

Example 1: List a single flash module or NVRAM module.
Request:
GET https://pureOl._example.com/api/1.12/drive/SHO.BAYO

Response:

{
“'capacity': 494927872,

"details™: null,

"last_evac_completed”: "1970-01-01T00:00:00Z",
"last_failure™: "1970-01-01T00:00:00Z",
“name™: "SHO.BAYO",

"protocol™: "SAS",

“status': "healthy",

""type': "'SSD"

13. Apps

View app attributes.

13.1 GET app

Lists the apps that are installed on the array, along with the attributes of each app.

Parameters
Parameter Type Description
None n/a n/a

14. Users

View and manage users and directory service configurations.

14.1 GET admin

Lists public key and API token information for all users.

Set at least one parameter to true.

Parameters

Parameter Type Description

api_token boolean If set to true, displays a list of users that have REST API access and the dates in which the API tokens were
created.
Optional.

expose boolean If api_token is set to true, set the expose parameter to true to unmask the current user's API token. Does
not unmmask other users' tokens.
Optional.

publickey boolean If set to true, displays a list of users that have public key access.
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Optional.

Example 1: List users who have public keys

Request:

GET https://purell._example.com/api/1.12/admin?publickey=true

Response:

L1

Example 2: List users who have API tokens

Request:

GET https://pure0l.example.com/api/1.12/admin?api_token=true

Response:

L
"api_token': fRxEAt
"created'': ""2017-10-03T04:18:07Z2",
"name': "'0s76"
"api_token': 'RRRR
‘created': ""2017-10-03T04:18:57Z2",
"name*: “‘pureuser"

1

14.2 GET admin/{user}

Lists public key information for the specified user.

Parameters
Parameter Type Description
publickey boolean If set to true, displays the public key information for the specified user.
Required.
14.3 GET admin/{user}/apitoken
Lists the API token for the specified user.
Parameters
Parameter Type Description
None n/a n/a

14.4 POST admin/{user}/apitoken

Creates an API token for the specified user.

Parameters
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Parameter

None

14.5 PUT admin

Clears all user permission cache entries.

Type

n/a

FlashArray REST API 1.12
Description

n/a

User permission cache entries are also automatically updated when the user starts a new session.

Parameters

Parameter

action

clear

Type

string

boolean

14.6 PUT admin/{user}

Description

When set to refresh, refreshes all user permission cache entries.
Required.

When set to true, clears the entire user permission cache.

Required. Used with the action parameter.

Sets the password or public key or refreshes the user permission cache entries for the specified user.

Either the publickey, password, or action parameter must be specified.

Parameters

Parameter

action

clear

old_password

password

publickey

Type

string

boolean

string

string

string

Description

When set to refresh, refreshes the user permission cache entries for the specified user.
Cache entries are also automatically updated when the user starts a new session.
Optional.

If the action parameter is set to "'refresh', set the clear parameter to true to clear the user permission
cache for the specified user.

Optional. Used with the action parameter.

Used with the password parameter to change the password for the single, local administrative account
pureuser. Set the parameter to the old password.

Required if the password parameter is set.

Used with the old_password parameter to change the password for the single, local administrative account
pureuser. The value must be between 1 and 32 characters in length and be entered from a standard English
(U.S.) keyboard.

Optional.

Changes the public key for SSH access for the specified user. Only system administrators can change public
keys on behalf of other users. If no users are provided as arguments, a request to change the public key will be
for the administrator issuing the request and a request to display set public keys will show all users with a public
key configured.

Optional.

14.7 DELETE admin/{user}/apitoken

Deletes API token for the specified user.
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Parameters
Parameter Type Description
None n/a n/a

14.8 GET directoryservice

Lists current base configuration information for the directory service.

Parameters
Parameter Type Description
certificate boolean If set to true, returns information about the currently configured CA certificate data.
Optional.
groups boolean If set to true, returns information about the group configuration.
Optional.

Example 1: List the directory service configuration

Request:
GET https://pure0l.example.com/api/1.12/directoryservice

Response:

“"pbase_dn'": "DC=adl,DC=example,DC=com",
“bind_password™: "*FxxEr)

"bind_user': "readonlyuser",
"check_peer': false,

“enabled”: true,

“uri': [
"ldaps://adl.example.com"

Example 2: List the current configured CA certificate

Request:
GET https://pure0l.example.com/api/1.12/directoryservice?certificate=true

Response:

“certificate": ""-———- BEGIN CERTIFICATE-----

\nMI 1E6 j CCBFOgAw I BAg I DE I GKMAOGCSQGS 1 b.3DQEBBQUAME4XCzAJBgNVBAYTA IVT\nMRAWDgYDVQQKEWdFCcXVpZmF4AMSOwKwYDVQQLEYRFCXVp
ZmF41FEN1Y3VyZSBDZXJ0\naWZpY2F0ZSBBdXRob3JpdHkwHhcNMTAWNDAXM j MWMDEOWhcNMTUwNzAZzMDQ1MDAWNNWj CB j zZEpMCcGALUEBRMgMmc4
YU81d0kaktKMIpENT?4VXNMd RIM2dUYmc4RFUx\nCzAJBgNVBAYTAIVTMRMWEQYDVQQ I EwpDYWxpZm9ybm I hMR IWEAYDVQQHEwW I TdW5u\neXZh
bGUXFDASBgNVBAOTC1 IhaG9v 1CBIbmMuMRYWFAYDVQQODEW13d3cueWFob28u\nY29tMI 1B I JANBgkghk iGOWOBAQEFAAOCAQS8AM I I1BCgKCAQEAGZ
M1 jHCKL8r EKse\nlriTTxyCSWvY85m34TIFK7dK4QFI/HPttKGquSaVB;FqiO@iTxe4YQMbd++jnKt\ndjxcp|7sJIFx%MZs4umrleGoZKgT88
BAJyhxo023k+VpK1SprdPyM3yEFfQvVdV7IWC\n4Y71CE2nE6+Gbs uhk/to+jJIMO7jXx/430jvo8vhNPL6GVWe/D60bbnxS72ynLSd\nmLtal tykOv
ZEZlebFKgIaYYmC?h89FGVkaUbGM/Wb5Voiz?ttQLLxKOYR'8Mdk\nTthPkM sclFGlnaECPviwONgMny3nFOd'UKJ79twanmecIX220/r
k1CpiOuw\nlrrr/Q DAQABo4ICg{CCA%ongYDVROPAQH/BAQ AgTwMBOGAlUdDgQWBBSmers\n68m+d UST+S7xJIrQ/FXA1zA6BgNVHRBEMzAX
MC+gLaArhi 1odHRwO18vY3JsLmd 1\nb3RydXNOLmNvbS9jcmxzL NIY3VyZWNhLmNbeCCAVsGAlUdEQSCAVIwggFOggl3\nd3cue Fob28uY29t
ggl15YWhvby5jb22CDHVZzLn1haG9vLmNvbY IMa3 lueWFob28u\nY29tggxlay55YWhvby5jb22CDG I ILn1haGOvLmNvbY IMZn lueWFob28uY29tgg
xp\nbi55YWhvby5jb22CDGNhLnIhaG9vLmNvbY IMYnlueWFob28uY29tggxkZS55YWhv\nby5 jb22CDGVzLnlhaGOvLmNvbY IMbXgueWFob28uY2
9tggxpdC55YWhvby5 jb22C\nDHNnLn IhaGOvLmNvbY IMaWQueWFob28uY29tggxwaC55YWhvby5jb22CDHF jLnIh\naG9vLmNvbY IMdHcueWFob2
8uY29tggxoay55YWhvbygjb22CDGNuLnIhaGQvLva\nbYlMYXUueWFob28uY29tg xhci55YWhvby5jb22CDHZuLnIhaGQvLvabTAfBgNV\nHS
MEGDAWgBR 15mj 5K9Ky 1ddH2CMgEE8zmJCT1DAdBgNVHSUEF jAUB gngEFBQcQ}nAgYIKwYBBQUHAwIwDQYJKoZIhchAQEFBQADgYEAp WOMtcD
MM5TOyfPecGv5QhH\NRJIZRzgeMPZitLksr1JxxicJrdgv82NWgl W8aMuR{47|JrtaTEWXaCQCyOOyXodD\nzoRJVNoYIlearYZ 5zv9VZjN510
;qUC39mNMe9XdthkWE+K6yVh60imKLbizna\ninu9YTrN/4P w6KzHho=\n----- END CERTIFICATE----- "
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Example 3: List the directory service group configuration

Request:

GET https://pure0l.example.com/api/1.12/directoryservice?groups=true

Response:
array_admin_group': "pureadmins',
"'group_base'": "OU=PureStorage,OU=SAN,OU=I1T,0U=US",
"readonly_group': "purereadonly",
3 "'storage_admin_group': "pureusers"

14.9 PUT directoryservice

Modifies and tests the directory service configuration.

At least one parameter must be specified.

Parameters

Parameter Type Description

action string When set to test, tests the current directory service configuration; verifies that the URIs can be resolved and
that Purity can bind and query the tree using the bind user credentials. The call also verifies that it can find all
the configured groups to ensure the Common Names and group base are correctly configured.
Optional.

array_admin_group string Sets the common Name (CN) of the directory service group containing administrators with full privileges when
managing the FlashArray. The name should be just the Common Name of the group without the CN=
specifier. Common Names should not exceed 64 characters in length.
Optional.

auto_fetch boolean When used with certificate, set the value to true to download and confirm the server certificate.
Optional.

base_dn string Sets the base of the Distinguished Name (DN) of the directory service groups. The base should consist of only
Domain Components (DCs). The base_dn will populate with a default value when a URI is entered by parsing
domain components from the URI. The base DN should specify DC= for each domain component and multiple
DCs should be separated by commas.
Optional.

bind_password string Sets the password of the bind_user user name account.
Optional.

bind_user string Sets the user name that can be used to bind to and query the directory.
For Active Directory, enter the username - often referred to as sAMAccountName or User Logon Name - of
the account that is used to perform directory lookups.
For OpenLDAP, enter the full DN of the user.
Optional.

certificate string Certificate string in PEM format, including the ""-—--- BEGIN CERTIFICATE--———- " and
M END CERTIFICATE---—-- " lines.
Optional.

check_peer boolean Enables (true) or disables (False) server authenticity enforcement with the configured CA certificate.
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enabled boolean
group_base string
readonly_group string

storage_admin_group string

trust boolean

uri list

Example 1: Disable the directory service

Request:

FlashArray REST API 1.12
Optional.

Enables (true) or disables (false) directory service support.
Optional.

Specifies where the configured groups are located in the directory tree. This field consists of Organizational
Units (OUs) that combine with the base DN attribute and the configured group CNs to complete the full
Distinguished Name of the groups. The group base should specify OU= for each OU and multiple OUs should
be separated by commas. The order of OUs is important and should get larger in scope from left to right. Each
OU should not exceed 64 characters in length.

Optional.

Sets the common Name (CN) of the configured directory service group containing users with read-only
privileges on the FlashArray. This name should be just the Common Name of the group without the CN=
specifier. Common Names should not exceed 64 characters in length.

Optional.

Sets the common Name (CN) of the configured directory service group containing administrators with storage-
related privileges on the FlashArray. This name should be just the Common Name of the group without the
CN-= specifier. Common Names should not exceed 64 characters in length.

Optional.
When used with certificate, set the value to true to skip certificate chain trust verification.
Optional.

A list of up to 30 URIs of the directory servers. Each URI must include the scheme Idap:// or Idaps:// (for
LDAP over SSL), a hostname, and a domain name or IP address. For example, ldap://ad.company.com
configures the directory service with the hostname "ad" in the domain "company.com" while specifying the
unencrypted LDAP protocol.

If specifying a domain name, it should be resolvable by the configured DNS servers. If specifying an IP
address, for IPv4, specify the IP address in the form ddd.ddd .ddd . ddd, where ddd is a number ranging
from 0 to 255 representing a group of 8 bits. For IPv6, specify the IP address in the form

XXX 2 XXXX 2 XXXX 2 XXXX T XXXX 2 XXXX 2 XXXX 2 XXXX], where xxxx is a hexadecimal number representing a
group of 16 bits. Enclose the entire address in square brackets ([]). Consecutive fields of zeros can be
shortened by replacing the zeros with a double colon (: :).

If the scheme of the URIs is Idaps://, SSL is enabled. SSL is either enabled or disabled globally, so the
scheme of all supplied URIs must be the same. They must also all have the same domain.

If base DN is not configured and a URI is provided, the base DN will automatically default to the domain
components of the URIs.

Optionally specify a port. If a port number is specified, append it to the end of the address. Default ports are
389 for Idap, and 636 for Idaps. Non-standard ports can be specified in the URI if they are in use.

Optional.

PUT https://pureOl.example.com/api/l.12/directoryservice

"enabled": false

Response:
"base_dn": '"'DC=adl,DC=example,DC=com",
"bind_password™: "FrrAr,
"bind_user": "readonlyuser",

""check peer': false,
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“enabled": false,

uri':
"ldaps://adl.example.com"

Example 2: Enable the directory service

Request:

PUT https://pure0l.example.com/api/l.12/directoryservice

"enabled": true

Response:
base dn': ""DC=adl,DC=example,DC=com",
"bind_password': "*Fxx)
"bind_user': "readonlyuser",

"check peer': false,

"enabled": true,

“uri: [
"ldaps://adl.example.com"
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